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Introduction

A TETRA network like the BOS TETRA network in Germany can have many IWFs to different national and international networks and organizations. The high administrative effort to enable collaboration between the organizations like exchanging of data (user, group, device and subscription data or organizational affiliation), policies like prioritization handling, pre-emption of the Interworking group, permissions of administration resources between the TETRA and the MC System operators has to be simplified.

The intention is to reduce the efforts based on mutual agreements and maybe extensive discussions between operators and vendors prior to the actual use of the interworking function.
MCPTT-TETRA Interworking

ETSI TCCE WG4 described the business relationships for Interworking between two Mission Critical Organizations (MCOs) as shown in Figure 1.
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Figure 1: Business relationships for Interworking between two MCOs (Source: ETSI TS 100 392-19-1 V0.0.1)
As shown in Figure 1 there are more non-standardized relations than actual physical connections between two interconnected networks. To simplify administrative tasks, before and during interworking missions, based on business relationship 8 and 9, a standardized architecture and protocol for information exchange between two MCOs, should be provided.

Example: Inter System High Level Communication (ISHLC) Message Flow between MCPTT and TETRA

Pre-conditions:

· Organization B, operating an LMR network, has a Mutual Agreement with Organization A, which is operating an MC System.

· Organization B requests Organization A for support in an incident operation under the leadership of Organization B.

· The Interworking groups shall only be constituted by individual users and not by groups, because each individual user must be identifiable.  

· Each operator manages its own users, groups and resources.

· MCPTT users can be added to existing LMR groups, where these LMR groups become Interworking groups, which still remain controlled by the LMR.

· Dedicated groups exclusively for interworking may be created from users of the LMR network and the MC system, controlled by the LMR network.     

· Pre-agreements and administration have to be carried out using a high level communication called “Inter System High Level Communication (ISHLC)” between the management systems / operators of Organization A and Organization B.

· As multiple MC UEs may use the same MC user subscription, the MC UEs must be individually addressable. 
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Figure 2: Example: ISHLC message flow for information exchange of users and groups for Interworking
Steps:

1. Organization B is solving an incident. There are not enough human resources available.

2. Organization B´s control room requests support from Organization A, using an ISHLC message, or alternatively by telephony call.

3. The control room of Organization A selects available MC users, MC user1 and MC user2, using MC UE1 and MC UE2 to support organization B in that incident.

4. MC user1 and MC user2 are informed to collaborate with Organization B in the incident. This may be realized by using a short message, callout message or telephony call.

5. Organization A´s control room sends the required user and device information, like user subscriptions (MC ID, MC service ID), IP address MAC address, device type in use, organizational affiliation to the organization B´s control room using an ISHLC message.

6. The TETRA network of Organization B checks the authorization of the MC users. After successful authorization check, interworking is granted.

7. In Organization B´s network TETRA addresses “AliasITSIs” for the MC user1 and MC user2 are created, containing MNI of the MC system of Organization. 

8. In Organization B´s network UE prefixes are created based on the received device information from MC user1 and MC user2 (see step 5).

9. The users “AliasITSI” (see step7) and the UE prefixes are assigned to the MC service IDs  and stored in the user management database of Organization B. 

10. The UE prefixes are transferred to the IWF for IWF learn purposes.

11. Only the UE prefix together with its AliasITSI are transferred using an ISHLC Message to Organization A´s user database/group management server. 

Note: For call setup from the TETRA side, only the AliasITSI will be used.

Depending on the service request which is for instance defined by a PID in the TETRA Information Element, the IWF determines the UE prefix number and the MCX service. Resulting from this data, the IWF creates the individual MC UE service ID. Group calls from TETRA to the MC system require the MC user to be individually addressed by the IWF.

12. The MC system of Organization A assigns the UE prefix to the MC user´s subscription and device data of MC user1 und MC user2 and stores it in its user database/group management server.

13. Organization A´s and Organization B´s control room exchange information about the specific LMR groups involved in the incident or available dedicated interworking groups, using the ISHLC protocol. Information including group descriptions, containing organizational affiliation, etc. are exchanged. The available interworking groups are provided in URI format to Organization A, built from GTSI and domain name of Organization B.

14. Organization A´s control room selects appropriate interworking groups provided by the TETRA network. 

15. Organization B´s network user and group management system adds MC user1 and MC user2 (respectively their AliasITSIs) to its specific LMR/Interworking groups. 

16. Organization B acknowledges the selection of LMR/interworking groups to Organization A using an ISHLC message.

17. Organization A is provisioning LMR/Interworking groups to the MC user1 and MC user2 subscrption.

18. The group lists are updated in MC UE1 and MC UE2 containing the LMR/interworking groups for collaboration.
Intention:
a. Extending the current message flow between MC System and an LMR network by defining an appropriate architecture and protocol.

b. Defining the next steps.

c. Looking for supporting organizations.
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