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1. Introduction
This contribution proposes solutions for key issue #19 for resolving security issues in disseminating ETSI ITS messages. 
Security is one of the fundamental requirements in ITS communications. To fulfill the security requirements the C-ITS platform in Europe
 has developed the certificate policy
 and security policy
 for European Commission’s consideration in the upcoming deployment of Cooperative-ITS. The C-ITS certificate policy and security policy require ITS communications to use the Public Key Infrastructure (PKI) – based security solution specified in ETSI ITS standards
 [27] [28].
The proposed solutions in this contribution concentrate on authentication, authorization, and integrity requirements of ETSI ITS messages in the user plane. To comply with the European C-ITS certificate and security policies, the proposed solutions use the ITS security header and certificate formates defined in ETSI TS 103 097 [28] and follow the ITS communication secuirty architecture specified in ETSI TS 102 940 [27].
Moreover, the ETSI ITS security architecture [27] allows secuirty operations at different protocol layers, e.g. Network&Transport layer and Facility layer. The first release of ETSI ITS standards focuses at security operation at the network layer, i.e. relying on the GeoNetworking protocol, which is optimized for short-range V2X communicaitons (PC5) but also applicable to the Uu based V2X communication. Standardization efforts are undertaken to enable security operations at the Facility layer for better interoperability among different ITS communication technologies, particularly for using Uu based V2X that do not require the GeoNetworking protocol. This results in a situation where Uu based V2X will be able to support two different and incompabile versions of security protocol stacks, whereas the short-range V2X (PC5) will mainly using the legacy version of the security protocol stack due to the indispensable GeoNetworking protocol in direct V2X communication in Euorpe.

The key issue of resolving the secuirty issue for the Uu based V2X communication is to identify the V2X specific appliaiton clients and V2X application servers with the correct version of security protocol stack, which is the precondition of applying the ETSI ITS security solution and architecture. This contribution addresses this issue by exploring the requirements and features requird at the VAE server and clients.
This contribution also identifies several scenarios for ITS message dissemination using the cellular Uu interface and proposes the security solution in each sceanrio. 

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.795 v1.0.
* * * First Change * * * *

7.X
Solution #X: resolving security issues for ETSI ITS distribution
7.X.1.1
General

This solution corresponds to key issue #19 and is a generic capability filtering mechanism at the VAE server and the VAE client layer that can be applied to other similar issues as the key issue #19. The solution is essential for ETSI ITS message communication using the cellular Uu interface to fulfil the security requirements on authentication, authorization, and integrity as required by the Cooperative ITS. Both Uplink (V2X UE to V2X Application Server) and Downlink (V2X Application Server to V2X UE) scenarios are discussed. This solution enables the ITS security header and certificate formates defined in ETSI TS 103 097 [28] and follows the ITS communication secuirty architecture specified in ETSI TS 102 940 [27]. 
The essense of the key issue is that multiple incompatible versions of protocol stacks, or versions of messages, exist, and the V2X application specific clients and server need supports from the VAE server and VAE clients to find the correct version for the communication. The key issue #18 is such an example in the security context, where two versions of ITS security protocol stack in the ETSI ITS communication architecture exist: 
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Figure 7.X.1.1-1 ITS security protocol stack version 1: Security operation at ETSI ITS Network & Transport layer 
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Figure 7.X.1.1-2 ITS security protocol stack version 2: Security operation at ETSI ITS Facility layer 
To ensure interoperability of ETSI ITS message communication, the VAE shall be aware of the version of ITS security protocol stack used by each ETSI message, either version 1 or version 2. This is the precondition of applying the ETSI ITS security solution in Uu based V2X message communication.

7.X.1.2
Procedures in different scenarios 

7.X.1.2.1
Scenario 1: V2X UE to V2X application server communication

Pre-condition: 
- The VAE server maintains lists of V2X application-specific servers that support different versions of the protocol stack, e.g. the ITS security protocol stack version 1 and 2, respectively.
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Figure 7.X.1.1-3. Solution for delivering ITS message from V2X UE to V2X application server 
1. The V2X application specific client identifies the supported version of the protocol stack, e.g. the (latest) version of ITS security protocol stack, and performs the corresponding message operation, e.g message signing operation according to the identified version of ITS security protocol stack.

2. The V2X application specific client sends the processed message, e.g. the secured ITS message, to the VAE client with an identification of the version of protocol stack, 1 or 2, used for this message.
Note: In case the V2X application specific client does not provide an explicit identification of the employed protocol stack version, this means version 1 is used for this message. 

3. The VAE client forwards the processed message, e.g. the secured ITS message, to the VAE server with the identification of the version of the employed protocol stack, e.g. of the ITS security protocol stack, 1 or 2, used for this message. 

4. According to the pre-condition, the VAE server identifies the V2X application-specific server supporting the indicated protocol stack version, e.g. the ITS security protocol stack version of this message.

5. The VAE server sends the processed message, e.g. the secured ITS message, to the V2X application-specific server supporting the correct version of protocol stack.
6. The V2X application specific server processes the the ITS message, e.g. verifies the signature, using the correct version of protocol stack.
7.X.1.2.2
Scenario 2: V2X application server to V2X UE communication

Pre-condition:

a. The VAE server maintains respective lists of UEs supporting different versions of the protocol stack, e.g. the ITS security protocol stack version 1, 2, or both. 

b. The VAE client maintains respective lists of V2X application clients in the same UE supporting different version of the protocol stack, e.g. the ITS security protocol stack version 1, 2, or both.
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Figure 7.X.1.1-4. Solution for delivering ITS message from V2X application server to V2X UEs 
1. The V2X application-specific server identifies the supported (latest) version of protocol stack, e.g. the ITS security protocol stack and performs message processing accordingly, e.g. signing operation according to the identified version of ITS security protocol stack.
2. The V2X application-specific server sends the processed message, e.g. the secured ITS message to the VAE server with an identification of the employed version of the protocol stack, e.g. ITS security protocol stack version, 1 or 2, used for this message.
Note: In case the V2X application specific server does not provide an explicit identification of the protocol stack, e.g. the ITS security protocol stack version, this means the default version, e.g. version 1 is used for this message.
3. According to the pre-condition a., the VAE server finds out V2X UEs supporting the identified version of the protocol stack, e.g. the ITS security protocol stack for this message. 
4. The VAE server sends the processed messge, e.g. the secured ITS message with the identification of the ITS security protocol stack version to the VAE clients of identified V2X UEs in step 3.

5. According to the pre-condition b., the VAE client finds out the V2X application client supporting the identified version of protocol stack, e.g. the ITS security protocol stack.
6. The VAE client sends the processed message, e.g. the secured ITS message to the V2X application client supporting the correct version of protocol stack, e.g. the ITS security protocol stack at the UE.
7. The V2X application client processes, e.g. verifies the signature of, the secured ITS message using the correct protcotol stack, e.g. the ITS security protocol stack.

7.X.2
Solution evaluation

This solution enables the V2X applications using the same version of ETSI ITS security protocol stack to communicate with each other over the Uu interface, which is a precondition for applying the ETSI ITS solutions to Uu based ETSI message communication, in order to fulfil the security requirement imposed by the European C-ITS. V2X application clients and V2X application-specific servers that only implement the ITS security protocol version 1 or 2 are supported in this solution.
In ETSI ITS messages, the message signing is done at the V2X application-specific client/server. The VAE server, however, can guarantee that the messages are delivered to the clients with the right security version. When a V2X UE subscribes to an application, the VAE server registers which version the V2X UE supports. V2X UEs might support different versions and the VAE server is delivering the message to the V2X UEs with the right versions. The VAE server should not perform any security translation on the message.
Note: the solution exploits the VAE capabilities to support interoperability between different ETSI ITS security protocol stack versions. The proposed VAE capabilities can be also used for handling different in-compatible protocol stack or ITS message versions.
* * * End Change * * * *
� Eurpean Commission, COM (2016) 766: "A European strategy on Cooperative Intelligent Transport Systems, a milestone towards cooperative, connected and automated mobility".


� C-ITS Platform, Certificate Policy for Deployment and Operation of European Cooperative Intelligent Transport Systems (C-ITS), Release 1, June 2017.


� Security Policy & Governance Framework for Deployment and Operation of European Cooperative Intelligent Transport Systems (C-ITS), Release 1, December 2017.





� ETSI TS 102 941 (V1.1.12): "Intelligent Transport Systems (ITS); Security; Trust and Privacy Management".






