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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications".

[3]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[4]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5]
3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".

[6]
3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".

[7]
ETSI GS MEC 011 (V1.1.1): "Mobile Edge Computing (MEC); Mobile Edge Platform Application Enablement".

[8]
ETSI GS MEC 009 (V1.1.1): "Mobile Edge Computing (MEC); General Principles for Mobile Edge Service APIs".

[9]
OMA-ER_Autho4API-V1_0-20141209-A: "Authorization Framework for Network APIs".

[10]
OMA-TS-REST_NetAPI_Common-V1_0-20180116-A: "Common definitions for RESTful Network APIs".

[11]
OMA-TS-NGSI_Registration_and_Discovery-V1_0-20120529-A: "NGSI Registration and Discovery".

[x]
3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".

* * * Next Change * * * *

6.2
Functional model description

Figure 6.2-1 shows the functional model for the CAPIF.
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Figure 6.2-1: Functional model for the CAPIF

The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain interacts with the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain interacts with the CAPIF via CAPIF-1e and CAPIF-2e. The API exposing function, the API publishing function and the API management function of the API provider domain within the PLMN trust domain interacts with the CAPIF core function via CAPIF-3, CAPIF-4 and CAPIF-5 respectively.

The CAPIF core function provides CAPIF APIs to the API invoker over CAPIF-1 and CAPIF-1e. The API exposing function provides the service APIs to the API invoker over CAPIF-2 and CAPIF-2e.

NOTE 1:
The communication between the API exposing function and the CAPIF core function, between the API publishing function and the CAPIF core function and between the API management function and the CAPIF core function over CAPIF-3, CAPIF-4 and CAPIF-5 respectively can be API based.

The detailed information of the APIs provided by the CAPIF core function is specified in clause 10.
The security aspects of CAPIF reference points are specified in 3GPP TS 33.122 [x]. 
* * * Next Change * * * *

6.4.2
Reference point CAPIF-1 (between the API invoker and the CAPIF core function)

The CAPIF-1 reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker within the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Mutual authentication between the API invoker and the CAPIF core function;

-
Providing authorization for the API invoker prior to accessing the service API; and 

-
Discovering the service APIs information.

NOTE:
The security aspects of CAPIF-1 are specified in subclause 6.2 of 3GPP TS 33.122 [x].
6.4.3
Reference point CAPIF-1e (between the API invoker and the CAPIF core function)

The CAPIF-1e reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker outside the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1e reference point supports all the functions of CAPIF-1.

NOTE:
The security aspects of CAPIF-1e are specified in subclause 6.3 of 3GPP TS 33.122 [x].

6.4.4
Reference point CAPIF-2 (between the API invoker and the API exposing function)

The CAPIF-2 reference point, which exists between the API invoker and the API exposing function, is used for the API invoker within the PLMN trust domain to communicate with the service APIs.

The CAPIF-2 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Authorization verification for the API invoker upon accessing the service API; and 

-
Invocation of service APIs.

NOTE 1:
The aspects related to the specific service API invocation in reference point CAPIF-2 are out of scope of the present document.

NOTE 2:
The security aspects of CAPIF-2 are specified in subclause 6.4 of 3GPP TS 33.122 [x].
6.4.5
Reference point CAPIF-2e (between the API invoker and the API exposing function)

The CAPIF-2e reference point, which exists between the API invoker and the API exposing function, is used for the API invoker outside the PLMN trust domain to communicate with the service APIs.

The CAPIF-2e reference point supports all the functions of CAPIF-2.

NOTE:
The security aspects of CAPIF-2e are specified in subclause 6.5 of 3GPP TS 33.122 [x].

6.4.6
Reference point CAPIF-3 (between the API exposing function and the CAPIF core function)

The CAPIF-3 reference point, which exists between the API exposing function and the CAPIF core function, is used for exercising access and policy related control for service API communications initiated by the API invoker.

The CAPIF-3 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Authorization verification for the API invoker upon accessing the service API;

-
Controlling the service API access based on PLMN operator configured policies;

-
Logging the service API invocations; and 

-
Charging the service API invocations.

NOTE:
The security aspects of CAPIF-3 are specified in subclause 6.6 of 3GPP TS 33.122 [x].
6.4.7
Reference point CAPIF-4 (between the API publishing function and the CAPIF core function)

The CAPIF-4 reference point, which exists between the API publishing function and the CAPIF core function, is used for publishing the service API information.

The CAPIF-4 reference point supports:

-
Publishing the service APIs information by the API publishing function.

NOTE:
The security aspects of CAPIF-4 are specified in subclause 6.6 of 3GPP TS 33.122 [x].
6.4.8
Reference point CAPIF-5 (between the API management function and the CAPIF core function)

The CAPIF-5 reference point, which exists between the API management function and the CAPIF core function, is used for management of service API and API invoker information.

The CAPIF-5 reference point supports:

-
Accessing the service API invocation logs by the API management function;

-
Enabling the API management function to monitor the events reported due to the service APIs invocations;

-
Onboarding new API invokers by provisioning the API invoker information at the CAPIF core function, requesting explicit grant of new API invokers onboarding and confirming onboarding success;
-
Offboarding API invokers;
-
Enabling the API management function to configure policies at the CAPIF core function e.g. service API invocation throttling, blocking API invocation for certain duration; and

-
Enabling the API provider to monitor the status of service APIs (e.g. pilot or live status, start or stop status of service API).
NOTE:
The security aspects of CAPIF-5 are specified in subclause 6.6 of 3GPP TS 33.122 [x].
* * * Next Change * * * *

8.1.3
Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding the API invoker to the CAPIF. The security aspects of this procedure are specified in subclause 6.1 of 3GPP TS 33.122 [x].
Pre-conditions:

1.
The API invoker is not a recognized user of the CAPIF.

2.
The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).
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Figure 8.1.3-1: Procedure for onboarding the API invoker to the CAPIF

1.
For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards the CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. 

NOTE 1:
Completion of onboarding process can require explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the grant process internally without the need of explicit grant by the CAPIF administrator.

NOTE 2:
The API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.
If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.

4.
As a result of successful onboarding process, the CAPIF core function is able to authenticate and authorize the API invoker.
* * * Next Change * * * *

8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for offboarding the API invoker from the CAPIF, triggered by the API invoker. The security aspects of this procedure are specified in subclause 6.8 of 3GPP TS 33.122 [x].
Pre-conditions:

1.
The API invoker has been onboarded as a recognized user of the CAPIF.
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Figure 8.2.3-1: Procedure for offboarding the API invoker from the CAPIF

1.
The API invoker triggers offboard API invoker request to the CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function cancels the enrollment of the API invoker from CAPIF. The API invoker ceases to be a recognized user of the CAPIF. All the authorizations corresponding to the API invoker are revoked from CAPIF. Optionally, the information of the API invoker may be retained at the CAPIF core function as per the operator policy.

NOTE:
Completion of offboarding process can require explicit notification to the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the de-provisioning process internally without the need of explicit grant by the CAPIF administrator.

3.
The CAPIF core function returns the offboard API invoker response providing successful offboarding indication.
* * * Next Change * * * *

8.10.2
Information flows

NOTE:
 The security aspects of this procedure are specified in subclause 6.2 and subclause 6.3.1 of 3GPP TS 33.122 [x].


8.10.3
Procedure

Figure 8.10.3-1 illustrates the procedure for authentication between the API invoker and the CAPIF core function.

Pre-conditions:

1.
The API invoker is onboarded with the CAPIF core function and the API invoker profile is created.
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Figure 8.10.3-1: Procedure for authentication between the API invoker and the CAPIF core function

1.
The API invoker triggers authentication to the CAPIF core function, including the identity confirmed after successful onboarding.

2.
Upon receiving the authentication request, the CAPIF core function verifies the identity with the API invoker profile and authenticates the API invoker.

NOTE 1:
The authentication process is specified in subclause 6.2 and subclause 6.3.1 of 3GPP TS 33.122 [x].

3.
The CAPIF core function returns the result of the API invoker identity verification in the authentication response.

NOTE 2:
The CAPIF core function can share the information required for authentication of the API invoker at the AEF.
* * * Next Change * * * *

8.11.2
Information flows

NOTE:
 The security aspects of this procedure are specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x].


8.11.3
Procedure

Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.

Pre-condition:

-
The API invoker is onboarded and has received an API invoker identity.
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Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access

1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API. 

NOTE 1:
The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x]. 

3.
Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.

NOTE 2:
The mechanism for distribution of the authorization information for the API invoker to the API exposing function is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x].
* * * Next Change * * * *

8.15.2
Information flows

NOTE:
 The security aspects of this procedure are specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x].

8.15.2.1
Service API invocation request with authentication information
The information flow service API invocation request with authentication information from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.15.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.15.2.1-1: Service API invocation request with authentication information
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authentication information
	M (see NOTE)
	The authentication information obtained before initiating the service API invocation request

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	NOTE:
The specific aspect of this information element is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x]. 



* * * Next Change * * * *

8.15.3
Procedure

Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.

Pre-conditions:

1.
Optionally, the CAPIF core function has shared the information required for authentication of the API invoker with the AEF.
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Figure 8.15.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 

1.
The API invoker invokes a service API invocation request with authentication information to the AEF, and includes in this request authentication information, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [x].

4.
If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.
* * * Next Change * * * *

8.16.1
General

The procedure in this subclause corresponds to the architectural requirements for API invoker authorization to access service APIs.

A secure communication channel is mandatory in CAPIF.

To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

NOTE:
The security related aspects related to this procedure are out of scope of the present document.

8.16.2
Information flows



* * * End of Changes * * * *
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