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1. Introduction
This is contribution is to introduce the solution to KI#X – V2X application authentication and authorization.
2. Reason for Change
The gaps identified in the KI#X – V2X application authentication and authorization are that at the V2X client side, some mechanisms is needed to verify that the V2X specific application is a certified V2X application without any tamper and abuse to illegally use the dedicated spectrum. 
A common cerficate based APP authentication and authorization looks like the figure shown below:
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1. First, the APP provider generates a pair of public key L and private key L (L: Local)

2. The APP verification center has its own public key C and private K C (C: center). The public key C will be distributed to V2X UE.

3.The APP provider sends its PuK L to APP verification center, and the APP verification center signs the PuK L with its own PrK C to create a certificate. Then this certificate is returned to the APP provider. This step makes sure that the APP without authorization from APP verification center can not be installed.
4. In order to make sure that only the authorized V2X UE can install the authorized Application identified by AppID, and also to make sure that some transport resources related API invocation are not abused, the entitlements are needed. The data including device ID, AppID and some entitlements will also be signed by APP verification center using its PrK C.
5.When publishing the APP, the APP provider signs the APP using its PrK L with the profile containing CA and data (device ID, AppID and some entitlements).
6.When the APP is installed, the V2X UE will verify the signatures and the data to complete the install.

For all the steps in above figure, step 1 to step 5 is outside the scope of this study. While step 6, which is within SA6’s FA_V2XAPP study regarding reference point Vc between the V2X application specific client and the VAE client, will address the APP authenciation and authorization to make sure that only the authorized APP can running on the V2X UE.
When it comes to the dedicated frequency usage by the V2X application specific client, the VAE client should perform the authorization to the API invocation.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.795 v0.4.0.
* * * First Change * * * *

7.X
Solution #X: V2X application authentication and authorization

7.X.1
Solution description

7.X.1.1
General

This solution addresses the key issue X to allow the VAE client at the V2X UE to verify the V2X application specific client. When the V2X application is first initiated, the V2X application specific client registers to the VAE client for authenciation and authorization. Only the authenciated and authorized V2X application specific client is allowed to perfrom other operations, e.g., sending V2X messages. When using the dedicated frequency to send V2X messages, the VAE client shall verify that the V2X specific application client is authorized to use the related API(s) for V2X transmission.
7.X.1.2
Procedure
7.X.1.2.1
V2X application registration 
The information flow below defines a procedure for V2X application specific client registeration.
Pre-condition:

1.
The VAE client has acquired the verification materials (e.g., public key from the V2X App verification center) for verying the V2X application.
2.
The V2X application specific client has acquired the certification materials (e.g., certificate) for authenciation and authorization.
NOTE 1:
How VAE client acquires the verification materials is outside the scope of present document. 
NOTE 2:
How V2X application specific client acquires the certification materials is outside the scope of present document. As examples, if the V2X application is pre-installed, the certification materials maybe pre-configured with the V2X application at the V2X UE, and if V2X application is installed from APP store dynamically, the certification materials maybe acquired with the V2X application from the APP store.
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Figure 7.X.1.2.1-1: V2X application registration
1.
The V2X application specific client registers to the VAE client by sending the application registration request with the certification materials.

3.
The VAE client authenticates and authorizes the V2X application specific client with the verification materials. If successfully, VAE client registers the V2X application specific client
4.
The VAE client returns a application registration response to the V2X appplication specific client with the registration result. One or multiple tokens maybe included for further APIs invocation.
7.X.1.2.2
V2X application de-registration

The information flow below defines a procedure for V2X application specific client de-registeration.

Pre-condition:

1.
The V2X application is registered towards theVAE client. 
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Figure 7.X.1.2.2-1: V2X application deregistration

1.
The V2X application deregisters. No additional notification from the VAE client is expected by the V2X application.
2.
The VAE client interrupts all operations previously requested by the V2X application and deletes any parameters and/or internal state associated to this application.
7.X.1.2.3
API invocation with authentication and authorization

The information flow below defines a procedure for V2X application specific client to invoke API with authentication and authorization.
Pre-condition:

1.
The V2X application is registered towards theVAE client and get the credentials to invoke API(s).
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Figure 7.X.1.2.2-1: V2X application deregistration

1.
The V2X application specific client sends the API invocation request to the VAE client. The API information and the credentials are included
2.
The VAE client performs the authentication and authorization check. If successfully, the VAE client performs the API logic.

3.
The VAE client returns the API invocation response with the result to the VAE application specific client.
7.X.2
Solution evaluation

This solution enables to support V2X application authentication and authorization. This solution provides a mechanism to make sure that only authorized V2X application can use the transmission resource at the V2X UE, and only the authorized operations will be perform regarding to transport resource usage, e.g., dedicated V2X frequency for specific V2X service.
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