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Abstract: The stage 2 specification for Group Regroup (in TS 23.280 V15.3.0) does not work satisfactorily because it provides no means for the requesting group management client (e.g. a dispatcher) to define the configuration of the resulting temporary group until after the regrouping has taken place. This can be a slow process. The present document proposes methods of rectifying this in Release 16.
1.
Introduction

There is a problem with group regrouping as specified in TS 23.280 V15.3.0. TS 22.280 V16.1.0 requires it to be possible for an authorised service user to be able to specify the settings of temporary groups:

[R-6.6.2.2-008] The MCX Service shall enable an authorized MCX User or MCX Service Administrator to configure default settings and rules for the operational characteristics of temporary MCX Service Groups resulting from Group Regroup operations (e.g. call start criteria, hang time).

[R-6.6.2.2-009] The MCX Service shall enable an authorized MCX User to specify the operational characteristics of temporary MCX Service Groups resulting from Group Regroup operations either explicitly, or via pre-defined implicit rules, or via pre-configured default values, or, in case all the constituent Groups have in common the same operational characteristics, to use the common settings.

[R-6.6.2.2-010] The MCX Service shall enable an authorized MCX User to set the floor control method of the Group created from a Group Regroup operation when the Group Regroup includes one or more groups configured for audio cut-in operation.  Where an MCX User does not specify the floor control method the MCX Service shall default to using normal floor control for the Group Regroup (i.e. do not use audio cut-in).

The problem is that the group management client (GMC) (e.g. a dispatcher) is unable to define or alter the characteristics of the merged (temporary) group until after the regrouping operation has been completed.  The group management client currently has to rely on an algorithm in the group management server (GMS) to define the initial characteristics of the temporary group.

The "Group regroup request" from the GMC to the group management server (GMS) (see TS 23.280v15.2.0 subclause 10.2.2.3) contains no element that allows the GMC to specify the "MC service ID" of the temporary group. The GMC has to wait until it receives the "group regroup response" message at end of the procedure (​TS 23.280 subclauses 10.2.4.1 and 10.2.2.4) to discover the "MC service ID" of the temporary group. In fact, the GMC does not discover the "MC service ID" of the temporary group until after the affiliated group members have been notified of the temporary group. This means that the GMC is not able to set up or adjust the configuration of the group until after regrouping has been completed.
The GMC has some limited ability to influence the group configuration by information the GMC places in the "group regroup request" information flow. The GMC can specify media and floor control protection parameters and priority level in the group regroup request. TS 23.280 subclause 10.2.4.1 item 3 shows that the GMS creates and stores the temporary group information but does not tell us how the GMC does that. TS 24.481v15.1.0 subclause 6.3.14.3.1 (p.30 item C) seems to give an algorithm for creating some of the temporary group information from the group information of the constituent groups.

However, this is almost certainly not what mission critical users want and is not what is stated in the requirements. 
Regrouping would normally be performed by a dispatcher with detailed knowledge of some or all of the groups involved and the dispatcher would require the option to exercise full control over the configuration of the temporary group rather than rely on a proprietary algorithm provided by the GMS supplier. With the present stage 2 specification, dispatcher control of the temporary group's configuration is not possible until after the regrouping has been completed.
Some attendees of 3GPP SA6 #24 reported that there is an additional requirement that is not spelt out in TS 22.280: regrouping should be almost instantaneous (e.g. less than 1 second).  Subclause 6.6.2.1 of TS 22.280 says that the regrouping can be a response to an incident in an area. The response to an incident needs to be fast. We think that, with the present arrangement, regrouping will be a protracted affair if the dispatcher needs to define the operational characteristics for the group. It is only after the MC service clients have moved to the temporary group (and started downloading the algorithm‑generated configuration of the temporary group) that the GMC is able upload the new configuration which the MC service clients then have to download.  It is not clear what will happen if the temporary group configuration gets updated while MC service clients are still downloading the old configuration, but it is likely that the MC service clients might download both the old and the new configuration before they are ready for operation on the temporary group. If the regrouped group numbers thousands per cell this could be a very slow process. (We think it is not currently possible to multicast group configuration files.)
The present version of TS 23.280 does not tell us how the regrouped MC service clients obtain the temporary group configuration. The figure in subclause 10.2.4.1 just shows a box saying "Notify the affiliated users" and the related text description says "The group management server notifies the affiliated MC service group members of the constituent MC service groups, possibly with an indication of lower security level". We believe that this needs to be expanded.
2.
How can we fix this?

Several methods occur to or have been suggested to the present author:
Method A):
 Make no changes to the standards – allow MC users to rely on proprietary solutions provided by MC server suppliers.
Method B):
Allow the GMC to include an "MC service group configuration data" information element in the "group regroup request" information flow (as per the "store group configuration request" in TS 23.280 subclause 10.1.2.1). If that optional element is not present, the GMC proceeds as per the present TS 23.280.

Method C):
 Allow the GMC to include the MC service group ID of the temporary group in the "group regroup request" information flow. In more detail, Method C) would be:

 i)  the GMC sends the GMS a "group creation request" (TS 23.280 subclause 10.2.2.1) requesting creation of a temporary group and containing an empty "MC service list ID" IE. (The "MC service ID list" information flow is mandatory, but stage 3 invokes OMA-TS-XDM-Group-V1_1_1-20170124-A v1.1.1 which says in section 5.1.1 that the <list> element containing the group members can contain zero or more elements);

ii)  the GMS sends the GMC a "group creation response" (TS 23.280 subclause 10.2.2.2) containing the "MC service group ID" of the new temporary group;

iii) the GMC sends the GMS a "store group configuration request" for the "MC service group ID" of the new temporary group containing the GMC’s choice of "MC service group configuration" with an empty list group members;

iv) the GMS sends the GMC a "store group configuration response" confirming creation of the temporary group configuration;

v)  the GMC sends GMS a "group regroup request" containing a list of the groups to be merged and including the "MC service group ID" of the temporary group;

vi) the GMS updates the specified temporary group configuration with the union of group member IDs in the groups being merged (TS 23.280 subclause 10.2.4.1);
vii) if the GMC does not specify an "MC service group ID" in the "group regroup request" the GMC proceeds as presently specified in TS 23.280. 
Method D):
 The dispatcher prepares a set of temporary group templates, each designed for a different scenario where group regrouping might be required. The set of templates is included in the relevant group configurations. The group members download the set of templates with each group configuration. Each template contains the essential minimum of parameters for a temporary group. When group regrouping is required the dispatcher names a suitable template in the "group regroup request". The MC system relays the name of the template to the regrouping MC service clients. Each regrouped MC service client and the GMS immediately creates the group configuration for the temporary group by merging its existing group configuration with the named template. See section 4 for a discussion of group management keys (GMKs).
Method E):
As with method D, the dispatcher prepares a set of temporary group templates. However, the set of templates is stored once per MC service client (and GMS), not once per group configuration. As with method D, the dispatcher names the template in the group regroup request. The MC service clients and the GMS create the full configuration for the temporary group by merging the template with the configuration of the groups they have just left. 
Method F):
As for method D except that the set of templates is stored by the MC system and not stored in the MC service clients until the regrouping takes place. During the regrouping, the MC system "pushes" the template into the MC service client, preferably using multicast (where appropriate). 
Method G):
A combination of methods B and F. The MC system does not store the templates. The dispatcher includes a template in the group regroup request and the MC system pushes the template into the MC service clients, using multicast where appropriate.
Method H):
A variation on method B. The dispatcher includes the full group configuration for the temporary group in the group regroup request message request. Unlike method B, the MC system pushes the full group configuration into the MC service clients, using multicast where appropriate,
Method I):
A combination of methods G and H. The dispatcher provides either a template or a full group configuration. The MC system pushes the template or the full group configuration into the MC service clients, using multicast where appropriate.
Method M):
A variation on method C. The dispatcher includes the MC service group ID of a pre-existing group in the group regroup request that is to be used as the source of the temporary group configuration.  The MC system pushes the full group configuration of the identified group into the MC service clients, using multicast where appropriate. 
3.
GMK provision

In all these methods careful consideration will need to be given as to how and when the GMK for the temporary group is created, encrypted, provided to the MC service clients and decrypted.  

One method would be to provide each MC service client with a pool of individually encrypted GMKs for use with temporary groups, using the normal method for the delivery of GMKs. When the dispatcher makes a group regroup request it selects and names the GMK to be used by the temporary group. The GMKs in the MC service clients can be replaced from time to time, taking precautions to avoid mismatch of keys between different MC service clients.

Another method would be to provide a GMK per temporary group by storing the encrypted GMK in the temporary group configuration or template. But what key should we use to encrypt the GMK? Either every MC service client has to possess the same "temporary group GMK decryption key" (possibly insecure) or the GMK has to be encrypted per original group (resulting in a multiplication of the temporary group configurations or templates). 
A common pool of individually encrypted temporary group GMKs seems preferable. 

4.
Comparison of methods

Method A is a bad idea. It could result in mission critical users being "locked-in" to particular suppliers for provision of GMSs, GMCs and despatcher terminals.
Method B requires fewer changes to stage 2 than method C. 

Method C allows the despatcher to prepare a set of temporary groups in advance of any regrouping operations. Pre‑prepared temporary groups can be tuned to different scenarios and the despatcher can choose the most suitable temporary group when the regrouping becomes necessary. However, method C requires more changes to stage 2 than method B. Note that method C can be improved and simplified by allowing the GMC to include its choice of "MC service group configuration" in the "group creation request", and this seems to be an improvement in its own right, independent of the group regroup feature.
In either method B or method C the dispatcher could use pre-prepared group configuration templates, etc. 

Methods A, B and C are unlikely to meet the < 1 second time requirements because it could take a significant time for each temporary group member to individually download ("pull") the temporary group configuration when there are many affected MC service clients using the same cell sites. (We think this could be much improved if we were to provide a "push" method for the MC system to deliver the group configuration to the temporary group.) 
Methods D and E have the potential to allow instantaneous regrouping as per the speed requirement identified by SA6#24. However, these methods may require some complicated preparation by the dispatcher in predicting scenarios and selecting template parameters that will merge successfully with existing group configurations (methods B and C also require predictive preparatory work by the dispatcher).  Merger rules will have to be specified (e.g. the template usually wins, higher priority always wins). 
Method D will increase the size of the group configuration files although, where only a few special settings are required for the temporary group, the templates could be quite small. Perhaps half a dozen templates would suffice. It might be difficult to re-use a set of compact specialized templates with a different set of groups. SA6 will need to update the group configuration tables to store a set of temporary group templates within each group configuration.
Method E has a lower download and storage overhead than method D. Method E will be more complex to specify than method D because we will have to specify the procedures and information flows for uploading, modifying and downloading the temporary group templates. 
Methods F and G can be nearly as fast as methods D and E if the templates can be kept small and multicast can be used for notifying group members of the regrouping. These methods have the advantage of not requiring any special pre‑configuration of the possible constituent groups, so may be more universally applicable than methods D and E. The dispatcher can create and store small templates for merging groups with similar characteristics, and larger templates for merging groups with very different characteristics. 
Method G does not require the templates to be stored by the MC server so will be easier to specify than method F.
Methods H and I have the benefits of method G and have the benefit of allowing the dispatcher to "push" a full configuration for the temporary group. Method H is easier to specify than method I, as it does not require the specification of templates. Method I will allow faster configuration downloads when the groups to be combined have quite similar configurations whereas the full group configuration can be sent for more reliability when the groups to be combined have very different configurations. Method I requires the specification of templates. 
Method M has similar benefits to method H and can be more efficient than method H if a suitable reference group has already been created.
5.
Summary of method attributes

Table 1: summary of method attributes
	Attribute
	A
	B
	C
	D
	E
	F
	G
	H
	I
	M

	Fast (e.g. <1 s)
	no 
	no
	no
	yes
	yes
	yes
	yes
	yes
	yes
	yes

	Supplier lock-in
	yes 
	no
	no 
	no
	no
	no
	no
	no
	no
	no

	Change complexity (relative to method B)
	0 
	1
	2
	4
	3
	3
	3
	2
	3
	2

	Increase in size of MC service client configuration store
	0
	0
	0
	nmt + pg 
	mt + pg
	pg
	pg
	pg
	pg
	pg

	Download following regrouping
	2(c + g)
	c + g
	c + g
	0
	0
	t
	t
	c
	t or c
	c

	Multicast regrouping
	no
	no
	no
	yes
	yes
	yes
	yes
	yes
	yes
	yes

	GMK pool
	no
	no
	no
	yes
	yes
	yes
	yes
	yes
	yes
	yes
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	Symbols:
c – group configuration size 
           n – no. of group configurations stored by MC service client                     

g – encrypted GMK size

           p – number of pooled encrypted GMKs 

m – no. of temporary group templates      t  – template size    


6.
Possible changes to TS 23.280

Contribution S6-181071 details, by way of example,  the changes required to implement a backward compatible method I in a release 16 TS 23.280. (CRs for methods H and M could quite easily be derived from this.)
SA6 is invited to decide which method it prefers for performing the regrouping and which method it prefers for establishing the GMK.
