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1. Introduction
This pCR proposes reproduction of Stage 1 requirements in an Annex in TR 23.784.
2. Reason for Change
Requirements for Discreet Listening and for logging are spread across 3GPP TS 22.280 and 3GPP TS 22.281, with no requirements captured in 3GPP TS 22.282, and all requirements voided in 3GPP TS 22.179. It is therefore useful to capture both the requirements and a note of where the requirements are specified a single place to aid the reader and potential contributors.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.784 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.280:
"Mission Critical Services Common Requirements (MCCoRe)"

[3]
3GPP TS 22.281:
"Mission Critical Video services"
[x]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT); Stage 1"
[y]
3GPP TS 22.282: "Mission Critical Data services"
Editor's note: Further numbered references to be inserted here

* * * Next Change * * * *

Annex A:
Requirements

A.1
Requirement locations

The majority of requirements for logging and for discreet listening are listed in 3GPP TS 22.280 [2] and variously apply to the three services of MCPTT, MCVideo and MCData. Requirements applying to MCPTT were voided from 3GPP TS 22.179 [x] when these were transferred to [2]. There is a single specific requirement for MCVideo logging captured in 3GPP TS 22.281 [3], and no specific requirements captured for MCData in 3GPP TS 23.282 [y].

The applicable requirements are listed in the following subclauses.

A.2
Requirements for discreet listening

Requirements listed in this subclause are reproduced from the specifications referenced within this subclause. The referenced specifications are the normative source for the requirements and have precedence over the information reproduced within this subclause.

The following requirement in 3GPP TS 22.280 [2] applies for discreet listening. It is applied to all services MCPTT, MCVideo and MCData according to the reference tables in Annexes A, B and C of [2].
[R-6.15.1-001] The MCX Service shall provide a mechanism for an authorized MCX User to receive MCX Service Group or Private Communication transmissions from any MCX User within their authority without noticeable impact on or knowledge of the MCX User.
A.3
Requirements for recording and audit

The following requirements are listed in 3GPP TS 22.280 [2]. They are applied to all services MCPTT, MCVideo and MCData according to the reference tables in Annexes A, B and C of [2].
[R-6.15.4-001] The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of the MCX Service Group Communications and MCX Service Private Communications under the organization's authority.

[R-6.15.4-002] Metadata shall be logged for both the transmitting Participant and the receiving Participant(s).

[R-6.15.4-003] The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the Group Communications and Private Communications under the organization's authority.

[R-6.15.4-004] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per communication: depending on service this may include; start time, date, MCX User ID, MCX Group ID, Location information of the transmitting Participant, end time or duration, end reason, type of communication (e.g., MCX Service Emergency, regroup, private).

[R-6.15.4-005] If an MCX Service Group Communication or MCX Service Private Communication uses end-to-end confidentiality, the MCX Service shall provide a mechanism for a Mission Critical Organization to maintain the end-to-end confidentiality when the MCX Service Group Communication or MCX Service Private Communication is logged.

[R-6.15.4-006] The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of non-communication related user activities under the agency's authority.

[R-6.15.4-007] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following non-communication activity types: MCX Service Emergency Alert, MCX Service Emergency Alert cancellation, In-progress Emergency cancellation, registration state change, overridden event, user remote logout, changing another user's affiliations, affiliation change, and change of Selected MCX Service Group.

[R-6.15.4-008] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per non-communication activity: time, date, MCX Service User identity, and activity type. The following metadata should be logged if applicable to the activity type: MCX Service Group ID, Location information of the MCX User, affiliation list, target MCX Service User ID and success/failure indication.

[R-6.15.4-009] The MCX Service shall provide a mechanism for a Mission Critical Organization to log metadata for all failed authorization attempts (e.g., invalid login password) by an MCX User.

[R-6.15.4-010] The MCX Service shall provide a mechanism to collect metadata for network access events (e.g., pre-emption of EPS bearer, loss of signal, failed registration attempts).
The following additional requirement for logging for MCVideo is listed in 3GPP TS 22.281 [3]:

[R-5.1.10.2-008] The MCVideo service shall be able to provide an integrity protected timestamped detailed log of all performed and attempted activities for each user of the MCVideo Service.
