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8.23.4
Procedure for CAPIF revoking API invoker authorization initiated by CAPIF core function

Figure 8.23.4-1 illustrates the procedure for revoking API invoker authorization to access service API initiated by the CAPIF core function.

Pre-conditions:

1.
The API invoker is authenticated and authorized to use the service API.

2.
The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API. 
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Figure 8.23.4-1: Procedure for revoking API invoker authorization initiated by CAPIF core function

1.
The CAPIF core function triggers the revocation of the API invoker authorization.

2.
The CAPIF core function sends revoke API invoker authorization request to the AEF with the details of the API invoker and the service API.

3.
Upon receiving the information to revoke the API invoker's authorization for service API invocation, the AEF invalidates the API invoker authorization corresponding to the service API.

4.
The AEF sends a revoke API invoker authorization response to the CAPIF core function. 

5.
The CAPIF core function invalidates the API invoker authorization corresponding to the service API.
6.
The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.
9
API consistency guidelines

9.1
General

This clause specifies the API consistency guidelines for all northbound APIs utilizing CAPIF architecture. The guidelines are categorized as follows:

-
fundamental API guidelines, applicable to all northbound APIs utilizing CAPIF; and

-
architecture design considerations, applicable to all northbound APIs utilizing CAPIF.

* * * Next Change * * * *

Annex B (informative):
CAPIF relationship with network exposure aspects of 3GPP systems

This annex provides the relationship of CAPIF with network exposure aspects of 3GPP systems. Any system exposing capabilities as service APIs can implement CAPIF. Generic model for CAPIF utilization by service API provider is included. Network exposure aspects of EPS and 5GS are considered for illustration.

B.0
CAPIF utilization by service API provider 

Figure B.0-1 illustrates the service API interaction with the CAPIF for utilizing framework aspects provided by the CAPIF.
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Figure B.0-1: CAPIF utilization by service API provider
The service API aspects of the 3GPP network services and capabilities such as subscriber management, mobility management, transport and other communication services can be exposed for consumption by external 3rd party applications (e.g. API invoker). 

Framework aspects typically horizontal in nature caters to common functionality such as onboarding, offboarding, publishing, unpublishing, update service API, discovery, authentication, registration, authorization, logging, charging, monitoring, configuration, topology hiding, that are required to provide service APIs to API invokers. Service APIs can utilize the functions of the API provider domain (i.e. API exposing function, API publishing function, API management function) and interfaces CAPIF-3, CAPIF-4 and CAPIF-5 as specified in this specification. 

The service API exposure function is connected to 3GPP network entity(s) via 3GPP internal interface(s). The API publishing function provides the service API information for publishing to the CAPIF core function. 
For consuming service API, the API invoker interacts with the service API exposure function via service API interface and CAPIF-2/2e. While the service API interface is responsible for providing service aspects, CAPIF-2/2e supports service API by providing framework aspects such as authentication of the API invoker, authorization verification for the API invoker upon accessing the service API.
B.1
CAPIF relationship with 3GPP EPS network exposure
B.1.1
General 

The table B.1.1-1 shows the relationship between CAPIF and EPS network exposure aspects. The details of SCEF and its role in exposing network capabilities of EPS to 3rd party applications are specified in 3GPP TS 23.682 [2]
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