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1. Introduction
This contribution discusses the support of ETSI ITS facility layer messages using the Uu interface of 3GPP system and presents a new key issue on the support of ETSI ITS messages using the Uu interface of 3GPP system in the TR. 
2. Background and problem statement

In the current version of the TR, clause 4.3 analyses ETSI ITS communication architecture and requirements and highlighted that the current design of ETSI ITS facility layer does not address transport issues such as optimized use of LTE-Uu and PC5 communications of the 3GPP network systems (EPS/5GS). This contribution provides further details on the gaps of supporting ETSI ITS facility layer messages over the Uu interface of the 3GPP system.

2.1 ETSI ITS message support over the 3GPP V2X PC5 interface 

ETSI ITS facility layer messages usually address ITS stations (UEs) in specific geographic areas, known as areas of interest. For this reason, in short range ad-hoc communication networks using, e.g. ETSI ITS-G5 access technology or 3GPP V2X PC5 interface, ETSI ITS facility layer messages are transmitted using the non-IP transport and network layer protocols BTP/GeoNetworking, instead of IP protocols. As specified in 3GPP TS 24.386 [x1] the PC5 interface of 3GPP V2X can directly support non-IP traffic. Figure 1 shows the protocol stack for supporting the ETSI ITS facility layer messages over the 3GPP V2X PC5 interface and the ETSI ITS-G5 access technology. It is observed that the 3GPP V2X PC5 interface can support ETSI ITS facility layer messages without major changes to the existing ETSI ITS standards.
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Figure 1. (User plane) protocol stack of supporting ETSI ITS facility layer messages over 3GPP PC5 interface.
2.2 ETSI ITS message support over the 3GPP Uu interface

ETSI ITS standards have been developed with the focus on short range direct (ad-hoc) V2X communication, i.e. using ETSI ITS-G5 access technology. Nevertheless, owing to the layer-agnostic principle the current ETSI ITS standards and specifications do not preclude using the 3GPP Uu interface
 or other access layer technologies for conveying the ETSI facility layer messages, provided that the TCP/IP or UDP/IP protocol stack is used at the transport and network layer. However, the current ETSI ITS standards and specifications are not complete
 for delivering ETSI ITS facility layer messages using the TCP/IP or UDP/IP protocol stack, especially for delivering secured
 messages.

The major changes for transmitting ETSI ITS facility layer messages using the 3GPP Uu interface are:

· The 3GPP Uu interface only supports IP as the network layer protocol [x1]. But there is no standardized way of resolving the IP address of receiving ITS stations (UEs) or using the IP multi-cast service for delivering given ETSI ITS facility layer messages, e.g. CAM and DENM.
· The current ETSI ITS standards only specify the procedure and interface for sending secured ETSI ITS messages using BTP/GeoNetworking as the transport and network layer protocols. However, BTP/GeoNetworking can not be directly supported on the top of the 3GPP Uu interface.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.795 v0.3.0.

* * * First Change * * * *

5.X1
Key issue X1 on resolving UE address for ETSI ITS facility layer messages 

3GPP Cellular-V2X PC5 interface can support ETSI ITS facility layer messages using BTP/GeoNetworking as the transport and network protocols. As specified in 3GPP TS 24.386 [x1] the PC5 interface of 3GPP V2X can directly support non-IP traffic. However, conveying ETSI ITS messages over the 3GPP Uu interface, which only supports IP as the network layer protocol, is not standardized. Although the current ETSI ITS standards do not preclude transmitting ETSI ITS facility layer messages using TCP/IP or UDP/IP protocol as the transport and network layer protocols, there are clear gaps for supporting ITS facility layer messages over the 3GPP Uu interface: 
· UE addressing specified in ETSI ITS is non-IP based. Hence all ETSI ITS facility layer messages require VAE capabilities support for translating the UE addressing of ETSI ITS to IP based addressing. 
5.X2
Key issue X2 on resolving security issues for ETSI ITS distribution
The current ETSI ITS standards and specifications are not complete for delivering ETSI ITS facility layer messages using the TCP/IP or UDP/IP protocol stack, especially for delivering secured messages. Security in ETSI-ITS context includes authenticity/integrity (certificates assuring information comes from trusted sources and was not corrupted) and privacy (especially prevent geographic tracking of individual vehicles or persons). In particular, how to fulfil the ITS security requirements [x2] using the ETSI security specifications [x3] [x4] at the V2X application layer needs to be studied. 
Editor's note: The security solution needs input from SA3.
It requires further study:

· How to resolve the security issues for ETSI ITS at the application layer. 
* * * End Change * * * *

* * * Second Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5G
5th Generation

5GS
5G System

AN
Access Network

AS
Application Server

BM-SC
Broadcast-Multicast Service Centre

CoR
Category of Requirements

E-UTRAN
Evolved Universal Terrestrial Radio Access Network
ECGI
E-UTRAN Cell Global Identifier
EPS
Evolved Packet System

ETSI
European Telecommunications Standards Institute
GCS
Group Communication System

IMA
Intersection Movement Assist
ITS
Intelligent Transport Systems
LoA
Level of Automation

LTA
Left Turn Assist
LTE
Long-Term Evolution

MBMS
Multimedia Broadcast Multicast Service

MBSFN
Multimedia Broadcast multicast service Single Frequency Network

MCE
MBMS Coordination Entity

MCH
Multicast Channel
MSI
MCH Scheduling Information
OEM
Original Equipment Manufacturer

OSI
Open System Interconnect

PCF
Policy Control Function

PCRF
Policy and Charging Rules Function

PLMN
Public Land Mobile Network

QCI
QoS Class Identifier

QoS
Quality of Service

RAN
Radio Access Network

RSU
Road Side Unit

SAE
Society of Automotive Engineers
SAI
Service Area Identifier

SC-PTM
Single Cell Point To Multipoint

SDO
Standards Development Organization

SIPTO
Selected IP Traffic Offload

TMGI
Temporary Mobile Group Identity

UE
User Equipment

USD
User Service Description

V2I
Vehicle-to-Infrastructure

V2N
Vehicle-to-Network

V2P
Vehicle-to-Pedestrian

V2V
Vehicle-to-Vehicle

V2X
Vehicle-to-Everything
VAE
V2X Application Enabler

WAVE
Wireless Access in Vehicular Environments
BTP
Basic Transport Protocol

CAM
Cooperative Awareness Message

DENM
Decentralized Environmental Notification Message
* * * End Change * * * *
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� According to 3GPP TS 24.386 [x1], “V2X communication over LTE-Uu enables transfer of V2X messages between a UE and a V2X application server. V2X messages are carried over LTE-Uu in payload of a UDP/IP packet”.


� In ETSI EN 302 637-2 and EN 302 637-3, it is stated that “The transmission of CAM over the IPv6 stack is out of scope of the present document.”, which leaves the specification open for transmission of CAM and DENM directly over IP protocol stack. 


� Security in ETSI-ITS context includes authenticity/integrity (certificates assuring information comes from trusted sources and was not corrupted) and privacy (especially prevent geographic tracking of individual vehicles or persons) but not confidentiality (usually achieved through encryption) [ISO/IEC 27000]. 





