3GPP TSG-SA WG6 Meeting #23
S6-180551

Newport Beach, CA, USA, 16th – 20th April 2018
(revision of S6-18xxxx)
Source:
Motorola Solutions
Title:
Discussion of solutions for discreet listening and logging
Agenda Item:
11
Contact:
david.chater-lea@motorolasolutions.com 
Abstract:
Discussion on looks at possible solutions for discreet listening and logging.
Introduction
There are unsatisfied requirements for discreet listening and logging from the MC service stage 1 requirements. This contribution examines these requirements and proposes some principles for solutions.
Requirements

TS 22.280 provides the following requirements for discreet listening:

[R-6.15.1-001] The MCX Service shall provide a mechanism for an authorized MCX User to receive MCX Service Group or Private Communication transmissions from any MCX User within their authority without noticeable impact on or knowledge of the MCX User.
Additionally, the following requirements are listed in TS 22.280 for recording and audit:

[R-6.15.4-001] The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of the MCX Service Group Communications and MCX Service Private Communications under the organization's authority.

[R-6.15.4-002] Metadata shall be logged for both the transmitting Participant and the receiving Participant(s).

[R-6.15.4-003] The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the Group Communications and Private Communications under the organization's authority.

[R-6.15.4-004] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per communication: depending on service this may include; start time, date, MCX User ID, MCX Group ID, Location information of the transmitting Participant, end time or duration, end reason, type of communication (e.g., MCX Service Emergency, regroup, private).

[R-6.15.4-005] If an MCX Service Group Communication or MCX Service Private Communication uses end-to-end confidentiality, the MCX Service shall provide a mechanism for a Mission Critical Organization to maintain the end-to-end confidentiality when the MCX Service Group Communication or MCX Service Private Communication is logged.

[R-6.15.4-006] The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of non-communication related user activities under the agency's authority.

[R-6.15.4-007] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following non-communication activity types: MCX Service Emergency Alert, MCX Service Emergency Alert cancellation, In-progress Emergency cancellation, registration state change, overridden event, user remote logout, changing another user's affiliations, affiliation change, and change of Selected MCX Service Group.

[R-6.15.4-008] The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per non-communication activity: time, date, MCX Service User identity, and activity type. The following metadata should be logged if applicable to the activity type: MCX Service Group ID, Location information of the MCX User, affiliation list, target MCX Service User ID and success/failure indication.

[R-6.15.4-009] The MCX Service shall provide a mechanism for a Mission Critical Organization to log metadata for all failed authorization attempts (e.g., invalid login password) by an MCX User.

[R-6.15.4-010] The MCX Service shall provide a mechanism to collect metadata for network access events (e.g., pre-emption of EPS bearer, loss of signal, failed registration attempts).
TS 22.179 has requirements for discreet listening and logging voided (as these were transferred to TS 22.280).

TS 22.281 has a single requirement for logging:

[R-5.1.10.2-008] The MCVideo service shall be able to provide an integrity protected timestamped detailed log of all performed and attempted activities for each user of the MCVideo Service.
There are no requirements for discreet listening or logging in TS 22.282.
Analysis
The target of discreet listening is required to be the user. This implies that a group is not required to be the target of discreet listening unless a nominated user is an affiliated member of that group. It also specifies that the target is a user and not a call, i.e. there is no need for a function that examines a list of ongoing calls and lets the authorized user choose one to listen to.

Discreet listening requires the media in group or private call transmissions to be presented to the authorized user.  It is implied that any encryption protecting the media can be removed so that the authorized user can make use of the media.

Logging requires the presentation of media to a logging/recording device, however the implication is that the encryption is not removed to ensure no loss of confidentiality, as specified as [R-6.15.4-005]. There are no requirements for the retrieval of information, and so it is assumed that information retrieval is out of scope.
NOTE: 
This approach is similar to existing deployed solutions for logging and lawful interception, where information is presented to a specified interface, and solution specific or nationally specified solutions are implemented for the actual storage and retrieval of information, including the authorization to retrieve.

Logging also requires the presentation of all metadata relating to the target user or group, whether related to a communication or not.
Logging requires that the logging function is applicable to all users and groups within a Mission Critical Organization's control. However it is assumed that the authorized user that can perform discreet listening is also only authorized within the same organization.
Proposals

Discreet listening

The discreet listening functionality can be achieved by extending the functionality of an MC service client to specify a target user and to provide the appropriate call related information (media and signalling); i.e. no new functional entity is required. New procedures and information flows will be needed to permit the authorized user to specify the target MC service user against whom the discreet listening service is to take place.
For discreet listening of group calls, existing functionality can be reused by affiliating the authorised user's MC service client to any group to which the target user has affiliated; thus the group call procedures do not need changes or additions. The 'remote change of affiliation' procedure may be reusable, or a new procedure based on this procedure could be added to show the relationship between affiliations carried out by the target's MC service client and the affiliation of the authorized user's MC service client to the same group by the MC service server.
For discreet listening of private calls, new procedures are required to show the presentation of private call signalling and media to the authorised user's MC service client. The existing information flows for private call can be reused.
Configuration for discreet listening should include an 'authorization to perform discreet listening', and a list of users which are valid targets for that authorized user.

Logging

The functionality of a logging client is different to an existing MC service client due to the need not to remove encryption; and the fact that the authorized user is unlikely to be making use of the client which is providing the logged information to the external recording solution. Therefore, a new functional entity should be introduced, which has similar functionality to an MC service client, except that media handling is different. A new reference point should be introduced, which provides the encrypted media and metadata to an external logging device.
The introduction of a logging client need not change the functional model in the Common Functional Architecture in TS 23.280, as the functions associated with a logging client will be a subset of those associated with an MC service client. The associated group management client, configuration management client, identity management client and location management clients will be needed; the key management client will probably not be needed but a discussion by LS with SA3 should confirm this. This is illustrated in the figure below, taken from TS 23.280 subclause 7.3.1.
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Areas of modification for functional model in TS 23.280 for logging
The functional model for logging client in the MC service specifications will need to be adapted from the functional model for the MC service.  An illustration is shown in the figure below, taken from TS 23.379 subclause 7.3.1.
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Functional model for logging based on application plane functional model in TS 23.379 
The logging function should be outside the scope of the specification. In this respect, it can be treated in a similar manner to the IWF in the Interworking specification, TS 23.283.
There are no requirements to allow 'active control' of logging, i.e. no requirements for an authorized user to dynamically activate or deactivate aspects of a logging function. Therefore control of logging can be restricted to specifying configuration information, probably in new configuration tables in the Annexes of the mission critical specifications based on user profiles, and reusing the existing procedures for creation and modification of user and group profiles.
Some new procedures may be required, to show the interaction between activities of target users and groups and information sent over the new reference point, named MCLOG-1 in the figure above.

Conclusion
SA6 are requested to consider and discuss the proposals made in this contribution related to discreet listening and logging, to provide direction for future CRs to include this functionality in the MC service TSs.

_1584782925.vsd

_1584779874.vsd
�


