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1. Introduction
The management of LMR keys in LMR systems is typically done using end to end messaging between an LMR key management entity and LMR clients. For 3GPP LMR interworking, end to end messages will be defined to convey the LMR key management messages opaquely (i.e. contents are out of 3GPP's scope and are not parsed by the MC service server) across the MC system, between the LMR key management entity and the LMR aware MC client via the IWF.
2. Reason for Change
The IWF requires a mechanism to convey encryption keys to clients.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283.
* * * First Change * * * *

10.9
Security
10.9.1
Information flows for security

10.9.1.1
Non-3GPP security message
Table 10.9.1.1-1 describes the information flow non-3GPP security message from the MC service server to the IWF, from the IWF to the MC service server, from the MC service server to the MC service client and from the MC service client to the MC service server.

Table 10.9.1.1-1 Non-3GPP security message
	Information Element
	Status
	Description

	MC service ID
	M
	The identity of the MC service user

	IWF entity URI
	M
	URI of LMR key management functional entity defined in 3GPP TS 23.379 [7]

	LMR type
	O
	The LMR technology, e.g. TETRA, P25. Required when sent toward the MC service client.

	Payload
	M
	Opaque payload. Contents and format are out of 3GPP scope.


10.9.1.2
Non-3GPP security message response
Table 10.9.1.2-1 describes the information flow non-3GPP security message response from the MC service server to the IWF, from the IWF to the MC service server, from the MC service server to the MC service client and from the MC service client to the MC service server.
Table 10.9.1.2-1 Non-3GPP security message response
	Information Element
	Status
	Description

	MC service ID
	M
	The identity of the MC service user

	IWF entity URI
	M
	URI of LMR key management functional entity defined in 3GPP TS 23.379 [7]


10.9.2
Support for transcoding with encrypted speech 
In some cases when encryption of voice media is required in the MC system, the MCPTT user(s) and the LMR user(s) can use different codecs. In these cases, transcoding is needed and before transcoding can occur, encryption applied to the voice media by the MC system needs to be removed. After transcoding, LMR encryption can be applied (out-of-scope of the present document). An IWF can perform these functions and be deployed as a security gateway between the MCPTT system and the LMR system. When the IWF removes the encryption applied by the MC system, the IWF must perform key management procedures defined in 3GPP TS 33.180 [8] to obtain the key material for the group.
10.9.3
LMR key management messages
This subclause defines end to end messaging to convey the non-3GPP, LMR security information opaquely (message contents are out of 3GPP's scope) across the MC system, between the IWF and the LMR aware MC service client. The end to end messasges are service independent, any MC service should be able to support them.
10.9.3.1
MC service client initiated

Figure 10.9.3.1-1 describes the case where an MC service client sends LMR security information to the IWF.
Pre-conditions:
1.
The MC service client is registered and the user is authenticated and authorized to use the MC service server.
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Figure 10.9.3.1-1:  Non-3GPP security messaging, MC service client to the IWF
1.
The MC service client sends s a non-3GPP security message request to the MC service server. The contents of the message are opaque to the MC service and are out of scope of 3GPP.
2.
The MC service server forwards the contents of the non-3GPP security message request to the IWF.
3.
The IWF acknowledges with a non-3GPP security message response to the MC service server.
4.
The MC service server acknowledges with a non-3GPP security message response to the MC service client.
10.9.3.2
IWF initiated

Figure 10.9.3.2-1 describes the case where the IWF sends LMR security information to an MC service client.
Pre-conditions:

1.
The MC service client is registered and the user is authenticated and authorized to use the MC service server.
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Figure 10.9.3.2-1: Non-3GPP security, from the IWF to MC service client
1.
The IWF sends a non-3GPP security message request to the MC service server. The contents of the message are opaque to the MC service and are out of scope of 3GPP.
2.
The MC service server forwards the contents of non-3GPP security message request to the MC service client.

3.
The MC service client acknowledges with a non-3GPP security message response to the MC service server.
4.
The MC service server forwards the non-3GPP security message response to the IWF.
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