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* * * First Change * * * *

10.6
General user authentication and authorization for MC services 
10.6.2
Partner MC system


The MC service UE performs the following procedure when connecting to a partner MC system for one or more MC services.
10.6.2.1
General
The MC service UE performs one of the following procedures for each partner MC system to which the MC service UE wishes to migrate.
If functionality in 

a) Subclause 10.1.6.1.1 was performed then subclause 10.6.2.2 shall be used for authentication and authorisation.
b)
Subclause 10.1.6.1.2 was performed then subclause 10.6.2.3 shall be used for authentication and authorisation.
10.6.2.2
Authentication and authorisation for MC services when static configuration between Primary and Partner MC system has been used
Preconditions:

-
The MC service UE has successfully obtained migration connectivity information for the partner MC system (see subclause 10.1.6.1.1).
-
The MC service UE has successfully set-up bearers to the partner MC system's PDN(s).
-
The configuration management client has secure access to the configuration management server in the primary MC system.
-
The migration management server in the partner MC system has been statically configured with the mapping between the SIP identities of the partner MC system and the SIP identities of the primary MC system.
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Figure 10.6.2.2-1: Configuration of MC service UE for MC service migration to a selected partner MC system

1.
The MC service UE performs MC service user authentication, according to 3GPP TS 33.180 [25].

2.
The signalling user agent sends a SIP registration request to the SIP core of the partner MC system, which includes the partner MC system SIP identities as obtained during migration connectivity information retrieval (subclause 10.1.6.1.1).
NOTE 1:
The signalling user agent uses the partner MC system SIP identities instead of the default SIP private user identity and default SIP public user identity obtained from the MC service UE's ISIM (as typically occurs when registering to the primary MC system).
3.
The SIP core in the partner MC system sends get SIP authentication information request to the migration management server also in the partner MC system, which includes the partner MC system SIP identities received in step 2.

4.
The migration management server in the partner MC system determines the identifier of the migration management server in the primary MC system and the primary MC system SIP identities.
NOTE 2:
The migration management server in the partner MC system is assumed to be statically configured with the identifier of the migration management server in the primary MC system and the partner MC system SIP identities mapping to primary MC system SIP identities for all inbound migrating MC service users.
5.
The migration management server in the partner MC system sends get SIP authentication information request to the SIP core / IMS in the primary MC system, which includes the primary MC system SIP identities as determined in step 4.
NOTE 3:
The messaging in the above step traverses the SIP core / IMS of the partner MC system. However, for brevity this is not shown in figure 10.6.2.2-1.
6.
The SIP core / IMS in the primary MC system sends get SIP authentication information request to the SIP database in the primary MC system, which includes the primary MC system SIP identities received in step 5.
7.
The SIP database in the primary MC system recognises the primary MC system SIP identities and sends get SIP authentication information response to the SIP core / IMS, in the primary MC system, which includes the primary MC system SIP identities and authentication information (e.g. authentication vectors).
8.
The SIP core / IMS in the primary MC system sends get SIP authentication information request to the migration management server in the partner MC system, which includes the primary MC system SIP identities and authentication information received in step 7.

NOTE 4:
The messaging in the above step traverses the SIP core / IMS of the partner MC system. However, for brevity this is not shown in figure 10.6.2.2-1.
9.
The migration management server in the partner MC system determines the partner MC system SIP identities.

10. The migration management server in the partner MC system sends get SIP authentication information response to the SIP core also in the partner MC system, which includes the partner MC system SIP identities and the authentication information as received in step 8.

11.
The SIP core in the partner MC system sends SIP authentication challenge request to the signalling user agent in the MC service UE, which includes the partner MC system SIP identities and the authentication challenge information (derived from the authentication information received in step 8).

12.
The signalling user agent in the MC service UE determines the challenge response information (i.e. by utilising the IMS-AKA data in the ISIM) to the SIP core in the partner MC system, and sends SIP authentication challenge response, which includes the challenge response information.

13.
The SIP core in the partner MC system sends SIP registration response to the signalling user agent in the MC service UE, which includes an indication that the authentication is successful.
NOTE 5:
From the signalling user agent's point of view, the messaging in steps 2, 11, 12 and 13 are the usual SIP registration messaging required for IMS-AKA, as defined in 3GPP TS 23.228 [9] and as mandated for MC services by 3GPP TS 33.180 [25].
14.
The MC service UE is now SIP registered in the SIP core of the partner MC system and subsequently can start receiving one or more MC services from the partner MC system.

10.6.2.3
Authentication and authorisation for MC services when dynamic configuration between Primary and Partner MC system has been used
Preconditions:

-
The MC service UE has successfully obtained migration connectivity information for the partner MC system (see subclause 10.1.6.1.2).
-
The MC service UE has successfully set-up bearers to the partner MC system's PDN(s).
-
The configuration management client has secure access to the configuration management server in the primary MC system.
-
The migration management server in the partner MC system has been dynamically configured with the mapping between the SIP identities of the partner MC system and the SIP identities of the primary MC system (as defined in subclause 10.1.6.1.2).
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Figure 10.6.2.3-1: Configuration of MC service UE for MC service migration to a selected partner MC system

1.
The MC service UE performs MC service user authentication, according to 3GPP TS 33.180 [25].

2.
The signalling user agent sends a SIP registration request to the SIP core of the partner MC system, which includes the partner MC system SIP identities as obtained during migration connectivity information retrieval (subclause 10.1.6.1.2).
NOTE 1:
The signalling user agent uses the partner MC system SIP identities instead of the default SIP private user identity and default SIP public user identity obtained from the MC service UE's ISIM (as typically occurs when registering to the primary MC system).
3.
The SIP core in the partner MC system sends get SIP authentication information request to the migration management server also in the partner MC system, which includes the partner MC system SIP identities received in step 2.

4.
The migration management server in the partner MC system, due to the binding created in the MC service migration configuration procedure as defined in subclause 10.1.6.1.2 (step 10 of figure 10.1.6.2-1) , recognises the partner MC system SIP identities and determines the identifier of the MC service user's migration management server in the primary MC system and the primary MC system SIP identities.

5.
The migration management server in the partner MC system sends get SIP authentication information request to the migration management server in the primary MC system, which includes the primary MC system SIP identities as determined in step 4.
NOTE 2:
The messaging in the above step traverses the SIP core / IMS of the partner MC system and the SIP core / IMS of the primary MC system. However, for brevity this is not shown in figure 10.6.2.3-1.
6.
The migration management server in the primary MC system sends get SIP authentication information request to the SIP database, via the SIP core / IMS, in the primary MC system, which includes the primary MC system SIP identities received in step 5.
7.
The SIP database in the primary MC system recognises the primary MC system SIP identities and sends get SIP authentication information response to the migration management server, via the SIP core / IMS, in the primary MC system, which includes the primary MC system SIP identities and authentication information (e.g. authentication vectors).
8.
The migration management server in the primary MC system sends get SIP authentication information request to the migration management server in the partner MC system, which includes the primary MC system SIP identities and authentication information received in step 7.

NOTE 3:
The messaging in the above step traverses the SIP core / IMS of the primary MC system and the SIP core / IMS of the partner MC system. However, for brevity this is not shown in figure 10.6.2.3-1.
9.
The migration management server in the partner MC system, due to the binding created in the MC service migration configuration procedure as defined in subclause 10.1.6.1.2 (step 10 of figure 10.1.6.1.2-1), recognises the primary MC system SIP identities, and determines the partner MC system SIP identities.

10. The migration management server in the partner MC system sends get SIP authentication information response to the SIP core also in the partner MC system, which includes the partner MC system SIP identities and the authentication information as received in step 8.

11.
The SIP core in the partner MC system sends SIP authentication challenge request to the signalling user agent in the MC service UE, which includes the partner MC system SIP identities and the authentication challenge information (derived from the authentication information received in step 8).

12.
The signalling user agent in the MC service UE determines the challenge response information (i.e. by utilising the IMS-AKA data in the ISIM) to the SIP core in the partner MC system, and sends SIP authentication challenge response, which includes the challenge response information.

13.
The SIP core in the partner MC system sends SIP registration response to the signalling user agent in the MC service UE, which includes an indication that the authentication is successful.
NOTE 4:
From the signalling user agent's point of view, the messaging in steps 2, 11, 12 and 13 are the usual SIP registration messaging required for IMS-AKA, as defined in 3GPP TS 23.228 [9] and as mandated for MC services by 3GPP TS 33.180 [25].
14.
The MC service UE is now SIP registered in the SIP core of the partner MC system and subsequently can start receiving one or more MC services from the partner MC system.
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