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7.3
Functional model description

7.3.1
On-network functional model

Each MC service can be represented by an application plane functional model. The functional model across MC services may be similar but is described by the individual functional entities and reference points that belong to that MC service. Within the application plane for an MC service there is a common set of functions and reference points. The common set is shared across services. This common set of functions and reference points is known as the common services core.

Figure 7.3.1-1 shows the functional model for the application plane for an MC system.
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Figure 7.3.1-1: Functional model for application plane for an MC system
The common services core functions and reference points shown in figure 7.3.1-1 are shared across each MC service. The description of the functions and reference points specific to an MC service is contained in the corresponding MC service TS.
In the model shown in figure 7.3.1-1, the following apply:

-
A specific MC service server is an instantiation of a GCS AS in accordance with 3GPP TS 23.468 [18].

Figure 7.3.1-2 shows the functional model for the signalling control plane.
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Figure 7.3.1-2: Functional model for signalling control plane

Figure 7.3.1-3 shows the relationships between the reference points of the application plane of an MC service server and the signalling plane.
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Figure 7.3.1-3: Relationships between reference points of MC service application plane and signalling control planes

NOTE 1:
Application plane reference point CSC-7 makes use of SIP-2 reference point when the group management servers are connected by a single SIP core. Where they are joined by more than one SIP core, CSC-7 also makes use of the SIP-3 reference point.

NOTE 2:
For simplicity, the HTTP proxy, which provides the interconnection between HTTP-1, HTTP-2 and HTTP-3 reference points, is not shown in figure 7.3.1-3. 

NOTE 3:
CSC-5, CSC-9, and CSC-15 make use of SIP-1 and SIP-2 reference points. For simplicity, this mapping relationship is not shown in figure 7.3.1-3.
* * * Next Change * * * *

7.4
Functional entities description
..
7.4.2
Application plane
..

7.4.2.2
Common services core

...
7.4.2.2.X
Migration management server

The migration management server is used in migration in both the primary MC system and the partner MC system. In a primary MC system, the migration management server provides configured primary MC system SIP identities to be used by a particular MC service user in order to migrate to one or more partner MC systems. In a partner MC system, the migration management server provides a point of authority for bound partner MC system SIP identities and primary MC system SIP identities for both the partner MC system and primary MC systems.

NOTE: 
Where the SIP core is not within the MC service provider domain, the provider of the SIP core needs to agree to allow the migration management server of the MC service provider to provide SIP identities for migration.
The migration management server is used during configuration of an MC service UE for an MC service user to migrate (see subclause 10.1.X.1), and during SIP registration of an MC service user when migrating to a partner MC system (see subclause 10.6.2).

A single set or multiple sets of primary MC system SIP identities for an MC service user enabled for migration shall be configured in the primary MC system's migration management server.

NOTE 1:
Different sets of primary MC system SIP identities provided to different partner MC systems enable migration of a single MC service user on a per partner MC system basis.

EXAMPLE:
An MC service user has primary MC system SIP identities 1 for migrating to partner MC system 1, and has primary MC system SIP identities 2 for migrating to partner MC system 2. MC service user's primary MC system decides to withdraw migration to partner MC system 1 by disabling primary MC system SIP identities 1, however, since primary MC system SIP identities 2 are still enabled, the MC service user can still migrate to MC system 2.

A unique set of partner MC system SIP identities for all possible inbound migrated MC service users shall be configured in the partner MC system's migration management server.

NOTE 2:
The migration management server could be part of the SIP database.
The migration management server functional entity is supported by the Diameter proxy functional entity of the signalling control plane.
* * * Next Change * * * *

7.4.3.1.X
Diameter proxy
This functional entity acts as a proxy agent for Diameter messaging as specified in IETF RFC 6733 [xx].

The Diameter proxy, when used on the AAA-2 interface, is collocated with the migration management server.

Other instances of the Diameter proxy may also be present in the SIP core / IMS.

NOTE:
The number of instances of the Diameter proxy is deployment specific.

* * * Next Change * * * *

7.5
Reference points
...
7.5.2
Application plane
...
7.5.2.X
Reference point CSC-X (between the configuration management server and the migration management server)

The CSC-X reference point, which exists between the configuration management server and the migration management server in the same MC system, is used by the configuration management server to request and receive from the migration management server a set of MC system SIP identities to be used during migration of an MC service user.
7.5.2.Y
Reference point CSC-Y (between migration management servers in different MC systems)

The CSC-Y reference point, which exists between migration management servers in different MC systems, is used by migration management servers to request and provide SIP authentication information for MC service users who are permitted to migrate between the different MC systems.

* * * Next Change * * * *

7.5.3
Signalling control plane
...
7.5.3.X
Reference point AAA-2 (between the SIP core and Diameter proxy)

The AAA-2 reference point, which exists between the SIP core / IMS and Diameter proxy for SIP registration during migration, shall use the Cx reference point as defined in 3GPP TS 23.002 [6]. The AAA-2 reference point is used for:

-
authentication and security to the service layer for migration;
* * * Next Change * * * *

10
Procedures and information flows

10.1
MC service configuration

...

10.1.X
MC service migration
10.1.X.1
MC service UE obtains migration connectivity information of partner MC system
The MC service UE performs the following procedure for each partner MC system to which the MC service UE wishes to migrate.

Preconditions:

-
The MC service UE has successfully set-up bearers to the primary MC system's PDN(s).

-
The MC service UE has successfully performed an MC service user authentication with the primary MC system.

-
The configuration management client has secure access to the configuration management server in the primary MC service system.
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Figure 10.1.X.1-1: Configuration of MC service UE for MC service migration to a partner MC system 

1.
The configuration management client sends get partner MC system connection details request message to the configuration management server of the MC services user's primary MC system, which includes the MC service UE's location information, the MC service IDs of the MC service user, and the default SIP private user identity and default SIP public user identity from the MC service UE's ISIM. The message may also include an identifier of a particular partner MC system e.g. that provides service at the current location of the UE.
NOTE 1:
The triggers that cause the configuration management client to send the above message to initiate retrieval of configuration information relating to the partner MC system are outside the scope of the present document, but could be by prior arrangement by the administrator, by present UE location or by action of the user.

2.
The configuration management server checks to see if the requesting MC service user is authorised for migration.

3.
If an identifier of a particular partner MC system was not received in step 1 then a suitable partner system is automatically determined to be used for migration for the MC service user based on the received MC service UE's location information. If an identifier of a particular partner MC system was received in step 1 and if the primary MC system has a migration agreement with that partner MC system for the MC service user then the configuration management server determines the requested partner MC system is to be used, otherwise the configuration management server automatically determines a partner MC system to be used for the MC service user based on the received MC service UE's location information.

4.
The configuration management server sends get primary MC system SIP identities request to the migration management server in the primary MC system, which includes the MC service IDs of the MC service user, the SIP private user identity and the SIP public user identity for the MC services user as received in step 1.

5.
The migration management server in the primary MC system allocates (e.g. from a pool, using a random SIP identity generation function, by interrogating a SIP database) a set of primary MC system SIP identities. If the allocated primary MC system SIP identities differ from the received SIP private user identity and SIP public user identity received in step 4, then the migration management server creates a binding of these to the received SIP private user identity and SIP public user identity received in step 4.

6.
The migration management server in the primary MC system sends get primary MC system SIP identities response containing the primary MC migration SIP identities, as assigned in step 5, to the configuration management server in the primary MC system.
7.
The configuration management server sends partner MC system access request to the configuration management server of the partner MC system (as determined in step 2), which includes the MC service IDs of the MC service user, an identifier of the MC service user's migration management server in the primary MC system, and primary MC system SIP identities received in step 6.
8.
The configuration management server in the partner MC system checks to see if the requesting primary MC system and the MC services user of the primary MC system are authorised for migration to its MC system.

9.
The configuration management server in the partner MC system sends get partner MC system SIP identities request to the migration management server of the partner MC system, which includes the identifier of the MC service user's migration management server in the primary MC system, and the primary MC system SIP identities as received in step 7.

10.
The migration management server in the partner MC system allocates (e.g. from a pool, using a random SIP identity generation function, by interrogating a SIP database) a set of partner MC system SIP identities and then creates a binding of these to the received identifier of the MC service user's migration management server in the primary MC system, and the primary MC system SIP identities as received in step 9.

11.
The migration management server in the partner MC system sends get partner MC system SIP identities response containing the set of partner MC system SIP identities, as assigned in step 10, to the configuration management server in the partner MC system.

12.
The configuration management server in the partner MC system sends partner MC system access response, which includes the set of partner MC system SIP identities as received in step 11, and initial UE configuration data (see Annex A.6) for the partner MC system.
NOTE  2:
If the information in the initial UE configuration data is not subject to change very frequently (e.g. PAP or CHAP credentials for access to PDNs are either not needed or are not allocated on a per user basis) then this information could be exchanged between the partner MC system and primary MC system off-line (e.g. as part of contractual communications between the two entities) and statically configured in the primary MC system's configuration management server.
13. The configuration management server in the primary MC system sends get partner MC system connection details response to the configuration management client, which includes the partner MC system SIP identities and the initial UE configuration data for the partner MC system as received in step 12.

NOTE  3:
The MC service UE, when storing the configuration information for the partner MC system, needs to ensure that the configuration information for the primary MC system is not overwritten or discarded, in order to ensure that the MC service UE can connect back to the MC service UE's primary MC system later.
After the MC service UE has received configuration for a partner MC system, the MC service UE may then authenticate to, and receive authorization from, the partner MC system as specified in subclause 10.6.2.
* * * Next Change * * * *

10.6
General user authentication and authorization for MC services 
10.6.1
Primary MC system
NOTE:
Figure 10.6.1-1 is a high level user authentication and authorization flow. 3GPP TS 33.179 [20] defines the specific user authentication and authorization architecture required by the MC services in order to realize the MC service user authentication and authorization requirements as defined in 3GPP TS 22.280 [3].

The user authentication process shown in figure 10.6.1-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP core is outside the domain of the MC service server.

A procedure for user authentication is illustrated in figure 10.6.1-1. Other alternatives may be possible, such as authenticating the user within the SIP registration phase.
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Figure 10.6.1-1: MC service user authentication and registration with Primary MC system, single domain

1.
In this step the identity management client begins the user authorization procedure. The MC service user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server. This step may occur before or after step 3. In a MC system with multiple MC services, a single user authentication as in step 1 can be used for multiple MC service authorizations for the user.

2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the MC service server(s)).

NOTE:
The MC service client(s) perform the corresponding MC service authorization for the user by utilizing the result of this procedure.
10.6.2
Partner MC system
The MC service UE performs the following procedure when connecting to a partner MC system for one or more MC services.
Preconditions:

-
The MC service UE has successfully obtained migration connectivity information for the partner MC system (see subclause 10.1.X.1).
-
The MC service UE has successfully set-up bearers to the partner MC system's PDN(s).
-
The configuration management client has secure access to the configuration management server in the primary MC system.
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Figure 10.6.2-1: Configuration of MC service UE for MC service migration to a selected partner MC system

1.
The MC service UE performs MC service user authentication, according to 3GPP TS 33.180 [25].

2.
The signalling user agent sends a SIP registration request to the SIP core of the partner MC system, which includes the partner MC system SIP identities as obtained during migration connectivity information retrieval (subclause 10.1.X.1).
NOTE 1:
The signalling user agent uses the partner MC system SIP identities instead of the default SIP private user identity and default SIP public user identity obtained from the MC service UE's ISIM (as typically occurs when registering to the primary MC system).
3.
The SIP core in the partner MC system sends get SIP authentication information request to the migration management server also in the partner MC system, which includes the partner MC system SIP identities received in step 2.

4.
The migration management server in the partner MC system, due to the binding created in the MC service migration configuration procedure as defined in subclause 10.1.X.1 (step 10 of figure 10.1.X.1-1) , recognises the partner MC system SIP identities and determines the identifier of the MC service user's migration management server in the primary MC system and the primary MC system SIP identities.

5.
The migration management server in the partner MC system sends get SIP authentication information request to the migration management server in the primary MC system, which includes the primary MC system SIP identities as determined in step 4.
NOTE 2:
The messaging in the above step traverses the SIP core / IMS of the partner MC system and the SIP core / IMS of the primary MC system. However, for brevity this is not shown in figure 10.6.2-1.
6.
The migration management server in the primary MC system sends get SIP authentication information request to the SIP database, via the SIP core / IMS, in the primary MC system, which includes the primary MC system SIP identities received in step 5.
7.
The SIP database in the primary MC system recognises the primary MC system SIP identities and sends get SIP authentication information response to the migration management server, via the SIP core / IMS, in the primary MC system, which includes the primary MC system SIP identities and authentication information (e.g. authentication vectors).
8.
The migration management server in the primary MC system sends get SIP authentication information request to the migration management server in the partner MC system, which includes the primary MC system SIP identities and authentication information received in step 7.

NOTE 3:
The messaging in the above step traverses the SIP core / IMS of the primary MC system and the SIP core / IMS of the partner MC system. However, for brevity this is not shown in figure 10.6.2-1.
9.
The migration management server in the partner MC system, due to the binding created in the MC service migration configuration procedure as defined in subclause 10.1.X.1 (step 10 of figure 10.1.X.1-1), recognises the primary MC system SIP identities, and determines the partner MC system SIP identities.

10. The migration management server in the partner MC system sends get SIP authentication information response to the SIP core also in the partner MC system, which includes the partner MC system SIP identities and the authentication information as received in step 8.

11.
The SIP core in the partner MC system sends SIP authentication challenge request to the signalling user agent in the MC service UE, which includes the partner MC system SIP identities and the authentication challenge information (derived from the authentication information received in step 8).

12.
The signalling user agent in the MC service UE determines the challenge response information (i.e. by utilising the IMS-AKA data in the ISIM) to the SIP core in the partner MC system, and sends SIP authentication challenge response, which includes the challenge response information.

13.
The SIP core in the partner MC system sends SIP registration response to the signalling user agent in the MC service UE, which includes an indication that the authentication is successful.
NOTE 4:
From the signalling user agent's point of view, the messaging in steps 2, 11, 12 and 13 are the usual SIP registration messaging required for IMS-AKA, as defined in 3GPP TS 23.228 [9] and as mandated for MC services by 3GPP TS 33.180 [25].
14.
The MC service UE is now SIP registered in the SIP core of the partner MC system and subsequently can start receiving one or more MC services from the partner MC system.
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