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Abstract: This document looks at the call setup and operation of end to end encrypted calls to examine whether any changes to existing functionality is needed.
Introduction

In this document we look at call setup of group and private calls for end to end encryption (E2EE) with LMR once appropriate key management material has been provisioned into the MC clients to enable use of an encryption algorithm in a way that can be negotiated and understood by other members on the call.
The current call setup flows are followed and used to determine the requirements on an LMR codec format to be used in order for it to be usable for E2EE and compatible with the current call model.
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Detail

Call setup 

The use of the Session Description Profile ([3]) with its offer/answer model [4] is used in the current call setup flows e.g. the group call requests in [1] subclause 10.3.2.2 and [2] subclause 10.6.2.2.7 and corresponding responses in [1] subclause 10.3.2.3 and [2] subclause 10.6.2.2.10. The SDP offer will propose one or more RTP Payload Format media types for use in the call from those codecs preferred for use by the group, or allowed for use in a private call.
Conclusion 1: Any LMR codec to be used as part of a group or private call should be defined in an RTP payload format with associated media type. This should be registered with IANA to create an interoperable system.
Note that this is the case whether either an LMR codec is used or a wideband codec such as AMR-WB preferred for normal MCPTT use is chosen.
Controlling the use of E2EE

The use of E2EE is subject to strict controls for security reasons, and in the case of one or more interworked systems, potentially crossing national boundaries, there may also be local policy preventing the use of E2EE. Consequently there is a need for an MC service server to be configurable to detect and prevent the use of E2EE in a call if so configured. If an MC service server detects an attempt to set up an unauthorised E2EE call then the MC service server should block the continuation of the call setup attempt.
The RTP payload media type registration allows both the definition of optional top level media parameter defined for the RTP payload, or the specification of format-specific attribute via the “a = fmtp:” mechanism (see [3] clause 6.). Either mechanism could be used to define an E2EE flag that would be readable by intermediate terminating nodes.
Attempting to play a ciphered media stream without deciphering it will produce unintelligble output that may also be harmful to the receiving user because of variation in frequency or volume. Consequently, any E2EE flag needs to be echoed back to the offeror in the SDP answer as confirmation, as is the case for most SDP parameters. For backwards compatibility and safety any absence of the parameter shall be interpreted as implying non-use of E2EE.
Conclusion 2: the current SDP Offer /Answer process can be used to set up an E2EE call as long as the RTP media format for the LMR codec used contains a media parameter flagging that the use of E2EE is requested. 
Media Stream Operation
The precise selection of ciphering algorithm and ciphering mechanism for a LMR media stream before it enters the MCPTT client is outside the scope of 3GPP. However, once within the MC Service system the media stream will be ciphered according to MC service security procedures. For both group and private calls, when a media stream from the MC service system arrives at the IWF, the IWF will need to decipher the MC ciphering applied to the media stream using either the group key or private call key as appropriate, map the MC service identity to the correct LMR identity and then forward the resultant media to the LMR system. In the opposite direction, an IWF receiving a media stream from the LMR system will need to carry out identity mapping, then apply the appropriate group or cipher key relevant to the target MC group or MC service identity, and finally forward the resulting media to the MC service server. 
However, in the case of a private call the IWF will need to know the private key for media ciphering determined between the endpoint MC service identity and the MC service identity representing the LMR user. This creates a database scalability issue for E2EE private call use in systems where a large number of users might be requiring private E2EE calls. This will need to be investigated further for the most appropriate solution to be determined.
Conclusion 3: Media ciphering can operate for both private and group calls as normal.  The scalability of E2EE private call media handling requires further study.

Conclusion
As a result of the above analysis it is concluded that 
1) for group calls the current call setup and MC operating flows do not need to be changed when E2EE with LMR systems is used as long as a suitable RTP media format definition is made; 
2) It straightforward for LMR SDOs that wish to enable E2EE to provide a media attribute within an RTP Payload Format that enables call setup and enables control of E2EE within the current MC service call framework.
3) The scalability of E2EE Private call media handling requires further study. 

