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1. Introduction
As discussed in the accompanying discussion tdoc (S6-171534), the current CAPIF TS 23.222 v0.1.0 has several architectural issues surrounding the authentication mechanism:
1. The onboarding and authentication procedure are currently defined as separate procedures.
2. Requirement on mutual authentication is unclear.

3. Requirements on authentication between API invoker and CAPIF vs. between API invoker and AEF are unclear.

To address these areas, the proposed changes in this pCR are as follows:

· Change the order of the security requirement so that mutual authentication requirement is established first, then define additional requirements to define variations of when the API invoker authentication occurs.

· Authentication proedure with CAPIF core function to be fused into the onboarding procedure so that mutual authentication is done as a part of the onboarding procedure.
· Removal of stand-alone authentication procedure with CAPIF core function.

· Convert the existing authentication procedure between the API invoker and the CAPIF core function that is characterized as one-sided authentication to mutual authentication.

· Change the existing authentication procedure between the API invoker and the AEF that is characterized as one-sided authentication to mutual authentication.

· Removal of stand-alone authentication procedure with AEF.

· Update the procedure figure in the Appendix A

· Combine the onboarding and authentication procedure with the CAPIF core function.
· Change wording of the authentication with the AEF and extend the box.

· (the figure was non-editable, so need to make it editable anyway.)

2. Reason for Change
The background and motivation is discussed in the discussion tdoc S6-171534.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 ver.0.1.0.
* * * First Change * * * *

4.3
Security
4.3.1
Introduction

This subclause specifies the security related requirements for API invokers.

4.3.2
Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the PLMN trust domain from the API invokers accessing the service APIs from outside the PLMN trust domain.
[AR-4.3.2-b] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker.
 

 [AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-4.3.2-c] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

 
[AR-4.3.2-d] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-4.3.2-e] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-4.3.2-f] The communication between the CAPIF and the API invoker shall be integrity protected.

4.3.3
Additional requirements for 3rd party API provider

[AR-4.3.3-a] The CAPIF shall provide mechanisms to hide the topology of the 3rd party API provider trust domain from the API invokers accessing the service APIs from outside the 3rd party API provider trust domain.
[AR-4.3.3-b] The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.

[AR-4.3.3-c] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.
* * * Next Change * * * *

6.3
Functional entities description

6.3.1
General

Each subclause is a description of a functional entity and does not imply a physical entity.
6.3.2
API invoker

The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker supports the following capabilities:

-

-
Supporting mutual authentication with the CAPIF core function (including support of the authentication by providing the API invoker identity and other information required for authentication of the API invoker);

-
Obtaining the authorization prior to accessing the service API;

-
Discovering service APIs information; and

-
Invoking the service APIs.

NOTE:
The details of the specific service APIs are out of scope of the present document.

6.3.3
CAPIF core function

The CAPIF core function consists of the following capabilities:

-

-
Supporting mutual authentication with the API invoker (including support of authenticating the API invoker based on the identity and other information required for authentication of the API invoker);

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and supporting the discovery of service APIs information;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing policy configurations related to CAPIF and service APIs; and

-
Support accessing the logs for auditing (e.g. detecting abuse).
6.3.4
API exposing function

The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function consists of the following capabilities:

-
Authenticating the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function;

-
Validating the authorization provided by the CAPIF core function; and

-
Logging the service API invocations at the CAPIF core function.

6.3.5
API publishing function

The API publishing function enables the API provider to publish the service APIs information in order to enable the discovery of service APIs by the API invoker. The API publishing function consists of the following capability:

-
Publishing the service API information of the API provider to the CAPIF core function.

6.3.6
API management function

The API management function enables the API provider to perform administration of the service APIs. The API management function consists of the following capabilities:

-
Auditing the service API invocation logs received from the CAPIF core function;

-
Monitoring the events reported by the CAPIF core function;

-
Configuring the API provider policies to the CAPIF core function;

-
Monitoring the status of the service APIs; and

-
Onboarding the new API invokers.
* * * Next Change * * * *

6.4
Reference points

6.4.1
General

The reference points for CAPIF are described in the following subclauses.
6.4.2
Reference point CAPIF-1 (between the API invoker and the CAPIF core function)

The CAPIF-1 reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker within the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1 reference point supports:


-
Mutual authentication between the API invoker and the CAPIF core function;

-
Providing authorization for the API invoker prior to accessing the service API; and 

-
Discovering the service APIs information.

NOTE:
The security aspects of CAPIF-1 will be specified by SA3.

6.4.3
Reference point CAPIF-1e (between the API invoker and the CAPIF core function)

The CAPIF-1e reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker outside the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1e reference point supports all the functions of CAPIF-1.

NOTE:
The security aspects of CAPIF-1e will be specified by SA3.

6.4.4
Reference point CAPIF-2 (between the API invoker and the API exposing function)

The CAPIF-2 reference point, which exists between the API invoker and the API exposing function, is used for the API invoker within the PLMN trust domain to communicate with the service APIs.

The CAPIF-2 reference point supports:

-
Mutual authentication between the API invoker and the AEF;

-
Authorization verification for the API invoker upon accessing the service API; and 

-
Invocation of service APIs.

NOTE 1:
The aspects related to the specific service API invocation in reference point CAPIF-2 are out of scope of the present document.

NOTE 2:
The security aspects of CAPIF-2 will be specified by SA3.
6.4.5
Reference point CAPIF-2e (between the API invoker and the API exposing function)

The CAPIF-2e reference point, which exists between the API invoker and the API exposing function, is used for the API invoker outside the PLMN trust domain to communicate with the service APIs.

The CAPIF-2e reference point supports all the functions of CAPIF-2.

NOTE:
The security aspects of CAPIF-2e will be specified by SA3.

6.4.6
Reference point CAPIF-3 (between the API exposing function and the CAPIF core function)

The CAPIF-3 reference point, which exists between the API exposing function and the CAPIF core function, is used for exercising access and policy related control for service API communications initiated by the API invoker.

The CAPIF-3 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Authorization verification for the API invoker upon accessing the service API;

-
Controlling the service API access based on PLMN operator configured policies;

-
Logging the service API invocations; and 

-
Charging the service API invocations.

6.4.7
Reference point CAPIF-4 (between the API publishing function and the CAPIF core function)

The CAPIF-4 reference point, which exists between the API publishing function and the CAPIF core function, is used for publishing the service API information.

The CAPIF-4 reference point supports:

-
Publishing the service APIs information by the API publishing function.

6.4.8
Reference point CAPIF-5 (between the API management function and the CAPIF core function)

The CAPIF-5 reference point, which exists between the API management function and the CAPIF core function, is used for management of service API and API invoker information.

The CAPIF-5 reference point supports:

-
Accessing the service API invocation logs by the API management function;

-
Enabling the API management function to monitor the events reported due to the service APIs invocations;

-
Support onboarding new API invokers by provisioning the API invoker information at the CAPIF core function, requesting explicit grant of new API invokers onboarding and confirming onboarding success;

-
Enabling the API management function to configure policies at the CAPIF core function e.g. service API invocation throttling, blocking API invocation for certain duration; and

-
Enabling the API provider to monitor the status of service APIs (e.g. pilot or live status, start or stop status of service API).
* * * Next Change * * * *

8.1
Onboarding API invoker to the CAPIF

8.1.1
General

The procedure in this subclause corresponds to the architectural requirements for onboarding API invoker to the CAPIF. The CAPIF enables a one time onboarding process that enrolls the API invoker as a recognized user of the CAPIF, which may be triggered by the API invoker via CAPIF-1, or may be based on provisioning.

8.1.2
Information flows

Editor's note: Add corresponding informations flows.

8.1.3
Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding API invoker to the CAPIF.

Pre-conditions:

1.
API invoker is not a recognized user of the CAPIF.

2.
The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).

Editor's Note:
Establishing trust relationship prior to initiating onboarding request is FFS.
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Figure 8.1.3-1: Procedure for onboarding API invoker to the CAPIF

1.
For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. 
NOTE 1:
Completion of onboarding process may need explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF may be enabled to handle the grant process internally without the need of explicit grant by the CAPIF administrator.

NOTE 2:
API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.
The CAPIF core function triggers the mutual authentication procedure with the API invoker.

NOTE 3:
The details of the mutual authentication mechanism are under the responsibility of SA3, thus outside the scope of this present document.
4.
If the mutual authentication between the API invoker and the CAPIF core function is successful, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to subsequently obtain authorization for service APIs.

5.
As a result of successful onboarding process, the API invoker and the CAPIF core function has mutually authenticated each other successfully.
NOTE 4:
Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created.
* * * Next Change * * * *
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8.9
Authentication between the API invoker and the AEF
8.9.1
General

The procedure in this subclause corresponds to the architectural requirements for mutual authentication between the API invoker and the AEF upon the service API invocation.

The API invoker-associated authentication information is included at the AEF after authentication between the API invoker and the CAPIF core function.

8.9.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note:
Reference to the appropriate SA3 specification is needed.

8.9.3
Procedure

Figure 8.9.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.

Pre-conditions:

1.
Optionally, CAPIF core function has shared the information required for authentication of the API invoker with the AEF.
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Figure 8.9.3-1: Procedure for authentication between the API invoker and the AEF 

1.
The API invoker invokes a service API invocation request to the AEF, including API invoker identity.

2.
The AEF checks if this API invoker is already authenticated or not. If not yet authenticated, the AEF obtains the API invoker information required for mutual authentication between the API invoker and the AEF, if not available.

3.
The AEF triggers the mutual authentication with the API invoker.

NOTE:
The mutual authentication process is outside the scope of the present document and will be defined by SA3.

4.
If the mutual authentication was successful, the AEF returns the result of the service API invocation in the Service API invocation response.

* * * Next Change * * * *

8.10
API invoker authorization to access service APIs
8.10.1
General

The procedure in this subclause corresponds to the architectural requirements for API invoker authorization to access service APIs.

A secure communication channel is mandatory in CAPIF.

To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.10.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

8.10.3
Procedure

Figure 8.10.3-1 illustrates the procedure for API invoker authorization to access service APIs.

Pre-conditions:

1.
API invoker and the AEF have been mutually authenticated.

2.
The API invoker associated authorization information is available at AEF.
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Figure 8.10.3-1: Procedure for API invoker authorization to access service APIs
1.
The API invoker triggers service API invocation request to the AEF, including the service API to be invoked. 

NOTE 1:
Authentication can also be performed if not authenticated previously.

NOTE 2:
API invoker can trigger several service API invocations asynchronously.

2.
Upon receiving the service API invocation request, the AEF checks whether API invoker is authorized to invoke that service API, based on the authorization information.

2a.
If the AEF does not have information required to authorize service API invocation, the AEF obtains the authorization information from the CAPIF core function.

3.
The AEF executes the service logic for the invoked service API.

4.
API invoker receives the service API invocation response as a result of the service API invocation.

* * * Next Change * * * *

Annex A (informative):
Overview of CAPIF operations

Depicted in figure A.1-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving API invoker, CAPIF core function, API exposing function, API publishing function and API management function. High level CAPIF interactions between the actors are shown in figure A.1-1. This figure is only provided for illustration purposes, and does not represent the order of operations.
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Figure A.1-1: Overview of CAPIF operations

The following operations enable the communication between the API invoker and the service API:

-
The API invoker is onboarded to CAPIF. Onboarding of the API invoker is an independent operation and essential in order to discover and access the service APIs. This operation can happen at any time during the lifetime of the APIs but is essential prior to discovering and accessing APIs. 

-
In order for the service APIs to be discoverable by the API invoker, the service APIs need to be published at the CAPIF core function. 

-
The API invoker interactions with the CAPIF core function and API exposing function requires the API invoker and these respective entities to be mutually authenticated. 

-
The API invoker should be authorized to invoke service APIs.

-
The API invoker upon authorization can invoke service APIs subjected to access control.

-
The API invoker interaction with service APIs may result in the API exposing function to log the service API invocation and also charging the service API invocation.

-
Events at the CAPIF core function can be subscribed by the API invoker and the API management function for receiving the event notifications. This operation can occur any time. 

-
The API management function allows the administrator at the API provider to interact with the CAPIF core function for various management operations such as monitoring and querying logs for purpose of auditing.

* * * Next Change * * * *
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