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1. Introduction
This pCR corrects misuse of the term E2EE and provides a definition for "End‑to‑End Encryption".
2. Reason for Change
Clause 5.1 confuses E2EE and MC media encryption; e.g. the first line of the clause says it is about E2EE but item e) describes the use of MC mmedia encryption that terminates at the IWF.
3. Proposal

It is proposed to agree the following changes to 3GPP TS / TR <TS/TR number and version>.
* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
End‑to‑End Encryption: encryption that is applied by an end user and is decrypted only by chosen end users
Interworking: a means of communication between mission critical systems and LMR systems whereby MC users obtaining service from a mission critical system can communicate with LMR users who are obtaining service from one or more LMR systems
Interworking function: adapts LMR Systems to mission critical systems via the IWF interface and supports interworking between LMR systems and mission critical systems
Interworking group: a group, which is composed of group members from MC system and LMR system and defined in MC system or LMR system
LMR system: the collection of applications, services, and enabling capabilities required to provide LMR service for a mission critical organization
LMR user: a user of an LMR service, who has a device with the capability to participate in LMR services
NOTE:
The term LMR user is defined for discussion purposes only and is out of scope of the present specification.
* * * Next Change * * * *

5.1
Key management

Interworking requirements for key management for encrypted interworking include:

a)
a mechanism to securely (i.e. authenticity, integrity, confidentiality) share an E2EE traffic key for a private call session between a party in an MCPTT system and a party in the LMR system;

b)
a mechanism to securely convey to group members the E2EE key or set of E2EE keys associated with an MC service group or set of MC service groups, to be used for encryption of interworking group calls spanning the multiple systems;

c)
a mechanism to securely share with temporary group members in MC systems, the E2EE encryption key(s) associated with a temporary MC service group to be used in interworking group calls spanning the multiple systems;

d)
key management solutions shall not preclude the ability of an IWF to allow one or more individual Mission Critical Organizations from having sole control over and sole access to the traffic encryption keys used for the entity's media traffic and users' key encryption keys (UKEKs or KEKs);

e)
key management solutions shall support the ability of the IWF to decrypt/reencrypt the media traffic for zero or more groups; and,

f)
for deployments where Mission Critical Organizations wish to use E2EE mechanisms when interworking with LMR users: 

i)
a mechanism to securely provision an MC service client with the user's UKEK or KEK; and,

ii)
a mechanism to convey LMR OTAR or OTAK message contents.

* * * End of changes * * * *

