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1. Introduction
This contribution proposes the procedure for obtaining authorization to access service APIs
2. Reason for Change
According to the study of CAPIF in 3GPP TR 23.722 the solution for obtaining authorization to access service APIs was agreed to be moved to normative phase. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 v0.0.0.
* * * First Change * * * *

8
Procedures and information flows
Editor's note:
Describe procedures and information flows for addressing architectural requirements.

8.X
API invoker obtaining authorization to access service API
8.X.1
General

The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the authorization information) the authorization to access the service API. Once the API invoker receives the authorization to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit. This procedure may be performed during the API invoker onboarding process.

8.X.2
Information flows

NOTE:
The information flows for this procedure will be provided by SA3.
8.X.3
Procedure
Figure 8.X.3-1 illustrates the procedure for obtaining authorization to access the service API.

Pre-condition:

-
The API invoker is onboarded and has received an API invoker identity.
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2.Validate and authenticate the API invoker
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3. Obtain service API authorization  response


Figure 8.X.3-1: Procedure for the API invoker obtaining authorization for service API access

1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker permitted to access the requested service API. 

NOTE 1:
The authentication process is outside the scope of the present document and will be defined by SA3. 

3.
Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.
NOTE 2:
The mechanism for distribution of the authorization information for the API invoker to the API exposing function is not in the scope of the present document.

* * * End Change * * * *
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