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1. Introduction
This pCR introduces procedures and information flows for root key distribution to TS 23.283. TR 23.782 did not address key distribution.
In LMR systems, clients require a root key (in P25, it's the Unique Key Encryption Key or UKEK and in TETRA, it's the KEK) to be able to unencrypt traffic keys and other keys sent encrypted over the air from the LMR system. Typically, the user's root key is loaded manually onto every UE with a key fill device. Manual processes are in many cases impractical and unweildy. MCPTT deployments may load users' LMR root keys with a manual process or other out of band process. This pCR proposes use of a parameter in the user's MCPTT profile to convey the user's root key securely to the client over the air. The procedure is optional because the entity that encrypts the root key for storage in the GMS might not be trusted by the MC organization.
2. Reason for Change
Automates and standardizes the root key distribution to users' clients. 
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283.
* * * First Change * * * *
10.x
Key distribution
10.x.y
User root key distribution procedure - E2EE
For interworking scenarios where E2EE is used, LMR aware MCPTT clients will need traffic encryption keys from the LMR system in order to participate in E2EE calls with LMR users and LMR interworked groups. The keys are typically encrypted with a root key (UKEK in P25, KEK in TETRA). The root keys can be provided as described in the present subclause or can be provided out of band (e.g. email or side-loaded with a key fill device).
The IWF can be configured to provide root keys for all LMR aware clients that are expected to interwork with the IWF. The IWF uses processes described in 3GPP TS 33.180 [10] to encrypt each user's root key so that only the user can decrypt the user's root key. The IWF places the user's root key in the user's profile in the configuration management system. The user's LMR aware MCPTT client retrieves the user's root key from the configuration management system. 
Use of the configuration management system for distributing a user's root key to the user is optional and is not needed in the following cases: 
-
if LMR interworking is not supported;
-
if the user's root key is manually loaded to the UE;
-
if over the air keying is not supported; or
-
if LMR encryption is not supported. 
NOTE:
How the IWF entity obtains the cryptographic material from the KMS to encypt to a target MCPTT user's identity is out of scope of the present document.
Pre-conditions:

1.
The user has authenticated to the MCPTT service and has subscribed to changes to the user profile.
2.
The IWF is authorized to modify records for the MCPTT user in the configuration management server.
3.
Each client has the requisite parameters from the KMS that allow it to decrypt the encrypted user's root key sent to it by the IWF.
4.
The IWF has the requisite parameters from the KMS that allow it to encrypt the users' root keys for each user.
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Figure 10.x.y-1: MCPTT client obtains root key
1.
The IWF encrypts the MCPTT user's root key for the MCPTT user's identity using the encryption process described in 3GPP TS 33.180 [10] and copies the encrypted user's root key to the user's profile in the configuration management system as defined in 3GPP TS 24.484 [x]. 
2.
The configuration management client retrieves the updated profile information as described in 3GPP TS 23.280 [5] subclause 10.1.4.3 or 10.1.4.4.
3.
The MCPTT client decrypts the user's root key and keeps it available to decrypt subsequent keys from the IWF.
* * * Second Change * * * *
2
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