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1. Introduction
This pCR introduces procedures and information flows for key distribution to TS 23.283. TR 23.782 did not address key distribution.
The basic concept is to use end-to-end messages to convey LMR defined over the air keying (OTAR in P25, OTAK in TETRA) messages from the LMR key management facility or its proxy, via the IWF, to the LMR-aware MCPTT client. The message bodies are encrypted and decrypted by the KMF and LMR aware MCPTT client using LMR encryption processes. The OTAR messaging conversation between the IWF and the LMR aware client is opaque to the MCPTT server, the MCPTT server simply passes the encapsulated OTAR messages along without decrypting them.

Parameters required by the MCPTT client prior to OTAR availability are either provided out of band, e.g. with a key load device, or via the CMS and encrypted to the user identity according to TS 33.180 encryption processes. Similary, group related parameters required prior to OTAR availability, e.g. SLN (Storage Location Number), are provided by the GMS. 
The first change details a procedure for key distribution using MCPTT signalling messages to encapsulate LMR OTAR messages.
The second change describes a procedure for updating an MCPTT client with new or changed keys or to give it an OTAR command such as key changeover.

2. Reason for Change
Key distribution is required to supply encryption keys to LMR aware MCPTT clients for LMR E2EE encrypted media. Key distribution for LMR interworking requires new procedures, configuration structures and information flows. 
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283.
* * * First Change * * * *
10.x
Key distribution
10.x.1
Information flows for key distribution

10.x.1.1
LMR message request
Table 10.x.1.1-1 describes the information flow LMR message request from the LMR aware MCPTT client to the MCPTT server and from the MCPTT server to the LMR aware MCPTT client.
Table 10.x.1.1-1: LMR message request
	Information element
	Status
	Description

	MCPTT ID (see NOTE 1)
	O
	The MCPTT ID of the LMR aware MCPTT client.

	LMR message body
	M
	LMR specific payload, defined by an external standards body (e.g. P25 or TETRA)

	LMR key management entity URI (see NOTE 1)
	O
	The URI of the LMR key management entity

	NOTE 1: 
The MCPTT ID need not be included if the message is sent by the MCPTT server.
NOTE 2: 
The LMR key management entity URI need not be included if the message is sent by the MCPTT server.


10.x.1.2
LMR message response
Table 10.x.1.2-1 describes the information flow LMR message response from the LMR aware MCPTT client to the MCPTT server and from the MCPTT server to the LMR aware MCPTT client.
Table 10.x.1.1-1: LMR message response
	Information element
	Status
	Description

	MCPTT ID 
	M
	The MCPTT ID of the LMR aware MCPTT client.

	Result
	M
	Indicates whether the request was successful.


10.x.1.3
IWF LMR message request
Table 10.x.1.3-1 describes the information flow IWF LMR message request from the IWF to the MCPTT server and from the MCPTT server to the IWF.
Table 10.x.1.3-1: IWF LMR message request

	Information element
	Status
	Description

	MCPTT ID 
	M
	The MCPTT ID of the LMR aware MCPTT client.

	LMR message body
	M
	LMR specific payload, defined by an external standards body (e.g. P25 or TETRA)

	LMR key management entity URI (see NOTE)
	O
	The URI of the LMR key management entity

	NOTE: 
The LMR key management entity URI need not be included if the message is sent by the IWF.


10.x.1.4
IWF LMR message response
Table 10.x.1.4-1 describes the information flow IWF LMR message response from the IWF to the MCPTT server and from the MCPTT server to the IWF.
Table 10.x.1.4-1: IWF LMR message response

	Information element
	Status
	Description

	MCPTT ID 
	M
	The MCPTT ID of the LMR aware MCPTT client.


10.x.2
Key distribution procedure - E2EE
To support E2EE between LMR users and MCPTT users, the encryption keys available to the LMR aware MCPTT client must match those that are supported by the LMR system. The present subclause defines key distribution from an LMR key management entity to LMR aware MCPTT clients for E2EE for LMR interworking groups so that all participants in an interworking call have the required LMR encryption keys. 
MCPTT signalling messages are defined to encapsulate and convey LMR keying signalling messages between the IWF and LMR aware MCPTT clients. The MCPTT server ignores the encapsulated LMR specific portion of the messages, but simply passes the information between IWF and LMR aware MCPTT client.

The LMR specific information contained in the messages are the application level payloads defined by the appropriate LMR standards organization (e.g. TIA TIA‑102.AACA‑A) and contain key management commands and/or key management data. The LMR aware MCPTT client encrypts the outgoing and decrypts the incoming message bodies according to the LMR standard (e.g. P25 or TETRA).
Pre-conditions:

1.
The user profile for each interworking MCPTT user contains LMR specific parameters required for key distribution and E2EE encryption. See 3GPP TS 23.379 [7]. The user profile also contains parameters that describe how to connect to the LMR key management entity within the IWF. 
2.
Parameters deemed sensitive by the mission critical organization have been provisioned to the client out of band, e.g. the user's root key could be loaded to the LMR aware MCPTT client by a key fill device.

3.
The LMR aware MCPTT client has been provisioned with at least one interworking group.
4.
The LMR aware MCPTT client is registered with the MCPTT server.
5.
The LMR aware MCPTT client has retrieved its user profile.
6.
The LMR aware MCPTT client has retrieved information for the interworking groups that the LMR aware MCPTT client intends to use.
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Figure 10.x.2‑1: Key distribution
1.
The LMR aware MCPTT client initiates an exchange of keying messages with the IWF's key management function (KMF for P25, KMC for TETRA) via the MCPTT server by sending an LMR message request. Encapsulated within the message is LMR specific information.
2.
The MCPTT server forwards the received LMR specific information to the IWF using an IWF LMR message request. The MCPTT server ignores the LMR specific information.

3.
The IWF acknowledges by sending an IWF LMR message response.

4.
The MCPTT server forwards the acknowledgement by sending an LMR message response to the LMR aware MCPTT client.
5.
The IWF sends an LMR keying message by sending an IWF LMR message request. Within the message is LMR specific information.
6.
The MCPTT server forwards the received LMR specific information to the LMR aware MCPTT client using an LMR message request. The MCPTT server ignores the LMR specific information.

7.
The LMR aware MCPTT client acknowledges by sending an LMR message response.

8.
The MCPTT server forwards the acknowledgement by sending an IWF LMR message response to the IWF.

NOTE:
The IWF can initiate an exchange using steps 5-8, i.e. steps 5-8 can precede steps 1-4. Multiple consecutive sequences of steps 1-4 or steps 5-8 can be sent by the endpoints to send successive LMR keying messages.
10.x.3
Key updates - E2EE
The IWF may initiate an LMR keying session using messages defined in steps 5-8 in subclause 10.x.2 to update an LMR aware MCPTT client's keys or to send the LMR aware MCPTT client a key management command. 
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