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1. Introduction
This contribution proposes CAPIF architectural requirements related to logging.
2. Reason for Change
According to the study of CAPIF in 3GPP TR 23.722 the architectural related to logging were agreed to be moved to normative phase. 

Merged the logging requirements for events related to service API invocations, API invoker onboarding and API invoker interaction with the CAPIF under the subclause 4.7.

Removed the NOTE:
There is no relationship between logging and charging as it is not necessary in the normative phase.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 v0.0.0.
* * * First Change * * * *

4
Architectural requirements
Editor's note:
Add architectural requirements here.

4.7
Logging requirements
4.7.1
General

The CAPIF supports the ability to log events and store the corresponding logs. This enables the API providers to use the logs for the purpose of tracing back and statistical analysis.

The following events in CAPIF are supported for logging:
-
Service API invocation events;

-
API invoker onboarding events; and

-
API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs).
4.7.2
Requirements for logging events related to service API invocations
[AR-4.7.2-a] The CAPIF shall provide mechanisms for service API invocation event logging and storage functionality. For each service API invocation event, the service API invocation log shall at least include: invoker's ID and IP address, service API name and version, input parameters, invocation result, and time stamp information.
[AR-4.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API provider's policy.
[AR-4.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by authorized administrators of the service API provider.
4.7.3
Requirements for logging events related to API invoker onboarding 
[AR-4.7.3-a] The CAPIF shall provide mechanisms for API invoker onboarding event logging and storage functionality. For each API invoker onboarding event, the API invoker onboarding log shall at least include: invoker's ID, onboarding result, and time stamp information.

[AR-4.7.3-b] The API invoker onboarding log shall be stored according to the service API provider's policy.

[AR-4.7.3-c] The API invoker onboarding log shall be stored securely, and shall only be accessed by authorized administrators of the service API provider.

4.7.4
Requirements for logging events related to API invoker interaction with the CAPIF
[AR-4.7.4-a] The CAPIF shall provide mechanisms for the event logging of API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs). For each API invoker interaction with the CAPIF, the log may include items such as invoker's ID and IP address, API name and version, input parameters, invocation result, and time stamp information.
[AR-4.7.4-b] The API invoker interactions log shall be stored for a configurable time period.
[AR-4.7.4-c] The API invoker interactions log shall be stored securely, accessed only by authorized administrators. 
* * * End Change * * * *

