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0
Introduction

This paper looks at how 3GPP IMS works today when a 3GPP mobile user is roaming, including authentication aspects.  It also analyses verbal proposals made in the previous SA6 meeting as possible alternatives to Solution 2 agreed in TR 23.781 (Interconnection and Migration Study – see Annex A) and identifies why they don't work according to various 3GPP specifications in SA2, CT6 and SA3, consequently and consequently why the Solution 2 from 3GPP TR 23.781 is still the most effective solution to solve this important part of migration, especially in time for Rel-15.
1
Background

1.1
General

When one looks at how to support migration into a partner MC system, one needs to consider:
- Which core network (e.g. EPC) is used to gain access to the IMS network i.e. LBO or non LBO; and

- Which SIP core / IMS to use i.e. the partner MC system's SIP core / IMS or the primary MC system's SIP core / IMS.

1.2
EPC network access and IMS
1.2.1
IMS routing Local Break Out (LBO)

LBO allows for the IMS signalling to be routed out of the EPC in the VPLMN i.e. a P-GW is used in the VPLMN.  The IMS signalling can then be handled by a P-CSCF that has a connection to the local/VPLMN's P-GW.   The P-CSCF can be physically owned and operated anywhere in the world as long as it connects to the P-GW in the EPC of the VPLMN that allowed local breakout.  However, one of the main reasons to do LBO is to reduce latency, therefore the P-CSCF would likely be local in very close proximity to the PGW.  

Service handling for a user that uses LBO is still performed in the HPLMN, as per section 4.2.3 of 3GPP TS 23.228 (see below extract).

	4.2.3
Support of roaming users

The architecture shall be based on the principle that the service control for Home subscribed services for a roaming subscriber is in the Home network, e.g., the Serving‑CSCF is located in the Home network.
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Figure 4.1: Service Platform in Home Network
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Figure 4.2: External Service Platform

There are two possible scenarios to provide services:

-
via the service platform in the Home Network

-
via an external service platform (e.g. third party or visited network)

The external service platform entity could be located in either the visited network or in the 3rd party platform. The standardised way for secure 3rd party access to IMS services is via the OSA framework, see clause 4.2.4.


Table 1 – Extract from 3GPP TS 23.228
1.2.2
Non LBO / S8 interface home routing (S8HR)
Non LBO (commonly referred to as S8 interface home routing (S8HR) in LTE specifications) is where the P-GW is located in the HPLMN.  This is currently the only deployed operating model for IMS roaming today, including VoLTE.

1.3
IMS Network Access

In order to use an IMS network, the UE must be provisioned with a service profile and provide the necessary credentials (derived from authentication information). The service profile and authentication information reside in the HSS, which resides in the HPLMN.  The credentials are derived from the IMS Private User Identity that is used to access the IMS network.  To access a IMS (or SIP Core), an ISIM is required as specified in 3GPP TS 33.180 (extract below).  
	6
Supporting security mechanisms

...
6.2
SIP

6.2.1
Authentication for SIP core access

This clause specifies the mutual authentication between the UE and the SIP core.
IMS AKA authentication shall be performed as specified in 3GPP TS 33.203 [6] for SIP core access. IMS AKA authentication mechanism as specified in 3GPP TS 33.203 [6] shall be performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 [15] or not. 

Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the MC service provider's SIP database depending on the SIP core deployment scenarios specified in 3GPP TS 23.379 [2].

Implementation options and requirements on the ISIM or USIM application to support SIP core access security are specified in 3GPP TS 33.203 [6].

6.2.2
SIP-1 interface security

The security mechanisms as specified in 3GPP TS 33.203 [6] for Gm interface shall be used to provide confidentiality and integrity of signalling on SIP-1 interface.


Table 2 – Extract from 3GPP TS 33.180

The UICC is the only platform according to 3GPP specifications that is allowed to host the ISIM application in the UE, according to 3GPP TS 33.203 (see extract below).
	4
Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the UE and the network. IMS is essentially an overlay to the PS-Domain and has a low dependency of the PS-domain. Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Architecture is shown in figure 1.

IMS authentication keys and functions at the user side shall be stored on a UICC. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS domain authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PS domain authentication according to the guidelines given in clause 8.

For the purposes of the present document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. Further information on the ISIM is given in clause 8.

8
ISIM

8.0
General

For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The following implementation options are permitted:

-
Use of a distinct ISIM application on a UICC which does not share security functions with the USIM;

-
Use of a distinct ISIM application on a UICC which does share security functions with the USIM;

-
Use of a USIM application on a UICC.
NOTE 1:
For later releases other implementations of ISIM are foreseen to be permitted.

NOTE 2:
The distinction between the terms “ISIM” and “ISIM application” is useful for the purpose of describing the IMS security architecture. However, in other 3GPP specifications these terms are used as synonyms, i.e. the term “ISIM” always refers to the ISIM application in the UICC, as defined in [51]. The case of using a USIM application is always handled separately in other specifications.

If there is an ISIM application and a USIM application on a UICC, then the ISIM application shall always be used for IMS authentication.
There shall only be one ISIM for each IMPI. The IMS subscriber shall not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or enter the Home Domain Name.




Table 3 – Extract from 3GPP TS 33.203

SA1 requirements, see below, also only allow for one USIM to be active at a time per UICC.  One can assume this is the same for the ISIM.  Also note that where there are multiple UICCs in the device this is left for implementation purposes how to have multiple UICCs active.

	13
UICC, USIM and Terminal

This clause defines the functional characteristics and requirements of the User Service Identity Module (USIM) and ISIM (IM Services Identity Module). The USIM/ISIM are applications residing on a UICC.

13.1
The USIM/ISIM and User Profiles

13.1.1
The USIM

Every USIM shall have a unique identity and shall be associated with one and only one home environment.

It shall be possible for a home environment to uniquely identify a user by the USIM.

The USIM shall be used to provide security features.

For access to services, provided by PS or CS CN domains, a valid USIM shall be required. Optionally, SIM according to GSM phase 2, GSM phase 2+, 3GPP release 99, 3GPP release 4 specifications may be supported.

…..

Access to the IMS services shall be possible using the USIM application in the event of no ISIM being present on the UICC. If an ISIM is present on the UICC it shall be used to access the IMS.

….

…..

13.1.4
Multiple USIMs per UICC

The standard shall support more than one USIM per UICC even when those USIMs are associated with different home environments. Only one of the USIMs or the SIM shall be active at a given time. While the UE is in idle mode, it shall be possible for the user to select/reselect one USIM application amongst those available on the UICC. At switch on, the Last Active USIM shall be automatically selected. The Last Active USIM shall be stored on the UICC. By default if there is no Last Active USIM defined in the UICC, the user shall be able to select the active USIM amongst those available on the UICC.

The standard must not prevent the coexistence of USIM applications, each associated with different home environments on the same UICC, so long as the security problems which arise from such a coexistence are solved.

13.1.5 
The ISIM

Access to the IMS services shall be possible using an ISIM application.

The ISIM shall be sufficient for providing the necessary security features for the IMS and IMS only.

The ISIM shall reside on a UICC. ISIM specific information shall be protected against unauthorised access or alteration.

It shall be possible to update ISIM specific information via the air interface, in a secure manner.

Note: 
When accessing IMS over GERAN/UTRAN/EUTRAN or I-WLAN using ISIM, a USIM needs also be present to access the rest of the 3GPP system. Alternatively USIM could be used to access IMS.

…..

13.3
Terminals and Multiple UICCs

A single terminal may support the use of multiple UICC (e.g. with applications like USIM and/or banking, credit card,...). Only one UICC shall be active at a time to access a PLMN. In case the active UICC contains more than one USIM, the requirements of 13.1.4 shall apply.

If the UICC with the active USIM is removed from the mobile terminal during a call (except for emergency calls), the call shall be terminated immediately. If the UICC with an active ISIM is removed during an IMS session the IMS session shall be terminated.



Table 3,1 – Extract from 3GPP TS 22.101

It should be noted that the USIM is allowed to be used for authentication and authorisation in early IMS deployments, however, since IMS-AKA is mandated by 3GPP TS 33.180, an ISIM is implicitly also mandated since IMS-AKA cannot be used without an ISIM.  The ISIM contains the authentication algorithm, private key and optionally the public user identity (IMPU) and private SIP user identity (IMPI) to be used by the device during SIP registration. The registration of a user using IMS-AKA is defined in 3GPP TS 33.203 (see extract below).
	6.1.1
Authentication of an IM-subscriber

Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar server i.e. the S‑CSCF, cf. figure 1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not.
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Figure 4: The IMS Authentication and Key Agreement for an unregistered IM subscriber and successful mutual authentication with no synchronization error

The detailed requirements and complete registration flows are defined in TS 24.229 [8] and TS 24.228 [11].


Table 4 – Extract from 3GPP TS 33.203
The process as described above uses a HSS that is accessible by the subscriber's home network i.e. the network that supports the domain part of the user's identities e.g. user@homedomain.com
As specified in subclause 9 of 3GPP TS 23.280, the HSS (or SIP database) could be hosted in the IMS / SIP core of the HPLMN of the primary MC system or could be hosted by the primary MC system itself, regardless of whether the rest of the SIP core / IMS is hosted by the HPLMN or the primary MC system.  The deployment option of the HSS / SIP database being located in the primary MC system itself and the rest of the IMS / SIP core being located in the HPLMN of the primary MC system is only viable if the HPLMN of the primary MC system knows how to route messaging to the correct HSS / SIP database; a configuration of which requires a Cx interface and a collaboration between both the primary MC system provider and the HPLMN to agree certain trust and security policies. Therefore, inter-system Cx interface is already required by certain Mission Critical deployments (see below extract).
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Figure 9.2.2.1.6-1: MC service provider provides identities to PLMN operator SIP core


Table 5 – Extract from 3GPP TS 23.280, subclause 9.2.2.1.6.

As specified in subclause 4.2.3 of 3GPP TS 23.228 (see extract in Table 1, above), IMS based services are always executed in the IMS of the HPLMN, regardless of whether the 3GPP mobile user is roaming. Thus, routing of all SIP signalling via the primary MC system (which is where the S-CSCF is located) in order to reach MC service servers in the partner MC system is required, which in most migration cases (e.g. where the primary MC system and partner MC system are far apart from a geographical point of view) is likely to break the service delay requirements stated in various MC service stage 1 specifications (e.g. those for MCPTT in 3GPP TS 22.179). To meet all delay requirements, the current 3GPP IMS roaming architecture is inappropriate and instead, MC service users will need to register to an S-CSCF in the partner MC system.

In order for MC service UEs to register to an S-CSCF in a partner MC system, partner MC system SIP identities will need to be provided to the partner MC system from the MC service UE at SIP registration (otherwise the P-CSCF will simply route the SIP messaging back to the primary MC system's SIP core / IMS). In order to allow for this, the MC service UE needs to be provisioned with such partner MC system identities. However, as per Solution 2 from TR 23.781 (see Annex A), despite providing partner MC system identities are SIP registration, the MC service UE can still use its primary MC system provided security credentials (i.e. those provisioned in its ISIM in its UICC) if the partner MC system makes use of an inter-system Cx interface, which as explained above, is already defined in 3GPP TS 23.280. Then, all that the SIP core / IMS of the partner MC system needs to do is swap-out the partner MC system SIP identities with the MC service UE's primary MC system SIP identities, and initiate Cx signalling to the primary MC system's SIP database / HSS to complete SIP authentication (which is achieved in Solution 2 of 3GPP TR 23.781 by means of binding SIP identities from the primary MC system and the partner MC system).
2
Verbally proposed alternative solutions from SA6 #18
2.1
General

CR0066 to 3GPP TS 23.280 provides the only solution (Solution 2 in 3GPP TR 23.781) that would allow an MC service user from a primary MC system to use a partner MC system's SIP core / IMS.  However, a number of alternative solutions where verbally suggested at SA6#18 meeting. These are analysed in the following subclauses.
2.2
Add config into partner MC system's P-CSCF to enable SIP signalling containing the primary MC system's IMPI to route to the Partner MC system's SIP core / IMS instead of the primary MC system's SIP / IMS core
As described above, IMS services for an 3GPP mobile user are hosted by the HPLMN, whereby only the P-CSCF may be located in the VPLMN. However, the S-CSCF would have to be in the Primary MC system IMS providers network. It was proposed that the S-CSCF be in the Partner MC system IMS providers network

This is a major change to how IMS works (as per 3GPP TS 23.228) and would require substantial work by both SA2, CT1, as well as CT4 and possibly also CT3. Otherwise the following is an operational possibility.

The partner MC system IMS network would need to be configured with identities of all of the potential devices that could roam into the network from many Primary MC systems.  If the IMS network is hosted by a 3rd party for the partner MC system, the logistical management would be nightmare. In addition, the HSS of the Primary MC system would have to allow queries from an external S-CSCFs.

However, the above does not work for deployments of mission critical services that use the IMS of the HPLMN (which is an allowed deployment option per subclause 9.2.2.1.2 of 3GPP TS 23.280). That is, if the same Primary MC system SIP Private identity is used for MC services and commercial services (e.g. VoLTE, RCS, etc) then this would break such commercial services as those need to use home routing mechanisms to reach the required SIP servers (e.g. S-CSCF, TAS, SCC AS, etc). Solution 2 from 3GPP TR 23.781 works for all deployment scenarios.
2.3
Configure all possible partner MC systems' IMS/SIP identities and credentials on the UICC
This would require multiple ISIM applications to be provisioned on a single UICC, which as discussed above, is currently not possible in 3GPP specifications today and would require substantial work. Substantial work because to host multiple ISIM applications on a single UICC would need some kind of selection routine in the UE (and in lower layers of the UE i.e. within the modem chipset) to somehow find and select between multiple ISIMs for use by different SIP signalling clients e.g. MC services, VoLTE, RCS, etc. 3GPP CT6 group would need to study and agree such a method, which would also need to be backward compatible with today's UEs and SIP signalling clients e.g. those used for VoLTE, those used for RCS, etc. Reliance on such functionality in UEs could be detrimental to the deployment time-frame of MC migration i.e. it would be unlikely CT6 would finish such work before the end of Rel-15.
Also, currently only the HPLMN of the UICC can manage applications hosted on the UICC. Therefore, if not all ISIMs are under the remit of the HPLMN of the UICC, it raises major concerns regarding entitlement of different PLMNs/end points to manage the different ISIMs on the single UICC.

Furthermore, the secret keys for the different ISIMs would have to be provisioned into the UICC at time of manufacture, they cannot be provisioned after delivery to the HPLMN. Provisioning at time of manufacture is what happens today for an ISIM on a UICC because that is the most secure method. The different secret keys for the different ISIMs of the different partner MC systems' HPLMNs would all have to be handled by the HPLMN of the primary MC system, requiring new trust and business relationships, and requiring major updates to current practices e.g. those defined by GSMA (who already provide a lot of guidance for secure UICC manufacturing and procurement processes).
Finally, there would also be a need for provisioning HSS/SIP databases in partner MC systems with all SIP identities of all possible migrating users from all primary MC systems. This is a potentially very large and inefficient network resource burden for MC service users of whom possibly may never be seen by the partner MC system i.e. it requires HSSs/SIP databases to be scaled-up to support a significant amount of subscribers who may never actually use the system (or at the very least, not all use the system at the same time).

Solution 2 from 3GPP TR 23.781 requires no further work from 3GPP CT6, no updates to HPLMN UICC management and procurement processes, a minimal amount of configuration, and ultimately scales more appropriately i.e. only uses resources when migration is to occur.

2.4
Configure partner MC systems IMS/SIP identities and credentials (e.g. ISIM) in the ME of the UE rather than the UICC
Such configuration is prohibited by 3GPP specifications (as detailed above). To allow such a configuration to be valid, the IMS / SIP core used by the partner MC system would have to belong to the partner MC system and would have to be considered a private network and thus outside the scope of 3GPP.  This then would mean that all partner MC systems would be required to deploy IMS / SIP networks in such an arrangement, removing the option of the HPLMN of an MC system to provide the IMS / SIP core
. Solution 2 from 3GPP TR 23.781 works for all deployment scenarios.
2.5
Logistics of managing all possible partner MC systems' IMS/SIP identities and credentials on the UICC or ME
In sections 2.2 and 2.3 there is a need for the Primary MC system to maintain a number of UICCs that can be used in the partner MC system , management of these UICC’s would also be problematic.  The Primary MC system provider would need to ensure that UICCs that could be used in partner MC systems were only used by individuals that would require such access. With Primary MC systems that cover a large geographical area how do the correct people get the correct UICCs?  Do you need to have a new UICC everytime you create a new agreement with a new partner MC system provider? Do you end up managing multiple UICCs in the Primary MC system that would also never be used i.e. if there is a finite number of these special UICCs they cannot be used for day to day operations, mean that they will consume resources in the Primary MC systems HSS with possibility of never being used. Again over dimensioned HSS.
Section 2.3 does not require special UICCs to be managed as does section 2.2 however section 2.3 now requires special MEs to be managed by the Primary MC system.  The management of MEs presents the same challenges as managing UICCs.

Solution 2 from 3GPP TR 23.781 does not require such logistics in management of all possible partner MC systems' IMS/SIP identities and credentials in MEs or UICCs.

2.6
Migration doesn't happen very often so dynamic solution is unnecessary

One needs to remember that the MC system is also used by non-public safety sector e.g. utility companies, taxi's and is also being adapted for the railways (as per FRMCS WI). In Europe alone, migration may happen every day of the week, numerous times a day e.g. as trains move from one jurisdiction to another jurisdiction (such as across country borders).  Any solution chosen must be seamless, scalable, easy to manage from a configuration and provisioning point of view.

Some proposals have been made that may require dedicated handsets / UICCs for migration to work, which would seem to be in-line with how non 3GPP MC systems work today, and might be one of the reasons why migration of MC service users does not happen very often using legacy MC systems i.e. because of the operational barriers involved in allowing migration to freely happen.

Solution 2 from 3GPP TR 23.781 does not require any dedicated handsets, nor dedicated UICCs for migration to work, and allows both the partner MC system and primary MC system to remain in control at all times in allowing and prohibiting the use of the partner MC system's SIP core / IMS.

3
Conclusions
The above sections explain that use of the SIP/IMS core of the partner MC system for MC service migration is required, however, the operational aspects of and potential standardisation requirements of the alternative verbal proposals from SA6 #18 introduce a number of issues e.g.:
1)
How does the UE determine which ISIM to use if it has multiple available? (There is no functionality defined in 3GPP to support multiple UICC applications of the same type.) This requires new work in CT6 which cannot be achieved in Rel-15 timeframe.
2)
HPLMN operators to cannot manage ISIM applications on their UICCs that do not belong to them or manage their ISIM applications on other HPLMN's UICCs. To do so would require substiantial standards development (in the CT6 WG) and also new industry processes and procedures for UICC manufacturing, procurement and maintenance.

3)
It can be quite burdensome of the Primary MC system having to manage UICCs for users that could be spread over potentially tens of thousands of square miles, that may frequently go in and out of on‑network coverage.

4)
SIP core / IMS network equipment, especially SIP databases/HSSs, would need to be overly scaled in both the primary MC system and partner MC system to cope with MC service users who may never actually migrate.

5)
In some solutions, dedicated handsets and/or UICCs may be required.

Solution 2 from TR 23.781 has limited network impacts and very limited UE impacts, avoids having to have multiple solutions for different deployment scenarios, and enables easier migration if/when migration is needed for MC service users.

4
Proposal

In the absence of any other proposal that does not have any of the drawbacks or issues as discussed above, it it is proposed to agree CR 23.280-0066 (S6-171151), which is based on Solution 2 as agreed in 3GPP TR 23.781 (see Annex A). 
Annex A: Solution #2 from TR 23.781
6.2
Solution 2: Connectivity to partner MC system for migration

6.2.1
Description

This solution applies to key issue 2-3, connectivity to partner MC system for migration.
Preconditions:

-
The MC service UE has successfully set-up bearers to the primary MC system's PDN(s).

-
The MC service UE has successfully performed an MC service user authentication with the primary MC system.

-
The configuration management client has secure access to the configuration management server in the primary MC service system.
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Figure 6.2.1-1: MCPTT user authentication and registration, multiple domain(s)
1.
The configuration management client sends get partner MC system connection details request message to the configuration management server of the MC services user's primary MC system, which includes the MC services ID, the MC service UE's location information. The message may also include an identifier of a particular partner MC system e.g. that provides service at the current location of the UE.
NOTE 1:
The triggers that cause the configuration management client to send the above message to initiate retrieval of configuration information relating to the partner MC system are outside the scope of the present document, but could be by prior arrangement by the administrator, by present UE location or by action of the user.
2.
The configuration management server checks to see if the requesting MC services user is authorised for migration.
3.
If an identifier of a particular partner MC system was not received in step 1 then a suitable partner system is automatically determined to be used for migration for the MC service user based on the received MC service UE's location information. If an identifier of a particular partner MC system was received in step 1 and if the primary MC system has a migration agreement with that partner MC system for the MC service user then the configuration management server determines the requested partner MC system is to be used, otherwise the configuration management server automatically determines a partner MC system to be used for the MC service user based on the received MC service UE's location information.

4.
Depending on policy information for the MC services user (e.g. per MC services user profile configuration, per service configuration), the configuration management server may send get outbound migration SIP identities request to the SIP database in the primary MC system, which includes the SIP private user identity and SIP public user identity for the MC services user.

5.
The SIP database in the primary MC system allocates (e.g. from a pool, using a random SIP identity generation function) an outbound migration SIP private user identity and an outbound migration SIP public user identity, and then creates a binding of these to the received SIP private user identity and SIP public user identity.

6.
The SIP database in the primary MC system sends get outbound migration SIP identities response containing the outbound migration SIP private user identity and outbound migration SIP public user identity, as assigned in step 5, to the configuration management server in the primary MC system.

7.
The configuration management server sends partner MC system access request to the configuration management server of the partner MC system (as determined in step 2), which includes the MC services user ID, an identifier of the MC service user's SIP database in the primary MC system, a SIP private user identity and a SIP public user identity of the MC service user (which may be the outbound migration SIP private user identity and outbound migration SIP public user identity, depending on step 4).

NOTE 2:
The identifier of the MC service user's SIP database in the primary MC system may actually be an identifier of a Subscription Locator Function (SLF) e.g. in systems that utilise multiple SIP databases.

8.
The configuration management server in the partner MC system checks to see if the requesting primary MC system and the MC services user of the primary MC system are authorised for migration to its MC system.

9.
The configuration management server in the partner MC system sends get inbound migration SIP identities request to the SIP database of the partner MC system, which includes the identifier of the MC service user's SIP database in the primary MC system, the primary MC system's SIP private user identity and primary MC system's SIP public user identity (as received in step 7).

10.
The SIP database in the partner MC system allocates (e.g. from a pool, using a random SIP identity generation function) an inbound migration SIP private user identity and an inbound migration SIP public user identity, and then creates a binding of these to the received identifier of the MC service user's SIP database in the primary MC system, primary MC system's SIP private user identity and primary MC system's SIP public user identity.

11.
The SIP database in the partner MC system sends get inbound migration SIP identities response containing the inbound migration SIP private user identity and inbound migration SIP public user identity, as assigned in step 10, to the configuration management server in the partner MC system.
12.
The configuration management server in the partner MC system sends partner MC system access response, which includes the inbound migration SIP private user identity, the inbound migration SIP public user identity, and initial UE configuration data for the partner MC system.

NOTE 3:
If the information in the initial UE configuration data is not subject to change very frequently (e.g. PAP or CHAP credentials for access to PDNs are either not needed or are not allocated on a per user basis) then this information could be exchanged between the partner MC system and primary MC system off-line (e.g. as part of contractual communications between the two entities) and statically configured in the configuration management server.

13. The configuration management server in the primary MC system sends get partner MC system connection details response to the configuration management client, which includes the inbound migration SIP private user identity, the inbound migration SIP public user identity, initial UE configuration data for the partner MC system.
NOTE 4:
The MC service UE, when storing the configuration information for the partner MC system, needs to ensure that the configuration information for the primary MC system is not overwritten or discarded, in order to ensure that the MC service UE can connect back to the MC service UE's primary MC system later.
NOTE 5:
There could be a long time in between the steps 1 to 13 (inclusive) taking place and the following steps taking place.

14.
The MC service UE sets-up the necessary bearers/PDN connections using the bearer information in the received initial UE configuration data for the partner MC system, and then performs MC service user authentication.
15.
The signalling user agent sends a SIP registration request to the SIP core of the partner MC system, which includes the inbound migration SIP private user identity and the inbound migration SIP public user identity.
16.
The SIP core in the partner MC system sends get SIP authentication information request to the SIP database also in the partner MC system, which includes the inbound migration SIP private user identity and the inbound migration SIP public user identity.
17.
The SIP database in the partner MC system, due to the binding created in step 10, recognises the inbound migration SIP private user identity and determines the identifier of the MC service user's SIP database in the primary MC system, the primary MC system's SIP private user identity and the primary MC system's SIP public user identity.

NOTE 6:
The primary MC system's SIP private user identity is used to determine the primary MC system's SIP database.

18.
The SIP database in the partner MC system sends get SIP authentication information request to the SIP database in the primary MC system, which includes the primary MC system's SIP private user identity and the primary MC system's SIP public user identity (as determined in step 17).
19.
The SIP database in the primary MC system recognises the primary MC system's SIP private user identity and MC system's SIP public user identity and sends get SIP authentication information response to the SIP database in the partner MC system, which includes the primary MC system's SIP private user identity, the primary MC system's SIP public user identity, and authentication information (e.g. authentication vectors).
20.
The SIP database in the partner MC system, due to the binding created in step 10, recognises the primary MC system's SIP private user identity and the primary MC system's SIP public user identity, and determines the inbound migration SIP private user identity and inbound SIP public user identity.

21. The SIP database in the partner MC system sends get SIP authentication information response to the SIP core also in the partner MC system, which includes the inbound migration SIP private user identity, the inbound migration SIP private user identity, and the authentication information (as received in step 19).
22.
The SIP core in the partner MC system sends SIP authentication challenge request to the signalling user agent in the MC service UE, which includes the inbound migration SIP private user identity, the inbound SIP public user identity, and the authentication challenge information (derived from the authentication information received in step 21).
23.
The signalling user agent in the MC service UE determines the challenge response information (i.e. by utilising the IMS-AKA data in the ISIM) to the SIP core in the partner MC system, and sends SIP authentication challenge response, which includes the challenge response information.
24.
The SIP core in the partner MC system sends SIP registration response to the signalling user agent in the MC service UE, which includes an indication that the authentication is successful.
25.
The MC service UE is now SIP registered in the SIP core of the partner MC system and subsequently can perform MC service authorization and start receiving one or more MC services.
6.2.2
Impacts on existing nodes and functionality

The following functional entities are impacted:

-
Configuration management client
-
Configuration management server (for inbound and outbound migration)

-
SIP database (for inbound migration and optionally outbound migration)

NOTE:
The signalling user agent and the SIP core of the partner MC system are unaffected, since they are provided with the necessary information that they expect and can use e.g. SIP private user identity and SIP public user identity.
Table 6.2.2-1 provides a high-level overview of the impacts on reference points and associated messaging between existing nodes.

Table 6.2.2-1: Overview of impacts on reference points and associated messaging

	Message in figure 6.2.1-1
	Reference point
	Existing message
	Comments

	Get partner MC system connection details request/response (steps 1 & 13)
	CSC-4
	Get updated MCPTT user profile request
	If this configuration data is provided on an as needed basis, then stage 2 may benefit by defining a new message flow here.

	Get outbound migration SIP identities request/response (steps 4 & 6)
	AAA-1 / Sh
	Data Pull Request/Answer (DPR/DPA)
	Left to stage 3 to decide if DPR/DPA could be reused or new messaging is needed for this function. 

	Partner MC system access request/response (7 & 12)
	New (CMS-CMS)
	N/A
	New reference point needed between CMS in primary MC system and CMS in partner MC system. HTTP or Diameter recommended.

	Get inbound migration SIP identities request/response (steps 9 and 11)
	AAA-1 / Sh
	Data Pull Request/Answer (DPR/DPA)
	Could reuse same messaging as for "get outbound migration SIP identities request/response" (steps 4 & 6).

	SIP registration request/response (15 & 24)
	Gm, Mw
	SIP INVITE
	No changes needed.

	Get SIP authentication information request/response (steps 16, 18, 19 & 21)
	Cx
	Diameter Cx-AV-REQ (Multimedia‑Auth‑Request) and Cx-AV-REQresp (Multimedia‑Auth‑Response)
	No changes needed, other than proxying (a feature that of which Diameter is already very capable).

	SIP authentication challenge request/response
	Gm
	SIP error cause 4xx (e.g. 401) and SIP INVITE, respectively
	No changes needed.


6.2.3
Solution Evaluation

This solution allows an MC service UE to be configured with all of the required information needed to access a partner MC system, the partner MC system's PDN(s), and the partner MC system's SIP core (as described in Scenario 1, specified in subclause 4.1.1). Existing messaging is largely reused, with only new parameters needed in most cases, however, one new reference point is needed between the configuration management servers in the primary MC system and partner MC system. No new nodes are required.

This solution has the advantage of being able to reuse the existing MC service SIP security parameters (i.e. the existing IMS-AKA security mechanism data already stored in the ISIM on the UICC) available to the MC service UE. Such reuse negates the need to provide, specifically for migration, additional SIP security mechanism data (therefore eliminating the need for confidential information to be sent OTA) or even a whole new SIP security mechanism in addition to IMS‑AKA (which is currently the only SIP security mechanism specified by SA3 for use in MCPTT). This solution requires connectivity between the partner MC system and primary MC system. Such connectivity, at least at the IP layer, is already available in order to provide for migrated MC users to connect back to their respective primary MC systems (MC system interconnection). What is new in this solution is a CSC-4-like reference point e.g. an HTTP based reference point, which is likely to be little to no impact on such entities as firewalls that already need to police SIP signalling and associated media (e.g. SRTP, SRTCP, etc). However, whilst there is a minor disadvantage in adding a new reference point based on messaging and parameters already found in an existing reference point, there is also a major advantage in that updates from the partner MC system can be automatically and immediately taken into account by the primary MC system and vice versa i.e. no off-line configuration swapping between primary and partner MC systems is required.
Another advantage is that, where needed, the primary MC system can provide specific SIP public user identity and SIP private user identity for migration (see steps 4-6 in figure 6.2.1-1) allowing obfuscation of the SIP public user identity and SIP private user identity used by the primary MC system, as well as the ability to immediately terminate, and prevent any further, SIP logins from the SIP core of the partner MC system. Depending on implementation and O&M, this could be done for all partner MC systems or on a per partner MC system basis.

� One needs to consider if a PLMN that provides a SIP / IMS core is going to allow one set of devices to use less secure mechanism to access their SIP / IMS core than another set of devices.  The PLMN could deploy a second SIP / IMS core however solely for MC services.
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