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1. Introduction
CAPIF TS skeleton includes clause for adding procedures and information flows. This pCR is proposing to include procedure for authentication between the API invoker and the AEF as separate procedure. The baseline proposal used for this subclause is from "7.2.8
 Solution 8: Authentication between the API invoker and the AEF as separate procedure" in TR 23.722.
	7.2.8
Solution 8: Authentication between the API invoker and the AEF as separate procedure
7.2.8.1
Solution description

7.2.8.1.1
General

The solution corresponds to the key issues and requirements for authentication of the API invoker by the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core functions.

7.2.8.1.2
Procedure

Figure 7.2.8.1.2-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:

1.
Optionally, CAPIF core functions have shared the information required for authentication of the API invoker with the AEF.
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Figure 7.2.8.1.2-1: Procedure for authentication between the API invoker and the AEF as separate procedure

1.
The API invoker triggers authentication to the AEF, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is outside the scope of the present document and will be defined by SA3.

4.
The AEF returns the result of API invoker identity verification in the authentication response.

7.2.8.2
Solution evaluation

This is the only solution enabling explicit authentication by the API invokers to get authenticated with the AEF. This solution will be considered for Release 15 normative work.
Details of the authentication process are the responsibility of SA3.


2. Reason for Change
Proposal to to include procedure for authentication between the API invoker and the AEF as separate procedure.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 V0.0.0.
* * * First Change * * * *

8.x
Authentication between the API invoker and the AEF prior to service API invocation
8.x.1
General
The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.x.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.
Editor's note: Reference to the appropriate SA3 specification is needed
8.x.3
Procedure

Figure 8.x.3-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:

1.
Optionally, CAPIF core function have shared the information required for authentication of the API invoker with the AEF.
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Figure 8.x.3-1: Procedure for authentication between the API invoker and the AEF prior to service API invocation
1.
The API invoker triggers authentication to the AEF, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is outside the scope of the present document and will be defined by SA3.
4.
The AEF returns the result of API invoker identity verification in the authentication response.
* * * Next Change * * * *

<Proposed change in revision marks>

* * * Next Change * * * *

<Proposed change in revision marks>

_1569246672.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



