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1. Introduction
CAPIF TS skeleton includes clauses for adding architectural requirements. This pCR is proposing to complete the architectural requirements. The source of these architectral requirements is TR 23.722.
2. Reason for Change

Proposal to complete the details in empty clause.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 V0.0.0.
* * * First Change * * * *

4.2
Service API publish and discover
4.2.1
Introduction
This subclause specifies the service API publish and discover related requirements.

4.2.2
Requirements

[AR-4.2.2-a] The CAPIF shall provide a mechanism to publish the service API information to be used by the API invokers to discover and subsequently invoke the service API.

[AR-4.2.2-b] The CAPIF shall provide a mechanism for the API invokers to discover the published service API information as specified in [AR-4.2.2-a] according to the API invokers' interest.

4.3
Security
4.3.1
Introduction
This subclause specifies the security related requirements for API invokers.

4.3.2
Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the PLMN trust domain from the API invokers accessing the service APIs from outside the PLMN trust domain.

[AR-4.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers prior to accessing the service APIs.

[AR-4.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.

Editor's note:
[AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-4.3.2-e] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

[AR-4.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker.

[AR-4.3.2-g] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-4.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-4.3.2-i] The communication between the CAPIF and the API invoker shall be integrity protected.

4.3.3
Additional requirements for 3rd party API provider

[AR-4.3.3-a] The CAPIF shall provide mechanisms to hide the topology of the 3rd party API provider trust domain from the API invokers accessing the service APIs from outside the 3rd party API provider trust domain.
[AR-4.3.3-b] The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.

[AR-4.3.3-c] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.
4.4
Charging
4.4.1
Introduction
This subclause specifies the charging related requirements for the usage of service APIs.
4.4.2
Requirements

[AR-4.4.2-a] The CAPIF shall support online and offline charging for service APIs usage.

[AR-4.4.2-b] The CAPIF shall provide mechanisms to record the usage (e.g. invocation count) of the service APIs for charging purpose, on a per API invoker basis.

[AR-4.4.2-c] The CAPIF shall provide mechanisms to record timestamp of the service API invocation.

[AR-4.4.2-d] The CAPIF shall provide mechanisms to record the service API related information, e.g. API location.

4.5
API status monitoring
4.5.1
Introduction
This subclause specifies the lifecycle management aspects such as monitoring the running status of service APIs and related operations.
4.5.2
Requirements

[AR-4.5.2-a] The CAPIF shall provide mechanisms to monitor the status of service APIs, e.g. starting and stopping access of the service APIs.

[AR-4.5.2-b] The CAPIF shall provide mechanisms to monitor and report the performance of the service APIs.

[AR-4.5.2-c] The CAPIF shall provide mechanisms to monitor and report the fault information about the service APIs.

[AR-4.5.2-d] The CAPIF shall provide mechanisms to record change events of service APIs, e.g. service APIs relocation.

Editor's note: Adding requirements for Operations, Administration and Maintenance (OAM) is FFS.
4.6
Service API invocation monitoring
4.6.1
Introduction
The CAPIF includes monitoring functions. This enables API provider to monitor service API invocations, to determine critical aspects such as system load, API usage information, uncover potential overload and attacks (e.g. DDoS) conditions.

4.6.2
Requirements
[AR-4.6.2-a] The CAPIF shall provide mechanisms to capture service API invocation events and make them available to service API provider.

[AR-4.6.2-b] The CAPIF shall provide mechanisms to notify events related to overload and threat conditions (e.g. system load, resource usage information).
[AR-4.6.2-c] The CAPIF shall provide mechanisms to allow service API provider to apply monitoring filters based on criteria such as API invoker's ID and IP address, service API name and version, invoked operation, input parameters, and invocation result.

4.8
Auditing service API invocation
4.8.1
Introduction
The CAPIF includes auditing capabilities. This enables the service API provider to identify illegal service API invocations e.g. by querying the service API invocation log.
4.8.2
Requirements
[AR-4.8.2-a] The CAPIF shall provide mechanisms to query the service API invocation log, by authorized administrators.
4.9
Onboarding API invoker
4.9.1
Introduction
This subclause specifies the requirements related to onboarding API invoker to the CAPIF.

4.9.2
Requirements

[AR-4.9.2-a] The CAPIF shall provide the capability to onboard new API invokers.

[AR-4.9.2-b] The CAPIF shall support granting an API invoker's request to onboard with the CAPIF administrator.

4.10
Policy configuration
4.10.1
Introduction
This subclause specifies the policy configuration related requirements.

4.10.2
Requirements

[AR-4.10.2-a] The CAPIF shall support policy configurations (e.g. related to the protection of platforms and network, specific functionalities exposed, message payload size or throughput).
4.11
Protocol design

4.11.1
Introduction
In order for the CAPIF to be common across all present and future API invokers for various usages and purposes, a minimum common protocol stack model is necessary so that all API invokers that use the common-framework-based API need to support only one and the same set of protocols, e.g. security layer protocol(s).

4.11.2
Requirements
[AR-4.11.2-a] The CAPIF shall support a minimum common protocol stack model common for all API implementations to be based on.

[AR-4.11.2-b] The CAPIF shall support a common security mechanism for all API implementations to provide confidentiality and integrity protection.

NOTE:
The definition of the security protocol for the API framework is within the stage 3 scope. HTTP/TLS (HTTPS) is one example.
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