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1. Introduction
This pCR adds support for encrypted group calls with transcoded speech to TS 23.283.

2. Reason for Change
If an LMR-LTE interworking group call is encrypted, but E2EE is not specified, the calling MCPTT user and the called LMR user(s) can use different codecs and transcoding may be needed.  Before transcoding can occur on an encrypted call, the voice media packets must be decrypted.  When transcoding occurs in the IWF, then the IWF must obtain the encryption keys for groups.
3. Conclusions

4. Proposal

It is proposed to agree to the following changes to 3GPP TS 23.283.
* * * First Change * * * *

10.3.3
Group call over interworking group
10.3.3.x
Encrypted group call with transcoding

Pre-conditions

-
An MCPTT session is established between an MCPTT client, the interworked LMR system (represented by the IWF), and the MCPTT server.

-
There is an ongoing media transmission.
-
An SDP negotiation has occurred between the IWF and MCPTT Server to establish both the vocoder and the security parameters for the call.  In this case the MCPTT voice media is encrypted.  
-
The IWF is configured to perform transcoding of voice media and has obtained key material from the MCPTT system using the procedures in TS 33.180 [10].
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Figure 10.3.3.x-1: Encrypted group call with transcoding
1.
The MCPTT client has been given the floor and is transmitting voice media.  

2.
The MCPTT client encodes audio using a codec defined for the MCPTT group, encrypts the encoded voice using procedures in TS 33.180 [10], and forwards the encrypted voice media to the MCPTT server.  

3.
The MCPTT server forwards the encrypted voice media to other participants in the group call including the IWF.
4.
The IWF decrypts the voice media from the MCPTT client using the procedures in TS 33.180 [10].  The IWF transcodes the voice to a LMR codec.  If needed, the IWF re-encrypts the transcoded voice media using LMR security procedures (these are out-of-scope of this specification), and forwards the voice media to the LMR system.

NOTE:
Where transcoding occurs is outside the scope of this specification.  In this procedure it is assumed to take place internal to the IWF. 
5.
Sometime later the floor becomes idle.  

6.
The LMR system (represented by the IWF in the figure) requests and is granted the floor.

7.
The IWF has been given the floor and is transmitting voice media.  


8.
The IWF receives voice media from the LMR system.  If the voice media is encrypted, the IWF decrypts the voice media using LMR security procedures (these are out-of-scope of this specification).  The IWF transcodes the voice to the group's MCPTT codec.  The IWF re-encrypts the transcoded voice using the procedures in TS 33.180 [10].
9.
The IWF forwards the voice media to the MCPTT server.

10.
The MCPTT server forwards the voice media to other participants in the group call.

* * * Next Change * * * *

10.x
IWF as a security gateway

10.x.1
 Support for transcoding with encrypted speech 

In some cases when encryption of voice media is required in the MC system, the MCPTT user(s) and the LMR user(s) can use different codecs.  In these cases, transcoding is needed and before transcoding can occur, encryption applied to the voice media by the MC system needs to be removed.  After transcoding, LMR encryption may be applied (out-of-scope of this specification).  An IWF can perform these functions and be deployed as a security gateway between the MCPTT system and the LMR system. When the IWF removes the encryption applied by the MC System, the IWF must perform key management procedures defined in TS 33.180 [10] to obtain the key material for the group.


























* * * End Of Changes * * * *
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