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1. Introduction
This pCR introduces procedures and information flows for key distribution to TS 23.283. TR 23.782 did not address key distribution.
A simple 3GPP based key management approach is described.
An LMR based approach is also allowed but not specified. The basic concept is to use end-to-end messages to convey LMR defined over-the-air keying (OTAR in P25, OTAK in TETRA) messages from the LMR key management facility or its proxy, via the IWF, to the LMR-aware MCPTT or MCData client. The message bodies are encrypted and decrypted by the KMF and LMR aware MC service client using LMR encryption processes. The OTAR messaging conversation between the IWF and the LMR aware client is opaque to the MC Service server: the server simply passes the encapsulated OTAR messages along without decrypting them. 
Parameters required by the MC Service client prior to OTAR availability are either provided out of band, e.g. with a key load device, or via SDS messages or both. 
2. Reason for Change
Key distribution is required to supply encryption keys to LMR aware MC Service clients for LMR E2EE encrypted media. Key distribution for LMR interworking requires new procedures, configuration structures and information flows. 
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283.
* * * First Change * * * *
10.x
Key distribution
10.x.1
General

For interworking using an LMR codec or other media and LMR E2EE mechanisms where applicable, the MC service UE can be implemented as either an LMR aware application where certain aspects of the solution are outside the scope of 3GPP interworking standards, or a 3GPP compliant MC service client where LMR codecs or other media and encryption mechanisms are used, but otherwise the solution is fully 3GPP compliant.

For MCPTT, selection of the LMR codec and encryption mechanism where applicable follow parameter negotiation mechanisms defined in 3GPP TS 23.379 [7].

10.x.1
Key distribution using MC service mechanisms
3GPP mechanisms are used to provide the key management aspects relevant for the group or private call. The MCPTT SDP parameter negotiation allows the selection of the LMR codec and encryption mechanism.
Figure 2 illustrates an example of an MCPTT client, which uses LMR specified speech codec and E2EE mechanisms where appropriate, but otherwise uses 3GPP defined MC service mechanisms.
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Figure 2: Example MC service client using LMR codec and E2EE mechanisms

10.x.2
Key distribution using LMR mechanisms 

LMR applications, such as key management or other data consuming applications, make use of the MCData SDS service, which provides a transparent container for LMR defined messages. The messages may include key management messages which the LMR client application must interpret according to LMR specifications, outside the scope of 3GPP standards
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