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1. Introduction
This pCR to TS 23.283 introduces a method for exchanging LMR key management messages for LMR end-to-end encryption of communications between an LMR key management functional element, LMR users and MC service clients.

S6-171301 provides an overview of LMR key management and how it can work for LMR end-to-end encrypted interworking between LMR users and MC services user. S3-172418 has been presented to SA3 with a similar overview and a request for technical endorsement.
2. Reason for Change
The reason for this proposed change is to provide a means of LMR key management for end-to-end encrypted interworking communications.
3. Conclusions

The proposed change provides a simple and effective method of LMR key management requiring a minimum amount of effort from SA6 and SA3.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283 v0.1.0.
* * * First Change * * * *

7.2
Functional model description

Figure 7.2‑1 shows the functional model for the application plane for interworking between MC systems and LMR systems. Functional entities and interfaces depicted on the right-hand side of the IWF‑x interfaces are defined in 3GPP TS 23.280 [5], 3GPP TS 23.379 [7], and 3GPP TS 23.282 [6]. Functional entities and interfaces on the left‑hand side of the IWF are outside the scope of the present document.



Figure 7.2-1: Functional model for application plane for interworking
7.3
Functional entities description

7.3.1
IWF
The IWF supports most of the functionality of peer MCPTT and MCData systems, with exceptions specified in the present document. The IWF supports any necessary protocol translation and identity mapping between the MC systems and the IWF. The internal function of the IWF is out of scope of the present document. 
7.3.X
LMR key management functional entity

The LMR key management functional entity is responsible for the management of LMR end‑to​‑end encryption keys, including their provision and removal, in the equipment of users of LMR end-to-end encryption. LMR end‑to‑end‑encryption is used by LMR users and MC users that communicate with each other via the IWF using end‑to‑end encryption. For any UE supporting LMR interworking, there is only one LMR key management entity that manages it. 
The LMR key management functional entity can be hosted by the LMR system or by the MC system. When the LMR key management functional entity is hosted by the LMR system, the method by which it is connected to the IWF is outside the scope of the present document.  When the LMR key management functional entity is hosted by the MC system, it is connected to the MCData server by reference points MCData‑SD‑1 and MCData‑SD‑2. These reference points are specified in TS 23.282 [6] subclauses 6.5.4.1.1 and 6.5.4.1.2.
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