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1. Introduction
This pCR adds support for encrypted group calls with transcoded speech to TS 23.283.

2. Reason for Change
If an LMR-LTE interworking group call is encrypted, but E2EE is not specified, the calling MCPTT user and the called LMR user(s) can use different codecs and transcoding may be needed.  Before transcoding can occur on an encrypted call, the voice media packets must be decrypted.  When transcoding occurs in the IWF, then the IWF must obtain the encryption keys for groups.
3. Conclusions

4. Proposal

It is proposed to agree to the following changes to 3GPP TS 23.283.
* * * First Change * * * *

10.3.3
Group call over interworking group

10.3.3.x
Encrypted group call with transcoding

Pre-conditions

-
An MCPTT session is established between an MCPTT client, the interworked system, and MCPTT server.

-
There is an ongoing media transmission.
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Figure 10.3.3.x-1: Encrypted group call with transcoding
1.
The MCPTT client has been given the floor and is transmitting voice media.  

2.
The MCPTT client encodes audio using a codec defined for the MCPTT group, encrypts the encoded voice using an encryption algorithm and key defined in the MCPTT system, and forwards the voice media to the MCPTT server.  

3.
The MCPTT server forwards the encrypted voice media to other participants in the group call including the IWF

4.
The IWF decrypts the voice media from the MCPTT client and transcodes the voice to a LMR codec.  The IWF re-encrypts the transcoded voice using an encryption algorithm and key defined in the LMR system, and forwards the voice media to LMR participants in the group call.

NOTE:
Where transcoding occurs is outside the scope of this specification.  In this procedure it is assumed to take place internal to the IWF. 
5.
Sometime later the floor becomes idle.  

6.
An LMR client (represented by the IWF in the figure) requests and is granted the floor.

7.
The IWF has been given the floor and is transmitting voice media.  

8.
The LMR client encodes audio using a LMR codec defined for the group, encrypts the encoded voice using an encryption algorithm and key defined in the LMR system, and forwards the voice media to the IWF.  

9.
The IWF decrypts the voice media from the LMR client and transcodes the voice to the group's MCPTT codec.  The IWF re-encrypts the transcoded voice using an encryption algorithm and key defined in the MCPTT system, and forwards the voice media to the MCPTT server.

10.
The MCPTT server forwards the voice media to other participants in the group call.

* * * Next Change * * * *

10.x
Encryption

10.x.1
Key management support for encryption of transcoded speech

10.x.1.1 
General

When encryption of voice media is required, but E2EE is not specified, then the MCPTT user(s) and the LMR user(s) can use different codecs.  In these cases, transcoding is needed and before transcoding can occur, the voice media must be decrypted.  When decryption and transcoding occurs in the IWF, the IWF must obtain the key material for the group or the source/target users depending on the call type (i.e. Group or Private Call).     

10.x.1.2
Key management for group calls transcoded by the IWF
The following sections describe the provisioning of key material to the IWF for use in transcoding group calls.

10.x.1.2.1
IWF as a client of GMS

Figure 10.x.1.2.1‑1 shows the high-level procedure for provisioning of group key material to the IWF when the IWF is part of the same security domain as the group.  In this case the IWF acts as a Group Management Client.  This procedure can be used following service authorisation when the IWF configuration management client has received the list of groups and the IWF group management client needs to obtain the group configurations, or following a notification from the group management server that new group configuration information is available.

Pre-conditions:

-
The group management server has received configuration data for groups, and has stored this configuration data.
-
The IWF has registered for service with the group management server and the IWF group management client needs to obtain group configuration data for a group used for interworking.
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Figure 10.x.1.2.1-1: Retrieve group configurations at IWF group management client
1.
The IWF requests the group configuration data.

2.
The group management server provides the group configuration data to the IWF.

3.
The IWF stores the group configuration information including the group key material.
NOTE:
Details of security procedures for group key management are defined in 3GPP TS 33.180 [10].

10.x.1.2.2
IWF as a peer of GMS
Figure 10.x.1.2.2‑1 shows the high-level procedure for provisioning of group key material to the IWF when the IWF is not in the same security domain as the group.  In this case the IWF acts as a Group Management Server.  This procedure can be used following service authorisation when the IWF configuration management server has received the list of groups and the IWF group management server needs to obtain the group configurations, or following a notification from the group management server of the group host MCPTT system that new group configuration information is available. 
Pre-conditions:

-
The IWF group management server has received configuration data for groups used for interworking, and has stored this configuration data.
-
The IWF acting as a group management server has registered for service with the group management server of the group host MCPTT system, and the IWF needs to download group configuration data for one of the groups used for interworking.
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Figure 10.x.1.2.2-1: Retrieve group configurations at IWF group management server
1.
The IWF requests the group configuration data.

2.
The group management server provides the group configuration data to the IWF.

3.
The IWF stores the group configuration information including the group key material.
NOTE:
Details of security procedures for group key management are defined in 3GPP TS 33.180 [10].
* * * End Of Changes * * * *

_1567492241.vsd

_1567591495.vsd
MC service server
(Primary)



_1567431564.vsd

