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1. Introduction
This pCR proposes solution to address key issue and requirements related to authentication between the API invoker and the CAPIF core functions.
2. Reason for Change
Key issue :
	5.11
CAPIF authentication to applications 

5.11.1
Key issue description

While we know that API invoker authentication is required to access service APIs, it may also be necessary for the CAPIF to authenticate to the API invoker accessing service APIs before the actual API traffic is sent over the connection. Further study is required to provide mutual authentication between CAPIF and the API invoker accessing service APIs. 


Architecture requirements:

	6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for applications accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The CAPIF shall provide mechanisms to authenticate applications to access the service APIs.
[AR-6.3.2-c] The CAPIF shall provide mechanisms to authorize applications to access the service APIs.

[AR-6.3.2-d] The CAPIF shall provide mechanisms for mutual authentication between CAPIF and the API invoker accessing service APIs.
[AR-6.3.2-e] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

 [AR-6.3.2-f] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-6.3.2-g] The communication between the CAPIF and the API invoker shall be integrity protected.


3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 V0.2.0.
* * * First Change * * * *
7.2.x
Solution x: Authentication between the API invoker and the CAPIF core functions
7.2.x.1
Solution description

7.2.x.1.1
General

The solution corresponds to the key issues and requirements for authentication between the API invoker and the CAPIF core functions.

7.2.x.1.2
Procedure

Figure 7.2.x.1.2-1 illustrates the procedure for authentication between the API invoker and the CAPIF core functions.

Pre-conditions:

1.
API invoker is onboarded with the CAPIF core functions and the API invoker profile is created.
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Figure 7.2.x.1.2-1: Procedure for authentication between the API invoker and the CAPIF core functions
1.
The API invoker triggers authentication request to the CAPIF core functions, including the identity confirmed after successful onboarding.

2.
Upon receiving the authentication request, the CAPIF core functions verifies the identity with the API invoker profile and creates security context for the API invoker which may be valid for certain duration.
3.
The CAPIF core functions returns the result of API invoker identity verification in the authentication response.
4.
After successful authentication between the API invoker and the CAPIF core functions, a secure communication channel is established between them.
NOTE:
CAPIF core functions may share the authenticated API invoker's security context and the authorization information to the AEF, optionally.
7.2.x.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.
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