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1. Introduction
This pCR proposes solution to address key issue and requirements related to authorization of API invoker requests and secure API communication with the AEF.
2. Reason for Change
Key issue :
	5.4
Application authorization to access service APIs 

5.4.1
Key issue description

Applications require authorization to access the service APIs. Unauthorized access to service APIs is undesirable from the operator's view. During the service communication, the service verifies the authorization of the application accessing the service API. Further study is required to provide a common authorization mechanisms to access service APIs.
[..snip..]

5.13
Secure API communication 

5.13.1
Key issue description

Securing of the communication between API invoker and CAPIF is necessary for ensuring data is accessed only by the authorized entities. Further the communication has to be trustworthy by protecting the data from intentional or accidental changes i.e. to prevent unauthorized users from making modifications to the data. 


Architecture requirements:

	6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for applications accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The CAPIF shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The CAPIF shall provide mechanisms to authorize applications to access the service APIs.
[AR-6.3.2-d] The CAPIF shall provide mechanisms for mutual authentication between CAPIF and the API invoker accessing service APIs.

[AR-6.3.2-e] The CAPIF shall provide mechanisms to control the service API access for every API invocation.
 [AR-6.3.2-f] The communication between the CAPIF and the API invoker shall be confidentiality protected.
[AR-6.3.2-g] The communication between the CAPIF and the API invoker shall be integrity protected.


3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 V0.2.0.
* * * First Change * * * *
7.2.x
Solution x: API invoker authorization to access service APIs and secure communication
7.2.x.1
Solution description

7.2.x.1.1
General

The solution corresponds to the key issues and requirements for API invoker authorization to access service APIs. The solution also considers secure communication between the API invoker and the AEF.
A secure communication channel is a must between API entities to protect against issues like DDOS, frequency attack, unintended or accidental information disclosure, etc. i.e. authentication is carried out for enabling:

-
CAPIF-1 supported functionality (e.g., discovery of API) between the API invoker and the CAPIF core functions

-
CAPIF-2 supported functionality (e.g., API invocation) between the API invoker and the AEF.
To reduce latency during API invocation, security context of the API invoker and the authorization information can be obtained from the CAPIF core functions by the AEF after authentication between the API invoker and the CAPIF core functions
7.2.x.1.2
Procedure

Figure 7.2.x.1.2-1 illustrates the procedure for API invoker authorization to access service APIs and secure communication.

Pre-conditions:

1.
API invoker is authenticated by AEF and a secure communication channel is established between API invoker and the AEF.
2.
Optionally security context information for authorization is available at AEF corresponding to the API invoker.
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Figure 7.2.x.1.2-1: Procedure for API invoker authorization to access service APIs and secure communication
1.
The API invoker triggers API invocation request to the AEF, including the API to be invoked.

NOTE 1:
API invoker may trigger several API invocations asynchronously.
NOTE 2:
AEF may allow API invocations only after secure communication channel is established in order to protect e.g. from DDOS, frequency attack.
2.
Upon receiving the API invocation request, the AEF checks whether API invoker is authorized to invoke that API, if the security context for the API invoker is available.
NOTE 3:
Steps 3 to 5 occur only if the security context is not available with AEF for authorization and access control.
3.
AEF initiates get security context request related to the API invoker to the CAPIF core functions.
4.
The CAPIF core functions checks authorization and access control list for the API invocation.
5.
AEF receives the authorization and access control information in the get security context response from the CAPIF core functions.

6.
AEF executes the service logic for the invoked service API.
7.
API invoker receives the API invocation response as a result of the API invocation.
NOTE 4:
If the secure communication channel between API invoker and AEF is broken e.g., due to invalid session the AEF may return API invocation response with an error.
7.2.x.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.
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