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1. Introduction
This contribution proposes common requirements for CAPIF-2
2. Reason for Change
We have the following description fo the key issue for onboarding API invoker.
	5.10
Onboarding API invoker to CAPIF 

5.10.1
Key issue description

API invoker has to be a recognized user of the CAPIF. Prior to authentication for service API access, the API invoker has to complete one time onboarding process to the CAPIF. Completion of onboarding process may need explicit grant by the administrator. Some of the onboarding data may be allowed to be updated by the API invoker.




OBSERVERATION#1: During service communication, the identity of the API invoker shall be included in the communication.
	5.4
Application authorization to access service APIs 

5.4.1
Key issue description

Applications require authorization to access the service APIs. Unauthorized access to service APIs is undesirable from the operator's view. During the service communication, the service verifies the authorization of the application accessing the service API. Further study is required to provide a common authorization mechanisms to access service APIs.




OBSERVATION#2: During service communication, the authorization information of the API invoker shall be included in the communication.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23722 v020.
* * * First Change * * * *

6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for applications accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The CAPIF shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The CAPIF shall provide mechanisms to authorize applications to access the service APIs.

[AR-6.3.2-d] The CAPIF shall provide mechanisms for mutual authentication between CAPIF and the API invoker accessing service APIs.

[AR-6.3.2-e] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

 [AR-6.3.2-f] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-6.3.2-g] The communication between the CAPIF and the API invoker shall be integrity protected.

[AR-6.3.2-h] The service API communication between the API invoker and the CAPIF shall contain identity of the API invoker for the purpose of authentication.

[AR-6.3.2-i] The service API communication between the API invoker and the CAPIF shall contain service API access authorization information corresponding to the API invoker for the purpose of authorization.

* * * End Change * * * *

