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10.2
User authentication and authorization for MCPTT service 

10.2.1
General

The following subclauses describe the process for user authentication and authorization in the primary MCPTT system and when migrated to a partner MCPTT system.

10.2.2
User authentication and authorization in primary MCPTT system
This subclause describes a high level flow for user authentication and authorization in the primary MCPTT system.  The specific user authentication and authorization architecture required by the MCPTT service is specified in 3GPP TS 33.180 [19].

A procedure for user authentication is illustrated in figure 10.2.2-1. 
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1. User Authentication is based on the procedure –“General user authentication and 

authorization for MC services” specified in 3GPP TS 23.280[18].

2. The MCPTT client performs the service authorization with the MCPTT server.


Figure 10.2.2-1: MCPTT user authentication and registration, single domain

1.
The user authentication is performed as per the general user authentication procedure specified in 3GPP TS 23.280[16].
2.
MCPTT client performs the MCPTT service authorization for the user. Step 2 utilizes the results of step 1.
10.2.3
User authentication and authorization in partner MCPTT system

This subclause describes a high level flow for user authentication and authorization in the partner MCPTT system, for use when the user migrates to the partner MCPTT system. The specific architecture for inter-domain user authentication and authorization is specified in 3GPP TS 33.180 [19].
The procedure for user authentication in the partner MCPTT system is illustrated in figure 10.2.3-1. 
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Figure 10.2.3-1: MCPTT user authentication and registration to partner MCPTT system
1.
The identity management client obtains a credential to prove the user's identity to the partner MCPTT system identity management server. This may occur immediately after user authentication described in subclause 10.2.2 or subsequently. The procedure for obtaining the credential is specified in 3GPP TS 33.180 [19].
2.
User authentication is performed to the partner MCPTT system identity management server using the credentials obtained from the primary MCPTT system identity management server in step 1. Further credentials are obtained from the partner system identity management server to permit service authorization within the partner MCPTT system. The procedure for authenticating to the partner system is specified in 3GPP TS 33.180 [19].
3.
MCPTT client performs the MCPTT service authorization for the user to the partner MCPTT system MCPTT server. This step utilizes the credentials obtained in step 2.
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