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1. Introduction
This pCR proposes solution to address key issue and requirements related to Logging service API invocations. 
2. Reason for Change
Key issue :
	5.8
Logging service API invocations

5.8.1
Key issue description

The service APIs are typically invoked by various consumers. It is necessary that the service API provider is able to log the service API invocation events for the purposes of tracing back and analysing statistics. Therefore the service API invocation logging and storage functionalities are to be included in CAPIF.
The stored service API invocation log may contain private and sensitive information. Such information needs to be handled carefully to respect potential privacy rules.


Architecture requirements:

	6.7
Logging service API invocation requirements
6.7.1
General

The ability to logging service API invocations and its storage shall be supported by the CAPIF. This enables API providers to record service API invocation events for the purpose of tracing back and statistical anlaysis.
6.7.2
Requirements
[AR-6.7.2-a] The CAPIF shall provide mechanisms for service API invocation event logging and storage functionality. For each service API invocation, the service API invocation log shall at least include: invoker's ID and IP address, service API name and version, input parameters, invocation result, and time stamp information.
[AR-6.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API provider's policy.
[AR-6.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by authorized administrators of the service API provider.
Editor's note: The relationship between logging and charging is FFS.


3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 V0.2.0.
* * * First Change * * * *

7.2.x
Solution x: Logging service API invocations
7.2.x.1
Solution description

7.2.x.1.1
General

The solution corresponds to the key issues and requirements for logging service API invocations at AEF.
7.2.x.1.2
Procedure

Figure 7.2.x.1.2-1 illustrates the procedure for logging service API invocations at AEF.

Pre-conditions:

1.
API invoker(s) has invoked certain API(s).
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Figure 7.2.x.1.2-1: Procedure for logging service API invocations
1.
Upon invocation of service API(s) from one more API invokers, the AEF triggers API invocation log request including the API invoker information such as invoker's ID and IP address, location, timestamp and API information such as service API name and version, input parameters, invocation result towards the CAPIF core functions. These requests can be triggered asynchronously.
2.
CAPIF core functions makes a log entry and stores the information for access by authorized users.

NOTE:
API invocation log is stored for a configured duration.
3.
AEF receives the API invocation log response from CAPIF core functions.

7.2.x.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.
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