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1. Introduction
This pCR introduces requirements for key distribution to TS 23.283. TR 23.782 did not address key distribution. 
2. Reason for Change
Key distribution is required to supply encryption keys for encrypted media. Key distribution for LMR interworking introduces new requirements to MC systems' security. Requirements will give SA3 a basic understanding in order to progress their work.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.283.
* * * First Change * * * *
5
Architectural requirements

5.1
Key management

Interworking requirements for key management include:

a)
a mechanism to securely (i.e. authenticity, integrity, confidentiality) share a traffic key generated by the IWF (or an entity within the LMR system represented by the IWF) for a private call sessions between a party in an MCPTT system and the IWF;

b)
a mechanism to securely convey to group members in MCPTT systems, the LMR encryption key or set of encryption keys associated with an MCPTT group or set of MCPTT groups, to be used for encryption of interworking group calls spanning the multiple systems;

c)
a mechanism to securely share with temporary group members in MCPTT systems, the LMR encryption key(s) associated with a temporary MCPTT group to be used in interworking group calls spanning the multiple systems;
d)
key management solutions shall not preclude the ability of an IWF to allow one or more individual Mission Critical Organizations from having sole control over and sole access to the traffic encryption keys used for the entity's media traffic and user's UKEKs; and,
NOTE:
This could imply the need for a separate interface between the MC system's KMS and each Mission Critical Organization, via the IWF.
e)
for deployments where Mission Critical Organizations wish to use P25 key encryption: 
i)
a mechanism to securely provision an MCPTT client with the user's P25 Unique Key Encryption Key (UKEK); and,

ii)
a mechanism to convey the UKEK encrypted P25 OTAR message contents.
