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1. Introduction
This contribution is proposed to update section 6.6.1.

2. Reason for Change
Most of the solutions proposed for TETRA end-to-end encyrpted speech are applicable to P25 as well.  The proposed rework combines common elements making it a bit simpler for downstream groups.

3. Conclusions and proposal

It is proposed to agree to the following changes to 3GPP TR 23.782 v0.5.0.
* * * First Change * * * *
6.6.1
Solution #5-1: Means for supporting TETRA and P25 end-to-end encrypted speech

6.6.1.1
Description

6.6.1.1.1
General

The following sub-clauses address the gaps in key issue #5-1 of the present document. Solutions for the 3 gaps are presented.

6.6.1.1.2
Gap 1 - means for transmitting the P25 or TETRA encryption synchronization vector, including the Key ID and the Algorithm ID within the MCPTT system.


The TETRA end-to-end encryption synchronization vector will be carried in MCPTT as an optional parameter in an RTP packet that may also carry one or more TETRA speech frames. The TETRA end-to-end encryption synchronization vector contains the Key ID, the Algorithm ID and the cipher synchronization information. (The Key ID identifies the encryption key used to encrypt the speech and the Algorithm ID identifies the end‑to‑end encryption algorithm in use.) 
The P25 end-to-end encryption synchronization vector will be carried in MCPTT as an optional parameter in an RTP packet that may also carry one or more P25 speech frames. The P25 end-to-end encryption synchronization vector contains the Key ID, the Algorithm ID and the cipher synchronization information. (The Key ID identifies the encryption key used to encrypt the speech and the Algorithm ID identifies the end‑to‑end encryption algorithm in use.) 

6.6.1.1.3
Gap 2 - Means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a P25 or TETRA to MCPTT interworked system.
Receivers of end-to-end encrypted TETRA or P25 speech have to be able to apply an encryption synchronization vector to a specific speech frame which could be delivered at a later time than the encryption synchronization vector. TETRA/P25 speech frames and TETRA/P25 end-to-end synchronization vectors will be delivered to TETRA/P25 speech receivers in the same order as they were transmitted to allow the receivers to maintain synchronization with the encrypted speech. RTP sequence numbering and/or speech frame numbering in the RTP payload can be used to maintain the ordering. The integrity of the RTP sequence numbering needs to be maintained throughout the MCPTT network. 

6.6.1.1.4
Gap 3 - support for the TETRA vocoder in MCPTT to allow end‑to‑end security
ETSI TCCE will provide an ETSI standard specifying the format of TETRA speech (including encryption synchronization vectors) to be carried in RTP packets over MCPTT. ETSI TCCE will obtain IANA registration for the format and the name to be used in MCPTT call setup SDP negotiations. ETSI TCCE will specify any speech format transformations, timing and encryption synchronization actions to be performed by the IWF or TETRA SwMI. 

6.6.1.1.5
Gap 4 - Support for the P25 vocoders in MCPTT to allow end-to-end security.
The standard for specifying the format of P25 speech (including encryption synchronization vectors) to be carried in RTP packets over MCPTT will be obtained.  IANA registration for the format and the name to be used in MCPTT call setup SDP negotiations will be obtained, but this is outside the scope of 3GPP.  Any speech format transformations, timing and encryption synchronization actions to be performed by the IWF or P25 RF Subsystem will be coordinated with TIA through ATIS.
6.6.1.2
Impacts on existing nodes and functionality

MCPTT UEs configured to support end‑to‑end encrypted speech communications with TETRA or P25 equipment shall support:

-
SDP negotiation for the use of the TETRA or P25 speech format;

-
use of the TETRA or P25 speech transport format for MCPTT;

-
use of the TETRA ACELP vocoder, or use of the P25 Phase 1 or Phase 2 vocoder;

-
use of the TETRA or P25 end-to-end encryption mechanism;

-
use of a key management protocol that allows delivery of TETRA or P25 end‑to‑end encryption keys

-
use of appropriate encryption algorithms.

The IWF will need to be able to perform any necessary transformations of the speech format timing and encryption synchronization actions to be specified by ETSI TCCE or TIA through ATIS.

6.6.1.3
Solution Evaluation

This solution provides a method for transporting TETRA end‑to end encrypted speech between MCPTT clients and the TETRA IWF.  This solution also provides a method for transporting P25 end-to-end encrypted speech between MCPTT clients and a P25 RF Subsystem.  
