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1. Introduction
This pCR proposes an overall solution evaluation for clause 7 of TR 23.781.
2. Reason for Change
To provide an overall evaluation within TR 23.781.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.781 v1.1.0.
* * * First Change * * * *

7
Overall Evaluation


7.1
General
The following subclauses contain an overall evalation of the solutions presented in this technical report, and their applicability to the key issues raised. Subclause 7.2 provides an evaluation of the solutions provided in clause 6, and their impact on other entities and working groups, and shows the mapping of the solutions to the key issues outlined in clause 5. Subclause 7.3 lists the key issues that do not have explicit solutions in this Technical Report, together with comments concerning their resolution. Subclause 7.4 lists the key issues with security implications that will need consideration in 3GPP SA WG3.
7.2
Solution evaluation

The solutions specified in this technical report are described in table 7.2-1. The evaluation text is abridged from the subclauses outlining the solution; the full text is available in those subclauses.
Table 7.2-1: Solution evaluations

	Solution 
	Applicable key issues
	Evaluation
	Impact on other entities and working groups

	Solution 1: System authorization and configuration for interconnection and migration
	Key issue 1.1: MC system authorization to support interconnection calls
Key issue 2.1: MC authorization for migration

	Describes system level configuration which will be necessary as a precondition to interconnection and migration. 
Requires manual loading of configuration from the partner MC system to the primary MC system each time the partner MC system configuration is updated.
Advantage: functionality can be enabled simply at a system level to define the service available to users under interconnection or migration scenarios. 

	Introduces new configuration table.
Impact on downstream CT groups for protocol update.

	Solution 2: Connectivity to partner MC system for migration
	Key issue 2.3: Connectivity to partner MC system for migration
	Allows an MC service UE to be configured with all of the required information needed to access a partner MC system.
Existing messaging is largely reused, with only new parameters needed in most cases,
One new reference point is needed (between configuration management servers in primary and partner MC systems).
No new functional entities are required.
Reuses existing MC service SIP security parameters available to the MC service UE. 
Needs to have connectivity between the partner MC system and primary MC system, but this is expected to be present to aid interconnection.
Where needed, the primary MC system can provide specific SIP public user identity and SIP private user identity for migration, allowing for identity obfuscation and immediate migration termination without affecting primary MC system access. Depending on implementation and O&M, SIP specific entities could be provided for all partner MC systems or on a per partner MC system basis.
	One new reference point needed probably based on CSC-4.
Impact on downstream CT groups for protocol for this reference point.

	Solution 3: Call control and media routing for MCPTT group calls for interconnection
	Key issue 1.4: Affiliation and authorization for interconnection MC service group calls
Key issue 1.8: Media routing for interconnection MC service group calls
Key issue 1.10:  MC system network topology hiding
Key issue 2.7: Definition of controlling MC service server and media routing between MC service servers during migration
	Introduces a gateway server as a single interface point to an MC system, and a single point for addressing.
Hides the topology of the MC system from other MC systems. 
Advantages: MCPTT-3, MCVideo-3 and MCData-3 reference points can remain unchanged
Confines any new complexity to the new MCPTT-3' reference point between those MC systems.

	Introduces new reference points MCPTT-3', MCVideo-3', MCData-3' derived from MCPTT-3, MCVideo-3, MCData-3 respectively.
Impact on downstream CT groups for protocol for this reference point.

	Solution 4: User authorization and configuration for interconnection
	Key issue 1.1: MC system authorization to support interconnection calls
Key issue 1.3: Authorization for interconnection private calls
Key issue 1.4: Affiliation and authorization for interconnection MC service group calls
	Describes the service specific configuration needed in order to perform interconnection to another MC system. 
Configuration related to each partner MC system needs to be manually configured in primary MC system.
Operates in conjunction with Solution 1 to provide both system level and individual user level authorization and configuration for interconnection.

	Introduces new configuration data to existing configuration tables.
Impact on downstream CT groups to add new parameters to existing tables.

	Solution 5: Group configuration management for interconnection
	Key issue 1.4: Affiliation and authorization for interconnection MC service group calls
Key issue 1.5: MC service group configuration for group defined in partner MC system
Key issue 1.10: MC system network topology hiding
	Three solutions which propose gateways which provide a single point of connection to an MC system to retrieve group configuration information, whilst hiding the topology of the MC systems. 
Solution 5.1 and 5.2 only consider a gateway in one system. Solution 5.3 proposes a gateway for both MC systems; thus to hide topology of both networks, solution 5.3 (which is a combination of solutions 5.1 and 5.2) is preferred.
Allows an MC system to modify the group management configuration provided by a partner MC system allowing local policies to be enforced.
Configuration changes can be automatically updated between systems.

	Introduces new gateway server, which may be derived from existing entities.
Impact on downstream CT groups to define functionality of server and associated new reference points following further stage 2 work.

	Solution 6: User authorization and configuration for migration
	Key issue 2.1: MC authorization for migration
Key issue 2.3: Connectivity to partner MC system for migration
Key issue 2.6: Authorization, configuration and affiliation for MC service group calls during migration
	Allows configuration for migration in primary system, and allows the partner system to apply local configuration requirements.
Manual updates of configuration are required in both the primary and partner MC systems.
There may be a provisioning impact to configure the partner MC system with the configurations needed for visitors with whatever granularity is required. 
This impact can be reduced for the primary system if configuration for migration is the similar to the configuration used in the primary system. 
The impact can be reduced for the partner system if the configuration needed for visitors is defined with large granularity (e.g. per system or per migrating organization).
Specific sets of configuration data which need to be modified for migration need to be specified.
	Introduces new configuration data to existing configuration tables.

Impact on downstream CT groups to add new parameters to existing tables.

	Solution 7: User profile management for migration - Partner MC system CMS configures UE
	Key issue 2.1: MC authorization for migration
Key issue 2.6: Authorization, configuration and affiliation for MC service group calls during migration
	Allows a migrated MC service client to receive user configuration information in the partner MC system of that MC client, and allows the partner MC system to modify the user configuration information according to local policy.
The MC service client will need to be configured with access information and credentials for partner MC systems before migration and does not permit open access to any partner MC system.
Requires connectivity between primary and partner MC system for the configuration process.
Requires new reference points, which can be based on existing reference points and existing protocols.
Partner system provides final configuration in line with local policy.
Migrating MC service user is exposed directly to the partner MC system's configuration management server, needing an appropriate level of trust. Also, the primary MC system has no visibility (e.g. for logging, for validation) of the full set of configuration information sent to the MC service UE.
Security mechanism may be needed to allow the primary MC system to ensure that essential information needed for migration by the primary MC system is not modified by the partner MC system.
	Introduces two new reference points to existing servers.
Impact on downstream CT groups for protocol for these reference points.
Impact on SA3 to consider security mechanism to allow primary MC system to verify configuration data.

	Solution 8: User profile management for migration - Primary MC system CMS configures UE
	Key issue 2.1: MC authorization for migration
Key issue 2.6: Authorization, configuration and affiliation for MC service group calls during migration
	Allows a migrated MC service client to receive user configuration information in the partner MC system of that MC client, and allows the partner MC system to modify the user configuration information according to local policy.
The MC service client will need to be configured with access information and credentials for partner MC systems before migration and does not permit open access to any partner MC system.
Requires connectivity between primary and partner MC system for the configuration process.

Requires new reference points, which can be based on existing reference points and existing protocols.
The migrating MC service user is not exposed directly to the partner MC system's configuration management server and therefore there does not need to be any additional level of trust for configuration with all partner MC systems. Partner MC system controls final configuration (subject to enforcement mechanism), and the primary MC system has full visibility (e.g. for logging, for visibility) of the full set of configuration information that the MC service UE receives and processes.
A new security mechanism may be needed to ensure that the partner MC system can verify that the primary MC system has not modified the MC user configuration information.
If the partner MC system needs to update the configuration information for the migrated MC user, the primary MC system must be involved in the process.
	Introduces one new reference point to existing servers.

Impact on downstream CT groups for protocol for this reference point.
Impact on SA3 to consider security mechanism to allow partner MC system to verify configuration data.

	Solution 9: Controlling system and media routing for interconnection private calls
	Key issue 1.6: Controlling MC service server and system for interconnection private calls
Key issue 1.7: Media routing for interconnection private calls
Key issue 1.10: MC system network topology hiding 

Key issue 2.7
	Provides a solution for the controlling role and for media routing for private call in the MCPTT and MCVideo services, whilst maintaining a solution for network topology hiding.
	Makes use of gateway server and reference points proposed in solutions 3 and 5.
Impact on downstream groups will be according to those solutions.

	Solution x: Migration service authorization

	Key issue 1.10: MC system network topology hiding
Key issue 2.1: MC authorization for migration
Key issue 2.4: Tracking current MC system of MC service users during migration
Key issue 2.5: Identification of migrated MC system during migration
	Allows both the partner MC system and the primary MC system of the migrated MC service user to authorize (or reject) the MC service user for migration. The primary MC system is able to track the partner MC system to which the MC service user has migrated, which then enables incoming calls to be sent to that MC service user.

	Makes use of gateway server and reference points proposed in solutions 3 and 5.

Impact on downstream groups will be according to those solutions.

	Solution y: Migrated private call

	Key issue 2.7: Definition of controlling MC service server and media routing between MC service servers during migration
Key issue 2.10: Media routing during migration for logging and lawful interception
	This solution provides a means for private calls to be initiated to and from migrated MC users, and for the primary MC system of migrated MC users to take part in private calls to receive media for logging purposes.
An alternative where the called MC user is receiving service on the same MC system as the calling MC user would be to route the private call setup via the primary MC system of the called MC user, keeping the behaviour identical to that where the two MC users are receiving service in different MC systems.

	Adds extra functionality to MC service servers for media routing and private call logging protocol.

Impact on downstream groups for these protocol and routing definitions.

	Solution z: Affiliation for logging during migration

	2.10: Media routing during migration for logging and lawful interception
	This solution allows logging of MC service group calls when an MC service client has migrated and affiliates to an MC service group which has a different primary MC system from that of the MC service client.

	Adds extra functionality to MC service servers to permit affiliation for logging.
Impact on downstream groups for protocol definitions.


7.3
Key issues with no associated solutions

Table 7.3-1 lists the key issues described in this technical report that have no specific solutions, together with comments concerning their resolution.
Table 7.3-1: Key issues with no associated solutions
	Key issue 
	Comment

	Key issue 1.2: Identification of users and groups in interconnection calls
	Satisfied by existing address structure specified in 3GPP TS 22.280 [6]

	Key issue 1.9: Security for interconnection calls
	Security solution is outside the scope of this technical report

	Key issue 1.11: Bearer control for interconnection calls
	Solutions are outside the scope of this technical report

	Key issue 1.12: Group membership
	May be satisfied by existing stage 3 mechanisms used to access configuration management databases, in conjunction with access control policies.

	Key issue 2.2:
Authentication at MC service application layer of MC service users during migration
	Outside the scope of the present document, and may be satisfied by mechanisms in 3GPP TS 33.180 [x]

	Key issue 2.8:
Security for calls whilst migrated
	Security solution is outside the scope of this technical report

	Key issue 2.9:
Migration during link failure conditions
	There are no stage 1 requirements for this, and therefore this is outside the scope of this technical report


7.4
Key issues with security implications
The following key issues have security considerations that will need review and possible solutions by SA3:
-
Key issue 1.1:
MC system authorization to support interconnection calls
-
Key issue 1.9: 
Security for interconnection calls 
-
Key issue 1.11:
Bearer control for interconnection calls
-
Key issue 2.2:
Authentication at MC service application layer of MC service users during migration 
-
Key issue 2.8:
Security for calls whilst migrated
-
Key issue 2.10:
Media routing during migration for logging and lawful interception
NOTE:
Solutions with security implications are noted in the 'Impact on other entities and working groups' column in Table 7.2 in subclause 7.2.
