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1. Background

TR 23.722 (v0.1.1) figure 7.1.1.2-1 shows the architectural model for the common API framework to support 3rd party applications to access the service APIs.
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Figure 7.1.1.2-1: High level architecture for common API framework
The common API framework consists of a API provider and common API framework functions. The common API framework functions (e.g. application registration, service API discovery, authentication, authorization) support the applications to access the service APIs. The API provider is the provider of the service APIs towards the applications and supports framework control functions (e.g. monitoring, logging) for the service APIs. 

The application connects to the common API framework via A1 and A2. The common API framework is hosted within the PLMN operator network. The application is typically provided by a 3rd party application provider who has some PLMN service agreement with PLMN operator. The application may reside within the same trust domain as the PLMN operator network.

The reference point A1 supports the functions for the application to register, discover service APIs and authorize the access to the service APIs. The reference point A2 supports the functions for the applications to access the service APIs along with framework control functions. The reference point A3 provides the interaction between common API framework functions and the API provider (e.g. service API publish).
2. Common API framework hosted models

We understand there can be 3 distinct models under which the common API framework can be hosted or realized, as shown in this clause at a high-level.
2.1 Network provider hosted common API framework
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All the elements of the common API framework along with the service APIs are hosted by the network provider, while the application consuming service APIs may or may not reside within the network provider domain.

2.2 3rd party service provider hosted common API framework
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All the elements of the common API framework along with the service APIs are hosted in the 3rd party service provider domain. However, the network capabilities are still provided by the network provider. The application in this case resides either the 3rd party service provider domain or outside the 3rd party service provider domain.
2.3 Network provider-assisted common API framework for 3rd party service provider
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In this model, the common API framework is hosted in the network provider domain similar to the network provider hosted framework model, with the ability for 3rd party service providers to integrate their service capabilities with the common API framework in the network provider domain.

OBSERVATION#1: Common API framework can be hosted by the network provider, 3rd party service provider or network provider-assisted framework for 3rd party service provider. All three models are valid and should be considered in common API framework architecture development.
3. Open issues
3.1 Interactions over A3 interface

Although the high-level architecture has been defined, the aspects pertaining to what constitutes “framework control functions” and “common API framework functions”, and how the interactions (A3 reference point) between them are realized is not specified.
OBSERVATION#2: Interactions between “framework control functions” and “common API framework functions” needs to be explained in the TR 23.722.
3.2 API provider interactions with the common API framework

The API provider is the provider of the service APIs towards the applications. API provider needs to interact with the common API framework for configuration and the common API framework is responsible for access control policy enforcement. How the API provider interacts with the common API framework is not specified.

OBSERVATION#3: Facilitating API provider interactions with the common API framework and service APIs is required to be further specified in TR 23.722.
3.3 Common API framework applicability beyond SCEF

The applicability of the common API framework to functions beyond SCEF i.e. services (e.g. MCPTT server) that reside outside the PLMN operator domain is an important consideration and needs to be addressed.
OBSERVATION#4: Common API framework for 3GPP northbound APIs beyond SCEF exposed functions may reside outside PLMN operator domain. This aspect needs further study and consideration in TR 23.722.
4. Proposed architecture updates to address open issues

In this clause, the 3 models are explained in further detail with architecture updates, including the interactions between the Application, framework functions, Service APIs, and the API provider.
4.1 Architecture for network provider hosted common API framework
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Common API framework functions (CAFF) enables the applications to access the service APIs through common functions such as application registration, service API discovery, authentication, authorization, and the API provider to manage and access API information via an API Management Entity (AME). CAFF stores various data related to Service APIs e.g. access control list, authentication credentials, API log events for the configured duration, configured policies, Application profile information, lifecycle management reports, monitoring events, charging information, Application authentication status, API registry.

Framework control client (FCC) supports the Service APIs to interact with CAFF and also in some cases to receive Service API related management commands from the API Management Entity. 
API Management Entity (AME) allows the API provider to read and write API management information into CAFF and also allows the API provider to provide management commands to Service APIs via FCC.

A3 interface allows the service APIs to interact with the CAFF via the FCC. A3 interface supports the following functions:

1. publish Service API information to the API registry in order for the Service APIs to be discoverable by the applications,

2. verify Application authentication at the time of Service API invocation,

3. receive authorization from CAFF to access Service API,

4. inform CAFF about API lifecycle management e.g. start or stop of a Service API,

5. report CAFF about API events e.g. fault of a Service API or location change of the Application invoking Service API, 

6. report CAFF about API monitoring events e.g. load, resource usage,

7. log Service API invocation events to CAFF e.g. invoker ID, IP address, service API name, version, input parameters, invocation result, time stamp, 

8. to report CAFF the charging records generated from the Service API invocation, and 

9. to enforce API provider configured policies on the Service APIs.
A4 interface allows Service APIs to utilize FCC as an agent to interact with CAFF. A4 interface supports necessary interactions as described for A3 interface and additionally the following functions:

1. receive and enforce API lifecycle management instructions from AME e.g. start or stop of a Service API, and 
2. enables de-coupling of Service APIs that do not require framework functions i.e. A4 reference point may be optional when certain Service APIs do not require framework functions for exposing their functionality to the applications.
A5 interface allows API provider to interact with CAFF for API management functions. A5 interface supports the following functions:

1.enable the API provider to configure policies e.g. API invocation throttling, blocking API invocation for certain duration, whether API invocation is allowed while roaming. Policies can be defined to be enforced per API application or across applications,
2. configure access control list of Service APIs per Application,
3. access Service API invocation event logs and configure the log storage period,
4. for CAFF to request grant of new Application registration and confirm registration successful,
5. allow API provider to update Application profile information stored in a database,
6. allow API provider to govern the lifecycle status of Service APIs e.g. pilot or live, trace and access API versioning, control visibility of Service API (start or stop of Service API), and
7. allow API provider to notify Service API events e.g. fault of a Service API or location change of the Application invoking Service API, load, resource usage, charging records.
A6 interface allows the API provider to interact with Service API via FCC. A6 interface supports the following functions: 

1. enforce API lifecycle management instructions from AME e.g. start or stop of a Service API.
4.2 Architecture for 3rd party service provider hosted common API framework
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Common API framework components are hosted in the 3rd party service provider domain i.e., the framework components are duplicated in both Network provider domain and Service provider domain for enabling access to Service APIs exposed by respective domains. The functionality of the framework components and the interfaces are similar to network provider hosted common API framework, however the functionality is with respect to Service APIs exposed by the 3rd party service provider. In some deployments, to avoid duplication or based on the implementation needs, it may be possible for the framework components to only exist in the service provider domain. In such a model, the service APIs are only exposed by the service provider and the network provider’s role may be limited to only providing the network capabilities.
4.3 Architecture for network provider-assisted common API framework for 3rd party service provider
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In network provider-assisted framework components for the 3rd party service provider the model framework components in the Network provider domain is utilized by the 3rd party service provider for enabling access to Service APIs exposed by 3rd party service provider domain. The functionality of the framework components and the interfaces A3 and A4 are similar to those of network provider hosted common API framework, however the functionality supported on A3 and A4 may be enhanced to support requirements that are necessary  for Service APIs exposed by the 3rd party service provider. 

CAFF maintains logical separation between API data storage for Service APIs between the Services API exposed by the Network provider domain and the 3rd party service provider domain. Also the access to the storage is restricted to the respective domains. Such separation will enable API management entities in both network provider domain and service provider domain to be in control of their framework functions and the associated data.

The functionality of interfaces B5 and B6 are similar to interfaces A5 and A6 respectively in a network provider hosted common API framework, however the functionality over B5 and B6 is with respect to Service APIs exposed by the 3rd party service provider.
4.
Proposal

Based the observations from this discussion paper, it is proposed that the architecture for common API framework is updated (in TR 23.722) considering the following aspects:

1. Common API framework hosted models in clause 2; 

2. Open issues identified in clause 3; and,
a. Interactions over A3 interface
b. API provider interactions with the common API framework
c. Common API framework applicability beyond SCEF
3. Detailed architecture updates for each of the hosted models in clause 4.
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