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1. Introduction
This contribution is proposed to update section 5.5.1.1.

2. Reason for Change
The description is pieced together from separate contributions.  It makes P25 and TETRA look more different than they really are.  The proposed rework combines common elements making it a bit simpler for downstream groups.
3. Conclusions and proposal

It is proposed to agree to the following changes to 3GPP TR 23.782 v0.5.0.
* * * First Change * * * *
5.5.1
Key issue #5-1: End-to-end payload encryption

5.5.1.1
Description

In P25 and TETRA, the encryption process requires the transmission of an Algorithm ID representing the encryption scheme, a Key ID, and an initialization vector at the start of the call. The algorithm and key identities are also periodically transmitted with the voice payload. Cryptographic synchronization and resynchronization are accommodated via a synchronization vector (crypto-synch) which updates as the call proceeds and is also periodically transmitted with the voice payload.  Having learned the algorithm, key, and current crypto-synch once for a transmission, and having not lost any subsequent voice frames, a receiving entity can decrypt the entirety of the transmission.

In a macro system comprising only MCPTT and P25 services, E2EE requires that the MCPTT client employ an agreed P25 Phase 1 or 2 vocoder, use a P25 compliant encryption scheme, and have a means to identify the key, and include resynchronization information sufficient to allow for decryption for P25 units entering and late entering the transmission.  The same is true for a macro system comprising only MCPTT and TETRA using a TETRA vocoder and encryption scheme.
In a macro system comprising MCPTT, P25 or TETRA, and some other legacy LMR system, E2EE calling is not possible for all call legs.


For TETRA, selection of the ACELP vocoder and management of the frame stealing process to transmit encryption synchronization in-band is required.

E2EE at the application level renders voice transcoding impossible, as there is no way for the transcoding entity to perfom codec translation on encrypted media without access to the encryption keys.
Based on operator policy, transcoding and transencryption are acceptable in some circumstances.
Neither P25 nor TETRA air interface encryption need to be supported or accommodated in MCPTT.

Support for E2EE will continue to be a high priority requirement for most customers throughout all stages of the transition from LMR to MCPTT interworking.

Gaps:

1.


Means for transmitting the P25 or TETRA encryption synchronization vector, including the Key ID and the Algorithm ID within the MCPTT system.

2.
Means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a P25 or TETRA to MCPTT interworked system.

3.
Support for the TETRA vocoder in MCPTT to allow end-to-end security.

4.
Support for the P25 vocoders in MCPTT to allow end-to-end security.

5.
Definition of suitable policy options and means to provide for suitable security in mixed macro-systems.

Editor's note:
Need to consult SA3 on these aspects at some point.

Editor's note: E2EE has implications with legal interception requirements.

