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Various editorial corrections are proposed for TR 23.722 v0.1.1. Also, a couple of references need to be clarified in Annex A.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications".

[3]
3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".
[XX]
IETF RFC 6749 (October 2012): "The OAuth 2.0 Authorization Framework".
* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

API
Application Program Interface

BM-SC
Broadcast Multicast Service Centre

CAPIF
Common API Framework
DDOS
Distributed Denial of Service
HTTP
Hyper Text Transfer Protocol

IETF
Internet Engineering Task Force
IoT
Internet of Things

JSON
JavaScript Object Notation
MBMS
Multimedia Broadcast and Multicast Service
MMS
Multimedia Messaging Service
NGSI
Next Generation Service Interfaces
OMA
Open Mobile Alliance

REST
REpresentational State Transfer
SCEF
Service Capability Exposure Function

SMS
Short Message Service

SOAP
Simple Object Access Protocol
URL
Uniform Resource Locator
WSDL
Web Services Description Language
XML
eXtensible Markup Language
* * * Next Change * * * *

5.2
Topology hiding of the service 

5.2.1
Key issue description

The applications may access the service APIs in two scenarios:

a)
Inside the same trust domain as the service API; and

b)
Outside the trust domain of the service API.

Scenario (a) may not require any topology hiding of the service from the application. Scenario (b) requires that the service topology is hidden from the application accessing the service APIs outside the trust domain of the service API to avoid any network security issue. Further study is required on the mechanism to hide topology of the service from the applications accessing the service API outside the trust domain of the service API.
* * * Next Change * * * *

6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for application accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The API framework shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The API framework shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The API framework shall provide mechanisms to authorize applications to access the service APIs.

* * * Next Change * * * *

6.6
Monitoring service API invocation requirements
6.6.1
General
The monitoring function shall be included into common API framework. It enables API provider to monitor service API invocations in near real-time, to determine cirtical aspects such as system load, API usage information, uncover potential overload and attacks (e.g. DDOS) conditions.
* * * Next Change * * * *

Annex A:
OMA API Program

A.1
General

The OMA API program has inventory of APIs (http://www.openmobilealliance.org/wp/API_Inventory.html) which provides standardized interfaces to the service infrastructure residing within communication networks and on devices. Focused primarily between the service access layer and generic network capabilities, OMA API specifications allow operators and other service providers to expose device capabilities and network resources in an open and programmable way to any developer community independent of the development platform. By deploying OMA APIs, fundamental capabilities such as SMS, MMS, location services, payment and other core network assets are now exposed in a standardized way. OMA Service Exposure Framework is depicted in figure A.1-1.
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Figure A.1-1: OMA Service Exposure Framework

OMA API landscape spreads across various dimensions:

-
Abstract APIs: Focus on functional aspects and protocol independent aspects i.e., does not include a specific protocol binding for its operations;
-
API binding technologies: SOAP/WSDL web services, HTTP protocol binding using REST architectural style;
-
Network API: exposed by a resource residing in the network; and
-
Device API: exposed by a resource residing/running on a device.
* * * Next Change * * * *

A.2
OMA API Architecture

OMA API architecture for Abstract APIs and HTTP/SOAP APIs.

A.2.1
OMA Next Generation Service Interfaces (NGSI) for Abstract APIs
The reference architecture of Abstract APIs or NGSI is shown in figure A.2-1:
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Figure A.2-1: NGSI Architectural Diagram

Although the scope of NGSI is standardization of functional interfaces and framework aspects, the excerpts below give more emphasis on those related to framework aspects.
A.2.1.1
Service Registration and Discovery

The Service Registration and Discovery component supports NGSI interface messages for the following functions:

-
Registration of Services; and
-
Search for Services.

This component exposes the NGSI-11 and NGSI-12 interfaces. The NGSI-11 interface supports Registration of Services. The NGSI-12 interface supports Search for Services.

A.2.1.2
Identity Control

The Identity Control component supports NGSI interface messages for the following functions:

-
Management of the Identity including Identifiers; and
-
Control of the Federation of the Identity.

This component exposes the NGSI-13 and NGSI-14 interfaces.

A.2.1.3
Data Configuration and Management 

The Data Configuration and Management component supports NGSI interface messages for the following functions:
-
Management (i.e. create, read, update, delete) of data stored in a document;
-
Subscription management of notifications regarding data change in the content of a document; and
-
Notifications of data change in the content of a document.
The data supported can be of the type of XML or non-XML data. This component exposes the NGSI-1, NGSI-2 and NGSI-3 interfaces.

A.2.2
OMA RESTful APIs

A.2.2.1
Authorization Framework for Network APIs 

The Authorization Framework for Network APIs enables a Resource Owner owning network resources exposed by Network APIs and RESTful APIs in particular, to authorize third-party Applications (desktop, mobile and web Applications) to access these resources via that API on the Resource Owner's behalf. 

OMA RESTful Network APIs may be complemented with a common delegated authorization framework based on the OAuth 2.0 Authorization Framework as specified in IETF RFC 6749 [XX], for access of third party Applications via those APIs.

A.2.2.2
RESTful Network API for Capability Discovery

The RESTful Network API for Capability Discovery contains HTTP protocol bindings for Capability Discovery, using the REST architectural style. The specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data structures, as well as support material including flow diagrams and examples using the various supported message body formats (i.e. XML and JSON).
* * * Next Change * * * *

A.3
API consistency within OMA APIs

OMA has developed following specifications in order to ensure consistency across all the APIs that are developed:
-
Common Definitions and Specifications for RESTful Network APIs: To ensure consistency for developers using the various RESTful Network APIs specified in OMA, this "Common" technical specification aims to contain all items that are common across all HTTP protocol bindings using REST architectural style for the various individual interface definitions, such as naming conventions, content type negotiation, representation formats and serialization, and fault definitions. It also provides a repository for common data types.

-
Common specifications for RESTful Network APIs include use of REST guidelines, handling of unsupported formats, API authoring style, resource creation, encoding in HTTP requests/responses;
-
Data items include addressing, common data types; and
-
Error handling.
-
Whitepaper on Guidelines for RESTful Network APIs: This whitepaper is intended to provide the guidelines and best priorities for defining RESTful Network APIs in OMA.

-
Generic principles for defining RESTful Network APIs include:

-
Services should be defined in terms of resources that are addressable as URLs.

-
Use of nouns in URLs is recommended over the use of verbs.
-
Mapping of HTTP i.e., verbs POST, GET, PUT, DELETE for CRUD (Create, Read, Update, Delete) operations.
-
Use standard HTTP Status codes in responses for both successful and failed operations.
-
It is recommended to specify API versioning by inserting the API version in the resource URL path.
-
The API specifications should include examples.
-
APIs should support ability to add extra data elements in the request/reply body and extra query parameters in the URL to enhance usability.
-
If a message contains sensitive data, such as passwords, account numbers, and card numbers (as in account management and payment APIs), security consideration to protect these information is required.

-
API Documentation:

-
Each RESTful Network API should be specified in a resource-oriented manner and the resources used by the API should be defined and explained. Use cases and sequence diagrams should be provided.

-
RESTful Network API data types and enumeration types must be specified with an associated detailed description including optionality. This will enable a developer to understand how to use the parameter.

-
Error handling, examples, common data formats, backward and forward compatibility.
* * * End of Changes * * * *
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