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1. Introduction
This paper provides description for the solution for service API routing
2. Reason for Change
There are security related architectural requirements which are captured in 23.722 which requires API framework to hide the topology of the service from the applications.
	6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for application accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The API framework shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain.
[AR-6.3.2-b] The API framework shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The API framework shall provide mechanisms to authorize applications to access the service APIs.


The application is provided with the location details of the entry point of the API framework where the application can send and receive communication from service APIs. The actual address of service is hidden from the application. Hence, API framework should be able to route the incoming service API request to the appropriate service API. 

The following proposal provides the solution for handling the service API communications.
3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

7.x
Solution #x: Service API routing
7.x.1
Solution description

The solution corresponds to the key issues and requirements related to topology hiding of the service. The solution describes the mechanism of service API request and respose routing when the actual address of the service is hidden from the application.

7.x.1.1
Architecture

Figure 7.x.1.1-1 illustrates the architecture for service API routing.


[image: image1.emf]Application

Service APIs

API server

Service API routing 

function

A1

A2

CAPIF functions


Figure 7.x.1.1-1: Architecture for service API routing

For service API routing, the application connects to the service API routing function via reference point A1 which is the published entry point provided to the application to communicate with the service API. The service API routing function resolves the actual address of the service APIs of the API server via reference point A2. The service API routing function provides the mechanisms to resolve the actual address of the service API for the incoming message to service API from the application and forwards the incoming message to service API to the actual address of the service API.

7.x.1.2
Procedure

Figure 7.x.1.2-1 illustrates the procedure for service API routing.

Pre-conditions:

1.
The application has performed the service discovery and received the details of the service API which includes the service API entry point information (address of the service API routing function).

2.
The application is authenticated and authorized to use the service API.

3.
The service API routing function is configured with the actual destination address of the service API and is configured with a policy for topology hiding for the service API.


[image: image2.emf]Application

Service API routing function

(CAPIF functions)

Service API

(API server)

1. Message to service API

3. Forward message to service API

4. Message from service API

2. Resolve destination 

service API address

5. Resolve destination 

application address

6. Forward message from service API


Figure 7.x.1.2-1: Procedure for service API routing

1.
The application sends a message to service API according to the interface of the service API towards the service API routing function of the CAPIF functions.

2.
Upon receiving the incoming message from the application to the service API, the service API routing function resolves the actual destination service API address information of the incoming message. The service API routing function may store the details to the incoming message to service API before forwarding the message to the actual destination address of the service API.
3.
The service API routing function forwards the application message to the service API(s).

4.
The service API routing function receives a message from service API (e.g. response to the message to service API).

5.
The service API routing function resolves the destination application address and also modifies the source address information of the service API within the message as per topology hiding policy before forwarding the message to actual destination address of the application.
6.
The service API routing function forwards the message from service API to the application.
7.x.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

* * * End Change * * * *
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