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1. Overall Description:

SA6 would like to inform SA3 of security related key issues identified in latest version for draft TR 23.782 (http://www.3gpp.org/ftp//Specs/archive/23_series/23.782/). Specifically, key issues pertaining to security are:
5.5.1
Key issue #5-1 - End to end payload encryption

5.5.2
Key issue #5-2 - Key agreement

5.5.3
Key issue #5-3 - Unencrypted transmissions within an encrypted call

5.5.4
Key issue #5-4 - Key management



It is expected that TR 23.782 will be complete by SA #76 in June 2017, at which time normative work is expected to begin.
2. Actions:

To: 3GPP TSG SA WG3
ACTION: 
SA6 kindly asks SA3 to take the above into consideration in their work. 
3. Date of Next SA6 Meetings:

SA6 Meeting #17 8th– 12th May 2017
Prague, CZ
SA6 Meeting #18 17th– 21st July 2017
Malmö, SE


