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1. Introduction
This pCR proposes text for OMA API framework gap analysis and also to capture OMA API summary into Annex of TR 23.722.
2. Reason for Change
One of the objectives in the SA#75 plenary meeting approved work item description [SP-170279] is “to investigate existing API frameworks outside 3GPP e.g. OMA Net APIs, ETSI MEC, identifying any gaps, for potential re-use and harmonization of API development efforts across SDOs”. Another objective is to “identify common northbound API development guidelines and associated architecture requirements to enable consistency across multiple APIs on stage 2 level e.g. definitions, documentation”. 

The TR needs to be completed with description for the above 2 objectives.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 V0.0.0.
* * * First Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

API
Application Program Interface

BM-SC

Broadcast Multicast Service Centre

CAPIF
Common API Framework

HTTP

Hyper Text Transfer Protocol

IETF
Internet Engineering Task Force
IoT
Internet of Things
JSON
JavaScript Object Notation
MBMS

Multimedia Broadcast and Multicast Service
MMS
Multimedia Messaging Service
NGSI
Next Generation Service Interfaces 

OMA
Open Mobile Alliance

REST
REpresentational State Transfer
SCEF
Service Capability Exposure Function
SMS
Short Message Service

SOAP
Simple Object Access Protocol
XML
Extensible Markup Language
* * * Next Change * * * *

4
Gap Analysis
4.1
<existing API framework>
Editor’s Note:
Add proper title describing the existing API framework.

4.1.1
Description

Editor’s Note:
This clause will describe the API framework.

4.1.2
Gaps

Editor’s Note:
This clause will investigate existing API frameworks and identify potential gaps.

4.x
OMA API framework
4.x.1
Description

Editor’s Note:
This clause will describe the API framework.

4.x.2
Gaps

Editor’s Note:
This clause will investigate existing API frameworks and identify potential gaps.

OMA worked on high-level gap analysis identifying the required enhancements to existing OMA Network APIs and the new network APIs needed to support the IoT networks. Table 5.x.2-1 lists the gaps identified in the analysis by OMA that may be applicable to 3GPP common API framework.
Table 5.x.2-1: OMA gap analysis
	Functionality
	OMA Support? (Available/Partial/Gap)
	SCEF APIs (Net API)
	SCEF API 23.682 (e20) section

	Authentication for attaching SCS/AS
	Partial
	OMA-ER-Autho4 covers much of this
	4.2, 4.4.8

	Identification of the API consumer
	Partial
	OMA-ER-Autho4 covers much of this
	4.4.8

	Profile Management
	Partial
	OMA-ER-Autho4 covers much of this
	4.4.8

	ACL management
	Partial
	OMA-ER-Autho4 covers much of this
	4.4.8

	Policy Enforcement
	
	
	4.4.8

	Infrastructure policy / network protection
	Gap (not clearly defined functionality)
	
	4.4.8

	Business policy e.g number portability
	Gap (not clearly defined functionality)
	
	4.4.8

	Application Layer Policy e.g. throttling
	Gap (not clearly defined functionality)
	
	4.4.8

	Assurance
	
	
	4.4.8

	Integration with O&M Platforms
	Gap (not clearly defined functionality)
	
	4.4.8

	Usage of APIs
	Gap (not clearly defined functionality)
	
	4.4.8

	Accounting for inter-operator settlements
	Gap (not clearly defined functionality)
	
	4.4.8


Editor's note: It is FFS to determine which gaps in the table above are required for 3GPP common API framework.
* * * Next Change * * * *

Annex B:
OMA API Program

B.1
General

The OMA API program has inventory of APIs [6] which provides standardized interfaces to the service infrastructure residing within communication networks and on devices. Focused primarily between the service access layer and generic network capabilities, OMA API specifications allow operators and other service providers to expose device capabilities and network resources in an open and programmable way to any developer community independent of the development platform. By deploying OMA APIs, fundamental capabilities such as SMS, MMS, Location Services, Payment and other core network assets are now exposed in a standardized way. 
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Figure B.1.1: OMA Service Exposure Framework
OMA API landscape spreads across various dimensions:

-
Abstract APIs: Focus on functional aspects and Protocol independent i.e., does not include a specific protocol binding for its operations

-
API Binding Technologies: SOAP/WSDL web services, HTTP protocol binding using REST architectural style

-
Network API: exposed by a resource residing in the Network

-
Device API: exposed by a resource residing/running on a Device

B.2
OMA API Architecture

OMA API architecture for Abstract APIs and HTTP/SOAP APIs.

B.2.1
OMA Next Generation Service Interfaces (NGSI) for Abstract APIs
The reference architecture of Abstract APIs or NGSI [7] is shown below:
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Figure B.2.1: NGSI Architectural Diagram
Although the scope of NGSI is standardization of functional interfaces and framework aspects, the excerpts below give more emphasis those related to framework aspects. 

B.2.1.1 Service Registration and Discovery

The Service Registration and Discovery component supports NGSI interface messages for the following functions:

-
Registration of Services

-
Search for Services.

This component exposes the NGSI-11 and NGSI-12 interfaces. The NGSI-11 interface supports Registration of Services. The NGSI-12 interface supports Search for Services.

B.2.1.2 Identity Control

The Identity Control component supports NGSI interface messages for the following functions:

-
Management of the Identity including Identifiers

-
Control of the Federation of the Identity.

This component exposes the NGSI-13 and NGSI-14 interfaces.

B.2.1.3 Data Configuration and Management 

The Data Configuration and Management component supports NGSI interface messages for the following functions: 

-
Management (i.e. create, read, update, delete) of data stored in a document 

-
Subscription management of notifications regarding data change in the content of a document

-
Notifications of data change in the content of a document. 

The data supported can be of the type of XML or non-XML data. This component exposes the NGSI-1, NGSI-2 and NGSI-3 interfaces.

B.2.2
OMA RESTful APIs
B.2.2.1 Authorization Framework for Network APIs 

The Authorization Framework for Network APIs enables a Resource Owner owning network resources exposed by Network APIs and RESTful APIs in particular, to authorize third-party Applications (desktop, mobile and web Applications) to access these resources via that API on the Resource Owner’s behalf. 

OMA RESTful Network APIs may be complemented with a common delegated authorization framework based on IETF OAuth 2.0, for access of third party Applications via those APIs.

B.2.2.2 RESTful Network API for Capability Discovery
The RESTful Network API for Capability Discovery contains HTTP protocol bindings for Capability Discovery, using the REST architectural style. The specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data structures, as well as support material including flow diagrams and examples using the various supported message body formats (i.e. XML and JSON). 

B.3
API consistency within OMA APIs
OMA has developed following specifications in order to ensure consistency across all the APIs that are developed. 

-
Common Definitions and Specifications for RESTful Network APIs: To ensure consistency for developers using the various RESTful Network APIs specified in OMA, this “Common” technical specification aims to contain all items that are common across all HTTP protocol bindings using REST architectural style for the various individual interface definitions, such as naming conventions, content type negotiation, representation formats and serialization, and fault definitions. It also provides a repository for common data types.

-
Common specifications for RESTful Network APIs include use of REST guidelines, handling of unsupported formats, API authoring style, resource creation, encoding in HTTP requests/responses

-
Data items include addressing, common data types, 

-
Error handling

-
Whitepaper on Guidelines for RESTful Network APIs: This whitepaper is intended to provide the guidelines and best priorities for defining RESTful Network APIs in OMA.
-
Generic principles for defining RESTful Network APIs include:

· Services should be defined in terms of resources that are addressable as URLs.

· Use of nouns in URLs is recommended over the use of verbs

· Mapping of HTTP i.e., verbs POST, GET, PUT, DELETE for CRUD (Create, Read, Update, Delete) operations

· Use standard HTTP Status codes in responses for both successful and failed operations

· It is recommended to specify API versioning by inserting the API version in the resource URL path

· The API specifications should include examples

· APIs should support ability to add extra data elements in the request/reply body and extra query parameters in the URL to enhance usability

· If a message contains sensitive data, such as passwords, account numbers, and card numbers (as in account management and payment APIs), security consideration to protect these information is required.
-
API Documentation:

· Each RESTful Network API should be specified in a resource-oriented manner and the resources used by the API should be defined and explained. Use cases and sequence diagrams should be provided.

· RESTful Network API data types and enumeration types must be specified with an associated detailed description including optionality. This will enable a developer to understand how to use the parameter.
-
Error handling, examples, common data formats, backward and forward compatibility

* * * Next Change * * * *

<Proposed change in revision marks>

OMA APIs provide an abstracted view of network capabilities
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e.g., 3GPP network





OMA service enablers, 3GPP network capabilities via native interfaces








