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1. Introduction
This paper provides description for the key issue on logging and auditing service API invocations
2. Reason for Change
The service APIs shall be exposed to many 3rd-parties with different techinical and management level. Thus, the API gateway shall provide log function for logging the invocation events as well as invocation results of each 3rd-party API invocation.
And also, the API getway shall provide andition function that enables the opereator to retrieve and check the API invocationevents accroding to the invocation log for security, privacy and custom care propose.
3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

A
Key issues

A.1
Logging service API invocations
A.1.1
Key issue description

For each API invocation, the invocation event shall be logged and stored by the service API provider. The invocation log information shall at least includes: invoker’s ID, API name, input parameters, result retured, time stamp etc.
The invocation log shall be permanent stored for a time period accroding to each operator’s policy.
A.2
Auditing service API invocations

A.2.1
Key issue description

The auditing function shall allow an opereator  to identify a certain API invocation event by using the service API invocation log, for the propuse of security, privacy and/or custom care.
The auding function shall provide user-friedly user interaction interface for auditing opeartion.
* * * End Change * * * *

