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1. Introduction
This paper provides description for the general concept for the northbound API framework.
2. Concept of the API framework
2.1 General

API means Application Programming Interface. It consists of a set of methods, protocols and tools to allow one application to interact with another application with an aim of satisfying a business logic.

This means one application provides a specific "service", which another application consumes.

So APIs are generally provided by a “Provider” function and used by a “Consumer” function.

There are several principles and frameworks which enable the interaction between the Provider and Consumer functions. E.g. Client-Server architecture, Web services architecture, Service oriented architecture, etc.

2.2. Service oriented architecture (SOA)
SOA is a design paradigm which provides business agility and adaptability to allow discovery and availability of services in an extensible model. SOA allows loose coupling between consumers and providers. The SOA model is illustrated as shown in the figure below:
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The service provider publishes the service APIs to a service broker. The service consumer discovers or finds the service APIs of its interest which provides detailed information about the service and where and how it can be accessed. The consumer uses the APIs in its business logic and as part of the business logic execution, the interaction with the service provider is via the APIs.
SOA paradigm is used in several application including telecom. SOA is usually implemented using Enterprise Service Bus (ESB). ESB is the architecture for SOA.

OBSERVATION#1: For achieving business agility and adaptability, loose coupling between consumer and provider is a good design practise by following SOA principles including publish, discovery and communication of service APIs.

2.3. 3GPP approach of exposure of services and capabilities
3GPP provides for SCEF as the function for exposing northbound APIs to third party applications as specified in 3GPP TS 23.682.
As shown in the figure below, T8 is the northbound interface between SCEF and SCS/AS.
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Currently, the functionality of T8 is defined as follows:
	4.3.3.12
T8 Reference Point Requirements

The T8 reference points shall fulfil the following requirements:

-
connect one or more SCEF to one or more SCS/AS;

-
use API-based communication model;

NOTE:
The details of API aspects are left to Stage 3.


The APIs depicted in the figure above correspond to the service APIs that a 3GPP system exposes to the application layer. The SCEF functionalities are defined as follows:

	4.4.8
Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed services and capabilities. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network APIs) defined over T8 interface. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols.
Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported.

The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. The functionality of the SCEF may include the following:

-
Authentication and Authorization:

-
Identification of the API consumer,

-
Profile management,

-
ACL (access control list) management.
NOTE 1:
The details of security aspects of T8 interface are outside the scope of this specification.

-
Ability for the external entities to discover the exposed service capabilities
-
Policy enforcement:
-
Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a service node such as SMS-SC is not overloaded.

-
Business Policy: policies related to the specific functionalities exposed. An example may be number portability, service routing, subscriber consent etc.

-
Application Layer Policy: policies that are primarily focused on message payload or throughput provided by an application. An example may be throttling.

-
Assurance:
-
Integration with O&M systems,

-
Assurance process related to usage of APIs.

-
Accounting for inter operator settlements.
NOTE 2:
The details of accounting aspects of T8 interface are outside the scope of this specification.

-
Access: issues related to external interconnection and point of contact
-
Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The following functions are among those that may be supported:

-
Underlying protocol connectivity, routing and traffic control,

-
Mapping specific APIs onto appropriate network interfaces,

-
Protocol translation.

NOTE 3:
Abstraction is applied only in cases where required functionality is not natively provided by 3GPP network
The SCEF shall protect the other PLMN entities (e.g. HSS, MME) from requests exceeding the permission arranged in the SLA with the third-party service provider.
When needed, the SCEF supports mapping between information exchanged with SCS/AS (e.g. geographical identifiers) and information exchanged with internal PLMN functions (e.g. cell-Id / ENB-Id / TAI / MBMS SAI , etc.). This mapping is assumed to be provided by the SCEF based on local configuration data.


The main focus of SCEF over T8 are specified in subclause 4.5 in 3GPP TS 23.682 which does not include the above highlighted functions.

The recently approved SA2 WID (SP-170240) on Northbound APIs for SCEF – SCS/AS Interworking (NAPS) is also not considering to define it.

	Specifying SCEF framework functions (ref: TS 23.682 Clause 4.4.8) except above mentioned and in Clause 8, is considered to be out of scope of this work.


OBSERVATION#2: The above highlighted functions of SCEF are considered as the framework functions which assist applications to gain authorized access to the services.

2.4. Other telecom related SDO approaches on API frameworks
Several SDOs (e.g. OMA, ETSI, oneM2M) have studied API frameworks.
An analysis of ETSI MEC API framework is available in the paper S6-17xxxx.

An analysis of OMA Net APIs is available in the paper S6-17xxxx

These papers and the SCEF framework functions provide a common observation that an API framework constitutes the following:

1. Framework APIs – It can be classified as follows:

a. Service exposure assistance APIs: includes the aspects related to Service API discovery and registration, Control functions for limiting access to Service APIs, Abstraction of Service APIs, etc.
b. Application assistance APIs: Application registration, Application authentication and authorization, Application startup and shutdown, etc.

2. Service API Model – This includes the aspects related to API template and common operational model for the Servcie APIs. All APIs will follow this model to provide the Service APIs.
OBSERVATION#3: The API frameworks analyzed also provide functionalities like the Framework APIs and the Service API model apart from the Service APIs.
CONCLUSION: It is suggested that API framework concept is described in 3GPP with a general conceptual model which includes the perspective of API consumer, API provider, API broker and Service as learnt from the best practices of SOA and other architectures.
4. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

A
Concept of API framework

A.1
Conceptual model

Figure A.1-1 illustrates the conceptual model for API framework.
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Figure A.1-1: Concept of API framework
API is the means by which application can access the service. 

Application or Service provides it capabilities to be exposed for consumption by the applications via the API provider. The service may be an entire system, an application, a service, a module or a component of the system. The service provider owns the service and decides the design and granularity of the APIs for the service. Usually service is referred to as the southbound entity.

API provider acts as an agent on behalf of the service and abstracts the southbound service. API provider exposes the capabilities of the service in the form of APIs. The service provider and the API provider may be the same entity. API provider publish the API information in a standard format to the API registry.

API consumer acts as an agent on behalf of the Application to integrate and communicate with the API as part of its business logic. API consumer is able to discover the API via the API registry.

API registry provides the capabilities to publish and discover APIs. The API information is usually in a standardized format.

* * * End Change * * * *
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