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1.
Background
During the plenary SA#75, a discussion paper (SP-170212) indicated that ETSI ISG MEC already has a mature API  Framework for its own RESTful APIs including Northbound APIs. The API framework is a result of MECs own investigation into industry best practice from a developers point of view. 

ETSI ISG MEC in its Phase 1 (ending March 2017) has developed its own RESTful API Framework in ETSI GS MEC 009, which has been in Stable Draft status since November 2016 and is targeted for TB Approval on 21st April 2017. It is currently in version 0.7.1 but the November 2016 version (0.5.0) is freely available from the Open page of the ETSI MEC area on the ETSI Portal;

The ETSI MEC Framework and Reference Architecture is specified in ETSI GS MEC 003 provides the architecture aspects of the interaction of application with services of the Mobile Edge Platform.

The MEC Application Enablement is specified in ETSI GS MEC 011 which specifies the Mp1 interface.

This contribution provides an analysis of the API framework developed within ETSI MEC.
2.
Mobile Edge Computing Architecture

The reference architecture of ETSI MEC is shown below:
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The MEC services are hosted on the Mobile Edge platform and accessible via APIs through Mp1 interface by the applications.

The mobile edge platform, offers an environment where mobile edge applications can discover, advertise, consume and offer mobile edge services.
Via Mp1 reference point between the mobile edge platform and the applications, the basic functions are enabled, such as:

· mobile edge service assistance:

· authentication and authorization of producing and consuming mobile edge services; 

· a means for service producing mobile edge applications to register towards the mobile edge platform the mobile edge services they provide, and to update the mobile edge platform about changes of the mobile edge service availability;

· a means to notify the changes of the mobile edge service availability  to the relevant mobile edge application;

· discovery of available mobile edge services;

· mobile edge application assistance:

· mobile edge application start-up procedure;

· mobile edge application graceful termination/stop;

· traffic routing:

· traffic rules update, activation and deactivation;

· DNS rules: 

· DNS rules activation and deactivation;

· timing:

· providing access to time of day information;

· transport information:

· providing information about available transports.
OBSERVATION#1: The basic functions are not the key service APIs but the APIs that enable the applications to easily plug and play with the service APIs hosted by the Mobile Edge Computing Platform. An API framework should consist of the basic function APIs to assist applications to access the service APIs.
3.
Design aspects of ETSI MEC APIs
ETSI MEC defines an API framework for Mobile Edge Service APIs. It is based on REST and its implementation based on Richardson Maturity Model. All Mobile Edge service APIs shall implement at least Level 2 of the Richardson Maturity Model. It is mostly a client-server model. Any API designed should be compliant with it.
As part of the API framework, ETSI MEC defines:
a. Entry point of a Mobile Edge service API
b. API security and privacy considerations
c. API template

d. Patterns of the API
3.1
Entry point of a Mobile Edge service API
The important aspects of the API entry point are:

a. Every API needs to have only one entry point. The URL of the entry point needs to be communicated to API clients so that they can find the API.

b. The API description should consist of information like API version, features, resources, etc.

c. API entry point can be manually provided to the API developer or is automatically discovered.

3.2
API security and privacy considerations
Security and privacy considerations to allow proactive protection of the APIs against the known security and privacy issues, e.g. DDOS, frequency attack, unintended or accidental information disclosure, etc. A design for a secure API should consider at least the following aspects:
a. Control the frequency of the API calls (calls/min).

b. Anonymity of the real identities.

c. Authorization of the applications.

OBSERVATION#2: The service APIs require an entry point and security considerations. These aspects can be considered as control aspects for accessing service APIs by the applications and are provided by the platform. An API framework should provide functions for enabling control over the access of service APIs by the applications. 
3.3
API template

The details of the API are specified in an API template. It includes the following structure
1. Sequence Diagrams (informative) – Provides the description of procedures for the API.

2. Data Model (Normative) – Provides the details of different data types like the resource data types, subscription and query criteria data types, notification and query results data types, referenced structured data types, referenced simple data types.

3. API definition (Normative) – Provides the details of the URI definitions and resource structure, description of the resource, methods associated to the resources (e.g., GET, POST, DELETE). 

3.4
Patterns of the API

The patterns are used to model common operations and datatypes in the RESTful MEC APIs. The defined patterns are used consistently throughout the REST-based mobile edge service APIs. The following patterns are recommended:
a. Name syntax
b. Resource identification
c. Resource representations and content format negotiation
d. Resource creation
e. Reading a resource
f. Queries on a resource
g. Updating a resource
h. Deleting a resource
i. Task resources
j. Subscribe/Notify
k. Asynchronous operations
l. Links (HATEOAS)
OBSERVATION#3: The API template and the patterns provide a standardized framework for designing the APIs. It allows for a common operational model of the APIs. An API framework should provide guidance on the API template and the common operational model of the API.
4.
Proposal

It is proposed that SA6 considers the analysis of ETSI MEC API framework presented in this paper towards the development of a suitable 3GPP API framework. It is also proposed that SA6 kindly take into consideration the following aspects for developing the 3GPP API framework:
a. The basic functions specified for Mp1 for application enablement

b. The control aspects for application access to APIs

c. Guidance on API template and operational model of the APIs.
