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1. Introduction
This paper provides description for the key issues and architectural requirements on real-time monitoring of service APIs.
2. Reason for Change
According to the SA6 #16 face-to-face meeting discussions on pCR [S6-170334] and [S6-170408], a revision is expected to address key issue and architectural requirements.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722.
* * * First Change * * * *

5.X
Monitoring service API invocations

5.X.1
General
To monitor the health of service API, capture system load information and prevent potential attacks, service API invocation monitoring functionalities are to be provided by the common API framework.
* * * Next Change * * *
6.X
Monitoring service API invocation requirements
6.X.1
Description

The monitoring function shall be included into common API framework. It ennables API provider to monitor service API invocations in near real-time, to determine cirtical aspects such as system load, API usage information, uncover potential overload and attacks(e.g. DDOS) conditions.

6.X.2
Requirements
[AR-6.x.2-a] The common API framework shall support 
capture service API invocation events and make them available to service API provider in near real-time (second level).
[AR-6.x.2-b] The common API framework shall support analyse system load and resouce usage information, detect overload conditions and existence of threat conditions.
[AR-6.x.2-c] The common API framework shall support allow service API provider to apply monitoring filters based on criteria such as invoker's ID and IP address, service API name and version, input parameters, and invocation result.
* * * End of Change * * *
