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1. Introduction
This paper provides description for the key issue on secure access to service APIs
2. Reason for Change
The access to service APIs should be secure. Unauthorized access to service APIs by application results in revenue loss for the service provider and also results in the denial of service to important applications. The application should be authenticated and authorized to use the service APIs. The application access to such service APIs shall be subjected to authorization verification during service communication or interaction.
3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

5.x
Application authentication to access service APIs 

5.x.1
Key issue description

A service API may have its own mechanism to authenticate the applications. It is difficult to integrate applications to different service APIs if they follow their own authentication mechanisms. Further study is required to provide a common application authentication mechanism to access service APIs.
5.y
Application authorization to access service APIs 

5.y.1
Key issue description

Applications require authorization to access the service APIs. Unauthorized access to service APIs is undesirable from the operator's view. During the service communication, the service verifies the authorization of the application accessing the service API. Further study is required to provide a common authorization mechanisms to access service APIs.
* * * Next Change * * * *

6.X
Security requirements
6.X.1
Description

The following requirements describe the security related requirements for application accessing the service APIs.
6.X.2
Requirements

[AR-6.x.2-a] The API framework shall provide mechanisms to authenticate applications to access the service APIs.
[AR-6.x.2-b] The API framework shall provide mechanisms to authorize applications to access the service APIs.
[AR-6.x.2-c] The API framework shall provide mechanisms to allow service APIs to request for authorization of applications which are trying to gain access to service APIs.
* * * End Change * * * *

