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1. Introduction
This pCR provides proposals to resolve editor's notes in TR 23.781.
Subclauses 5.1.1.2, 5.1.9.2, 5.1.11.2, 5.2.2.2, 5.2.8.2 and 5.2.9.2 all list aspects of the solution under the remit of SA3. It is proposed to replace these editor's notes with explicit formal notes stating that the security aspects are outside the scope of the present document.

Subclause 5.1.2.2 contains a holding EN concerning addresses as MCVideo and MCData stage 2 work was not complete; this can be deleted as the address structure for MCVideo and MCData is the same as that for MCPTT.

Subclause 6.1.1 contains a holding EN relating to the location configuration data specifications; this can also be deleted as the stage 2 work for Release 14 is complete; references are proposed to provide the necessary information.
2. Reason for Change
To resolve editor's notes within TR 23.781.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.781 v 0.5.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.179: "Mission Critical Push to Talk (MCPTT) over LTE; Stage 1".
[3]
3GPP TS 22.280: "Mission Critical Services Common Requirements (MCCore); Stage 1".

[4]
3GPP TS 22.281: "Mission Critical Video services over LTE".

[5]
3GPP TS 22.282: "Mission Critical Data services over LTE".

[6]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".

[7]
3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".

[8]
3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; Protocol specification"

[9]
3GPP TS 33.179: "Security of Mission Critical Push To Talk (MCPTT) over LTE"
[x]
3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2"
[xi]
3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2"
* * * Next Change * * * *
5.1.1.2
Architectural Requirements

The system configuration for an MC system will need to include authorization to allow its served users take part in calls which include users in a second MC system.

Authorization may need to be sufficiently granular to permit separate configuration of authorizations for the separate cases:

-
Users who are receiving service within a primary MC system making private calls, video calls and data transmissions to users that are receiving service from an interconnected partner MC system;

-
Users who are receiving service within a primary MC system joining groups and making group calls, where the groups are home in an interconnected partner MC system;

-
Users who are receiving service from partner MC systems making private calls, video calls and data transmissions to users that are home in this primary MC system;

-
Users who are receiving service from partner MC systems joining groups and making group calls to groups that are home in this primary MC system.

NOTE:
Security mechanisms that enforce authorization for MC service are outside the scope of the present document.

* * * Next Change * * * *

5.1.2.2
Architectural Requirements

The address of the called party needs to include the address of the primary MC system of the called party.

The address of an MC service group needs to include the address of the primary MC system of the MC service group.

These requirements are satisfied by the structure of MCPTT addresses specified in subclause 8.1 of 3GPP TS 23.280 [6].


* * * Next Change * * * *

5.1.9.2
Architectural Requirements

A mechanism is needed for an MC service user receiving service in its primary MC system to obtain key material from the partner MC system in order to take part in end to end encrypted calls with speech, video or data content to individuals and to participate in groups where those groups are hosted in the partner MC system.
NOTE:
Solutions for key management are outside the scope of the present document.

A mechanism is needed to protect MC system to MC system information, including signalling, media and floor control.
NOTE:
Security mechanisms that protect information exchanged between MC systems are outside the scope of the present document.

An MC service client is only able to exchange floor control and SIP signalling with its primary MC service server due to the encryption mechanisms used to protect this signalling. This is consistent with Release 13 stage 3 protocol.

* * * Next Change * * * *

5.1.11.2
Architectural Requirements
If permitted by security policy, two MC service servers providing service within the same group call could share multicast channel and cell information to allow each MC service server to allocate group members to a bearer managed by the other MC service server. 
NOTE:
The requirements for such a security policy and any mechanisms by which it may be implemented are outside the scope of the present document.

* * * Next Change * * * *

5.2.2.2
Architectural Requirements

The migrating user will need a mechanism to obtain a credential from the primary MC system of the user, to present to the partner MC system on migration. 

The partner system will need a mechanism to verify the credential from the primary MC system and use the credential to validate the authenticity of the migrating MC service user.
NOTE:
The mechanisms by which a valid credential is obtained from the primary MC system of the MC user and used to validate the authenticity of that MC user to the partner MC system are outside the scope of the present document.

* * * Next Change * * * *

5.2.8.2
Architectural Requirements

A mechanism is needed for an MC service user receiving service when migrated to a partner MC system to obtain key material from that partner MC system in order to take part in end to end encrypted calls to individual MC service users within that partner system and in MC service groups hosted in the partner MC system.

If the MC service user needs to make calls to MC service users who are present in that MC service user's primary MC system, or to MC service groups hosted in that MC service user's primary MC system whilst that MC service user has migrated to a partner MC system, a mechanism is needed for the MC service user to obtain identity based key material valid for its primary MC system whilst migrated to the partner MC system.
NOTE:
Solutions for key management are outside the scope of the present document.

* * * Next Change * * * *

5.2.9.2
Architectural Requirements

A mechanism is necessary for a migrating MC service user to present a credential to the partner system in order to obtain MC services, without an online verification to the primary MC system of the MC service user being available.
NOTE:
Such a mechanism to permit an offline verification of a credential provided on behalf of the migrating MC service user are outside the scope of the present document.

The partner MC system may require the application of a user profile to the migrating MC service user that is different to the user profile that would be applied in normal migration conditions if it is not possible to verify the credentials of that MC service user in real time.


* * * Next Change * * * *

6.1.1
Description

This solution applies to key issues 1.1, MC system authorization to support interconnection calls, and 2.1, MC authorization for migration.

Service configuration (on-network) for a primary system can contain lists of partner MC systems with which interconnection is permitted, and lists of partner MC systems with which migration is permitted. Configuration needed to enable access to MC partner systems will be listed in [6], and service specific information will be listed in [7], [x] and [xi].

Each entry of a partner MC system will contain a list of configuration information related to that partner MC system.

NOTE 1:
It is expected that the partner MC system will have a similar set of configuration information related to the primary MC system to enable interconnection or migration to take place. If one of a pair of interconnected systems does not have suitable configuration for the other MC system of that pair of systems, interconnection and migration of MC users between these two MC systems will not be possible. 

NOTE 2:
Each system of an interconnected pair of MC systems considers itself the primary MC system with respect to a set of system configuration information relating to the other MC system, and considers the other MC system to be the partner system in this context. 

Editor's note:
It may be necessary to consider mechanisms to align the configuration of pairs of MC systems to allow interconnection and migration to take place.

This information will include:

-
Application identity of that MC system, 

NOTE 3:
The application identity of the MC system is the domain portion of the MC service IDs for whom the system is primary.

-
Addressing information for relevant entities in that MC system, such as IP addresses or URIs and identification of PDN within which the MC system can be reached. The addressing information will be listed for at least the MC service servers and configuration servers which may be involved in interconnection and migration calls.

-
Relevant signalling plane addresses, such as the address for the SIP core via which signalling can be sent to the partner system


-
For interconnection:

-
Whether outgoing MCPTT private calls are permitted to users in that partner MC system.

-
Whether incoming MCPTT private calls are permitted from users in that partner MC system.

-
Whether MCPTT users in this primary MC system are permitted to affiliate and make MCPTT group calls to MCPTT groups defined in that partner MC system.

- 
Whether MCPTT groups defined in this primary MC system will permit affiliation and MCPTT group calls to be made from users in that partner MC system.

- 
Whether outgoing MCVideo calls can be made to users in that partner MC system.

-
Whether incoming MCVideo calls are permitted from users in that partner MC system.

-
Whether MCVideo users in this primary MC system are permitted to affiliate to and make MCVideo calls to MCVideo groups defined in that partner MC system.

- 
Whether MCVideo groups defined in this primary MC system will permit affiliation and MCVideo group calls to be made from users in that partner MC system.

- 
Whether outgoing MCData transactions can be sent to users in that partner MC system.

-
Whether incoming MCData transactions are permitted from users in that partner MC system.

-
For migration:

-
Whether users from that partner MC system are permitted to migrate to this primary MC system

-
Whether users from that partner MC system are permitted to take part in MCPTT private calls within this primary MC system.

-
Whether users from that partner MC system are permitted to affiliate to MCPTT groups and join MCPTT group calls within this primary MC system.

-
Whether users from that partner MC system are permitted to take part in MCVideo calls within this primary MC system.

-
Whether users from that partner MC system are permitted to send or receive MCData transactions within this primary MC system.

* * * End Changes * * * *

