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Abstract: Provides a solution to allow user profile management between primary and partner MC system during migration. 

This solution addresses aspects of key issues 2.1 and 2.7.
The primary MC system of the user needs to authorize the services available to an MC user who migrates. Similarly, a partner MC system to which the user migrates will also want to apply local authorizations to that user, which may override some of the permissions requested by the primary MC system. 
When the MC user migrates, the user must be authorized for service with nominated MC service servers in the partner MC system. These must be pre-configured in the user's profile(s) for migration before migration takes place. 
Following the request for registration, the partner MC system will need to obtain a profile for the MC user from the primary MC system of that user, and may then apply local configuration requirements for that user. These local configuration requirements may be dependent only on the primary MC system of that user (i.e. all users from the same MC system may have the same local rule set applied), or may be more granular for example related to the organisation of which the MC user is a member, provided that the structure of the MC service ID of the user allows the partner MC system to determine the organisation of the MC user.
To achieve this, the partner MC system uses a template which can be applied to the profiles obtained from the primary MC systems of the migrating MC users. The resulting profile, based on the profile received from the primary MC system and the template, is then provided to the MC service servers in the partner MC system, and downloaded to the migrating MC client.
***************************************** Change 1 **************************************************
[bookmark: _Toc448480870][bookmark: _Toc458073723]6.x	Solution #: User profile management for migration
[bookmark: _Toc448480871][bookmark: _Toc458073724]6.x.x	Description
This solution applies to aspects of the following key issues:
-	2.1: MC authorization for migration.
-	2.7: Authorization, configuration and affiliation for MC group calls during migration
The principles of this solution apply to all three services MCPTT, MCVideo and MCData. 
Figure 6.x.x-1 below illustrates the entities involved in the solution:



Figure 6.x.x-1: Entities and reference points for migrated user profile configuration
The reference points shown as MC service-1 and MC service-2 in figure 6.x.x.1-1 represent MCPTT-1, MCVideo-1, MCVideo-2 and MCPTT-2, MCVideo-2 and MCData-2 respectively. The reference point CSC-Z is equivalent to CSC‑4, where CSC-4 used when the MC service client is receiving MC service in its primary MC system, and CSC-Z applies when the MC service client is receiving MC service in a partner MC system.
Editor's note:	Differences between CSC-Z and CSC-4 are FFS.
Editor's note:	Only one of CSCM-x and CSC-Y will be needed for the partner MC system to obtain the MC service user profile, but which will be needed is FFS.
Prior to migration, the primary MC system will be configured with at least one profile for the MC service user to use during migration.
When the MC service user migrates to a partner MC system, the migrating MC service user will first need to authenticate and obtain a suitable credential to authorize access to services in the partner MC system. This authentication process is not described within this solution. Following authentication, for access to MC services, the migrating MC service client is authorized for service with the partner MC service server. 
NOTE 1:	In order to gain access to the partner MC system, the MC service client will be configured with the information needed to gain access to the partner  MC system, such as appropriate PDN, SIP core addressing and credentials for access.  This information is described in more detail in solution xx. The MC service client will need to be configured with the relevant information and credentials for each system to which it may migrate in advance of any migration.
Editor's note:	The authentication and authorization mechanisms needed to allow the MC service client to gain access to the servers in the application plane of the partner MC system are within the remit of SA3.
When the MC service client is authorized for service access, the MC service server needs to retrieve the MC service user profile(s) for that MC service user, and so the MC service server requests the profile(s) from the MC service user database using the identity presented by the MC service client, which may be a temporary identity provided by the authentication process as well as the MC service ID of the client. 
Editor's note:	It is FFS whether the MC service user database can cache a user profile for that migrating MC service user, if the MC service user has previously migrated to that partner MC system. The MC service database could retain a cached profile, and only delete this when it receives an indication that the MC service user is no longer needing service from this MC system, for example following the MC service user becoming authorized for service on either its primary MC system, or another partner MC system. While the MC service user is receiving service or considered to need service within this MC system, the cached profile could be updated as needed by changes in the local template or in the profile received from the primary MC system of the MC user. The process by which the cached user profile is synchronised is FFS.
NOTE 2:	Caching information would enable continued operation on the partner MC system during failure conditions in links between the primary MC system and partner MC system. However the application of this will need to be considered against any potential consequences of synchronisation errors.
The MC service user profile that is provided to the partner MC service server and to the migrating MC service client needs to contain a combination of authorizations from the primary MC system of the MC service user, and the authorizations granted by the partner MC service system. The partner MC system configuration management server will request an MC service user profile for the MC service user from the primary MC system configuration management server. One of the reference points on Figure 1 above shown as CSCM-x or CSCM-y (CSC for Migration x or y) will be required for this. 
Editor's note:	It is FFS whether CSCM-x providing connection between the configuration management server in the partner MC system and the configuration management server in the primary MC system, or whether CSCM-y providing connection from the configuration management server in the partner MC system and the user configuration database in the primary MC system will be the selected solution.
The primary MC system will provide one or more user profiles for that MC service user to the partner MC system configuration management server.
Editor's note: 	The interaction between the configuration management server in the partner MC system, the user database in the primary MC system and the MC service server in generating the combiner user profile is FFS
It is expected that there will be specific profiles for migration defined for each MC service user, and these will be different to the profiles used by the MC service user when receiving service in the primary MC system. For example, the list of MC service groups accessible may be different, such that some of the MC service groups available to the MC service user when in the primary MC system may not be available to that MC service user in the partner MC system. Operations such as group regrouping may not be permissible in the partner MC system.
The partner MC system configuration management server receives the profile(s) from the primary MC system. 
The partner MC system MC service user database will be configured with templates which are to be applied to the user profiles for migrating MC service users, and will provide these templates to the partner MC system configuration management server. There may be one template per MC system with which the partner MC system has agreements to support migrating MC users, or multiple templates for visitors from the same MC system, e.g. based on the organizations of the MC users. To support multiple templates for migrating MC service users from the same MC system, the partner MC system must be able to derive an organizational structure from the MC service ID of the visiting MC user. The partner MC system configuration management server will combine the user profile(s) from the primary MC system of the migrating MC user with the appropriate template to produce the user profile(s) that will be used by the MC user while migrating. The combined user profile(s) will be sent to the MC service user database.
Following service authorization with the partner MC service server, the MC service client requests and is provided with the MC service user profile(s) for use in that partner MC system during migrated service from the partner MC system configuration management server.
NOTE 3:	A mechanism may be needed whereby the MC service client can verify that MC service user profiles are valid for use on the currently serving MC system.
The template applied in the partner MC system to modify the user profile received from the primary MC system of the MC user may include modifications such as:
-	Restriction for access to certain MC service groups
-	Addition of further MC service groups provisioned with the partner MC system for specific operational functions such as mutual aid
-	Modification or replacement of configured user priority with an appropriate priority for use within the partner MC system.
-	Restriction of use of certain functions based on security policy, e.g. authorisation to obtain presence list, authorisation to override current talking party, authorisation to invoke enable/disable.
-	Limitations on geographical area of operation

[bookmark: _Toc448480872][bookmark: _Toc458073725]6.x.x	Impacts on existing nodes and functionality
The configuration management server in the partner MC system will need to support an additional reference point, CSCM-x or CSCM-y, for communication with the relevant server in primary MC systems to support migrated MC user profiles.
The configuration management client will need to support an additional reference point, CSC-Z, for communication with the relevant configuration management servers in all partner MC systems to support migrated MC user profiles.
The MC service user database will need to support templates to modify the user profiles of migrated users from partner MC systems.
The configuration management server will need to support the generation of profiles for migrated MC users from user profiles provided from the primary MC systems of those MC users and the modification templates.
[bookmark: _Toc448480873][bookmark: _Toc458073726]6.x.x	Solution Evaluation
This solution allows a migrated MC service client to receive user configuration information in the partner MC system of that MC client, and allows the partner MC system to modify the user configuration information according to local policy.
The MC service client will need to be configured with access information and credentials for all possible partner MC systems before migration takes place. This solution will not permit open access to a partner MC system for which access information and credentials have not been pre-provisioned.
Allowing the partner MC system to perform the final configuration protects the partner MC system against clients with a configuration that conflicts with policies within the partner MC system. However the migrating MC service user is exposed directly to the partner MC system's configuration management server for configuration information valid in that partner MC system and therefore there needs to be an appropriate level of trust with all partner MC systems which may provide the MC service user with MC service for this to not be a threat to that MC service user. Also, the primary MC system has no visibility (e.g. for logging, for validation) of the full set of configuration information that the MC service UE receives and processes.
 ***************************************** End change 1 ************************************************
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