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1. Overall Description:

SA3 would like to thank CT1 for the questions provided in C1-170481 (S3-170086), S6a170186 (S3-170035) and C1-165427 (S3-170009). This LS provides CT1 with answers to the questions directed to SA3.

2. Requirement for end-to-end protection
In liaison statement S6a170186 (S3-170035), CT1 asked SA6 the following question:
Question 3: Security

CT1 has the understanding that the application protocol for MCData will have 3 parts. One part which is common for MC services that contains things like MCData ID, MCData Group ID, alert-indication, etc. Another part is the signalling control data that is related to MCData. The other part is the actual payload that is delivered to the MCData user. It is CT1's understanding that the hop-by-hop protection is required for the generic MC signalling data and the MCData signalling data. CT1 understands that the media will also traverse the MCData server. However has SA6 and S3 come to a common understanding on whether the payload is end-to-end encrypted?

SA3 is intending to fulfil the following requirements from TS 22.280:

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs.

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

Consequently, MCData SDS and file transfer will be end-to-end encrypted from the transmitter to the receiver. SA3 has agreed to support confidentiality and integrity solutions for MCData over the signalling and media plane based on the existing key management mechanisms defined in TS 33.179.   The security mechanism for providing MCData confidentiality and integrity protection of the SDS payload is dependent on the protocol chosen by CT1 (see also item 5 below).
3. Protection of generic signalling
In liaison statement C1-170481 (S3-170086), CT1 informs SA3 that the protocol will be split as follows:
1)
transport of generic mission critical services signalling elements e.g. MCData Group ID, MCData ID

2)
transport of MCData-specific signalling elements and the MCData-specific user-provided payload.

For 1), CT1 created a solution in Rel-13 to transfer this information in an XML MIME body. SA3 provided the protection mechanisms to protect the content of XML elements and XML attributes in the XML MIME body. CT1 will continue to use this mechanism for Rel-14 for MCData.

SA3 can confirm that this is the correct mechanism. 
4. Protection of MCData-specific signalling and payload
In liaison statement C1-170481 (S3-170086), CT1 also informs SA3 that there are two ways in which the MCData signalling and payload could be encoded:

a)
use XML encoding similar to what has been done for the transport of generic mission critical services signalling elements.

b)
taking stock of what has been already specified for MCPTT with the MCPTT Off Network Protocol (MONP) specified in 3GPP TS 24.379, develop a Tag, Length, Value (TLV) protocol.
SA3 would like to inform CT1 of the following:

For (a), MCData-specific signalling is protected using the same mechanism as defined in TS 33.179 for generic mission critical signalling. Note that contributions securing MCData signalling information and SDS payloads with XMLEnc have been discussed and agreed to by SA3 at SA3#86.
For (b), SA3 notes that it is possible to secure a TLV formatted MCData signalling message inside a SIP MESSAGE.  However, P-CSCFs and SIP Border Controllers may reject SIP messages with unknown content types and therefore CT1 would need to consider defining a new content type for this data structure. Currently SA3 has not considered the security aspects of TLV formatted MCData signalling and payloads. SA3 will review security aspects of TLV formatted data if decided and defined by CT1 and will specify the security mechanism for TLV encoding protection at that time.

5.  MCData protocol considerations

In liaison statement C1-165427 (S3-170009), CT1 provided the following statement;
CT1 welcomes any input from SA3 for CT1's consideration as to the recommended protocols to use for MCData.

SA3 would like to inform CT1 that at this point SA3 have considered one possible security solution that is applicable to the SIP MESSAGE method by using XMLEnc for signalling plane SDS and one possible security solution for media plane SDS using XMLEnc, if the XMPP protocol is used. Details of these solutions can be found in TR 33.880. Other signalling or media plane protocols would require additional consideration by SA3.
SA3 wishes to be informed of the final MCData protocol decision by CT1, as SA3’s goal is to finalise the MCData security solutions by the next SA3 meeting (SA3#86-Bis) in order to provide stage-3 with as much time as possible to define the MCData security stage 3 specifics.
6. To CT1 group.
ACTION:   SA3 kindly asks CT1 to take the above information into account and to please inform SA3 of their decisions regarding MCData protocols and message formatting.

7. Date of Next TSG-SA WG3 Meetings:

SA3#86-Bis
27-31 March 2017
Busan, South Korea

SA3#87
15-19 May 2017
Ljubljana, Slovenia
