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1. Introduction
This contribution proposes the solution for external application access to services in a MC system
2. Reason for Change
SA1 specifies the following requirements for open interfaces.
	5.18
Open interfaces for MCX services

5.18.1
Overview

It is expected that data applications such as database access or event managers are or will be, enhanced thanks to the use of multimedia communications. As a consequence, there is a need for external applications to securely access and use MCX Services.

5.18.2
Requirements

[R-5.18.2-001] The MCX Service shall be securely accessible via an open interface by an external application.
NOTE:
Access includes one or more of the following: ability to obtain information on demand or via notification, ability to set parameters, ability to control aspects of the service, and the ability to transmit/receive media to/from the service (e.g. video).
[R-5.18.2-002] The MCX Service shall restrict external access based on MCX Service permissions and authorizations.

[R-5.18.2-003] The open interface for MCX Services shall support control and indication of communication priority. 

[R-5.18.2-004] The MCX Service shall be able to authenticate the MCX User connecting to the MCX Service through the open interface.




The main intention of SA1 requirements for open interfaces corresponds to enabling access to MCVideo and MCData services. A generic framework is required in SA6 to solve this for enabling access to one or multiple MC services in a MC system.
General view of the external application access to a MC system:

 SHAPE  \* MERGEFORMAT 



General principles for the solution:
1. External application access should be treated similar to UE access to the MC services in a MC system. The key difference is that UE is within an MC system with default security.

2. External application access should be able to use the existing defined reference points to the MC services.

The key issues for service access by external applications are:

· Securing the access to services including hiding service topology information to the the external applications, also isolating DDOS attacks to the MC services.

· Providing granular access to services over existing interfaces.

· Service locations can change quite frequently due to automatic or manual scaling of MC services (addition or deletion of MC service servers), new deployments of MC services, as well as hosts failing or being replaced. External applications access to the services should be agnostic of such changes.

There are two aspects to the problem of locating services: Service Registration and Service Discovery.

· Service Registration - The process of a service registering its location in a system (e.g. central registry). It usually registers its host IP address and port with details about interfaces (e.g. MCPTT-1, MCVideo-1, CSC-1), protocols (e.g. SIP, HTTP), versions numbers, and/or environment details.

· Service Discovery - The process of a external application querying the system (e.g central registry) to learn of the location of services it requires access to.

Using the discovered details of the services, the external application can access the service. 

· It allows existing applications like special consoles to manually configure and directly access the services within the MC system

· It allows external applications to use the discovered service information to automatically configure and establish service access.
Architecture approach:
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External applications can be in trusted or un-trusted domain, hence the following architectures apply:
Option1: Architecture in trusted mode operation
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Option2: Architecture in untrusted mode operation
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3. Conclusions

It is proposed to adopt Option 2 architecture option for supporting external applications access to services in a MC system.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.280 v0.5.0
* * * First Change * * * *

5.2.8
External applications access to services in a MC system




The services in MC system shall register their service information (e.g. IP address, port) to a service registry server. An external application(s) shall be able to search for a service and subsequently request authorization for accessing one or more services from the service registry server. The authorized external applications shall receive the external application configuration like service(s) end point information from the service registry server for accessing the services in a MC system.

The MC service provider may authorize one or more MC service users to access the MC system from an authorized external application. 

The authorized external applications shall communicate with the service(s) in a MC system using the following reference points over IP connectivity (EPS is not mandatory):

· For identity management service, CSC-1

· For configuration management service, CSC-4

· For group management service, CSC-2

· For key management service, CSC-8

· For MCPTT service, MCPTT-1

· For MCVideo service, MCVideo-1

· For MCData services, MCData-cap-1 to MCData-cap-n

The authorized external applications shall communicate with the service(s) in a MC system using the MC service ID of the authorized MC service user for the external application.

The MC system shall be able to provide (or restrict) access to service(s) for the external application(s) according to:

· The authorization of the external application to access the service; and

-
the MC service users' authorization as per their respective user profile.
* * * Next Change * * * *

7.2
Description of the planes

The following planes are identified:

a)
application plane: The application plane provides all of the services (e.g. call control, floor control, video control, data control, external applications) required by the user together with the necessary functions to support MC service. It uses the services of the signalling control plane to support those requirements. For example, within the MCPTT service, the application plane also provides for the conferencing of media, and provision of tones and announcements; and

b)
signalling control plane: The signalling control plane provides the necessary signalling support to establish the association of users involved in an MC service, such as an MCPTT call or other type of MC services. The signalling control plane also offers access to and control of services across MC services. The signalling control plane uses the services of the bearer plane.

Bearers supporting these planes are defined for LTE within 3GPP TS 23.401 [14]. The resource control that is needed to support these planes is defined within 3GPP TS 23.203 [7]. The application plane also relies on the use of multicast bearers established via procedures defined in 3GPP TS 23. 468 [15] and 3GPP TS 23.246 [10].

7.3
Functional model description

7.3.1
On-network functional model

Each MC service can be represented by an application plane functional model. The functional model across MC services may be similar but is described by the individual functional entities and reference points that belong to that MC service. Within the application plane for an MC service there is a common set of functions and reference points. The common set is shared across services. This common set of functions and reference points is known as the common services core.

Figure 7.3.1-1 shows the functional model for the application plane for an MC system.


[image: image5.emf]Identity 

management 

client 

CSC-1

CSC-2

CSC-3

Common 

services core

Group 

management 

client 

Identity 

management 

server 

Group 

management 

server 

CSC-4

Configuration 

management 

client 

Configuration 

management 

server 

MC service 

server(s) MC service 

client(s)

MC service UE

EPS

MC service 

user 

database(s)

CSC-5

Other group 

management 

server

CSC-7

Key 

management 

client 

CSC-8

Key 

management 

server 

CSC-10

CSC-9

CSC-13


Figure 7.3.1-1: Functional model for application plane for an MC system
The common services core functions and reference points shown in figure 7.3.1-1 are shared across each MC service. The description of the functions and reference points specific to an MC service is contained in the corresponding MC service TS.
In the model shown in figure 7.3.1-1, the following apply:

-
A specific MC service server is an instantiation of a GCS AS in accordance with 3GPP TS 23.468 [15].


[image: image6.emf]CSC-1

CSC-2

Common services core

Identity 

management 

server 

Group 

management 

server 

CSC-4

Configuration 

management 

server 

External Application

MC service 

server(s)

CSC-8

Key 

management 

server 

CSC-14

MC service(s) defined interface

Application plane for an MC 

system

Service registry 

server


Figure 7.3.1-2: Functional model for external application access to services of a MC system

In the model shown in figure 7.3.1-2, the applicable interfaces for the external application access to services of a MC system.
Figure 7.3.1-3 shows the functional model for the signalling control plane.
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Figure 7.3.1-3: Functional model for signalling control plane

Figure 7.3.1-4 shows the relationships between the reference points of the application plane of an MC service server and the signalling plane.


[image: image8.emf]MCservice

server

SIP core

MCserviceclient

MC service 

server

SIP core

SIP-1

SIP-2

SIP-2

SIP-3

HTTP-1, HTTP-2

Group 

management 

server

Group 

management 

client

CSC-2

HTTP-1

HTTP-2

CSC-3

Group 

management 

server

HTTP-1

HTTP-2

HTTP-3

CSC-7

SIP-2

Configuration 

management 

server

Configuration 

management 

client

CSC-4 SIP-2 SIP-1

SIP-2 SIP-1

HTTP-1, HTTP-2

HTTP-1

CSC-5

Key 

management 

client

Key 

management 

server

HTTP-1, HTTP-2

CSC-8

HTTP-1, 

HTTP-2

CSC-10

CSC-9

HTTP-1, 

HTTP-2

SIP-2

HTTP-1

HTTP-2

CSC-3

HTTP-1,

HTTP-2

SIP-2

SIP-3


Figure 7.3.1-4: Relationships between reference points of MC service application plane and signalling control planes

NOTE 1:
Application plane reference point CSC-7 makes use of SIP-2 reference point when the group management servers are connected by a single SIP core. Where they are joined by more than one SIP core, CSC-7 also makes use of the SIP-3 reference point.

NOTE 2:
For simplicity, the HTTP proxy, which provides the interconnection between HTTP-1, HTTP-2 and HTTP-3 reference points, is not shown in figure 7.3.1-4.

* * * Next Change * * * *

7.4
Functional entities description

7.4.1
General

Each subclause is a description of a functional entity and does not imply a physical entity. 

7.4.2
Application plane

7.4.2.1
General

Entities within the application plane of an MC system provide application control and media specific functions to support one or more MC services.

For each MC service, the functional entities description is contained in the corresponding MC service TS. 
7.4.2.2
Common services core

7.4.2.2.1
Configuration management client

The configuration management client functional entity acts as the application user agent for configuration related transactions. The configuration management client interacts with the configuration management server and provides and receives configuration data.
The configuration management client functional entity is supported by the signalling user agent and HTTP client functional entities of the signalling control plane.

7.4.2.2.2
Configuration management server

The configuration management server is a functional entity used to configure one or more MC service applications with non-group management MC service related information and configure data on the configuration management client. The configuration management server manages MC service configuration supported within the MC service provider.
The configuration management server functional entity is supported by the SIP AS and HTTP server functional entities of the signalling control plane.
7.4.2.2.3
Group management client

The group management client functional entity acts as the application user agent for management of groups. A MC system maintains groups corresponding to one or more mission critical organizations. The group management client interacts with the group management server.
The group management client functional entity is supported by the signalling user agent and HTTP client functional entities of the signalling control plane.
7.4.2.2.4
Group management server

The group management server functional entity provides for management of groups supported within the MC service provider.

The group management server functional entity is supported by the SIP AS and HTTP server functional entities of the signalling control plane.

All the group management clients supporting users belonging to a single group are required to use the same group management server for that group. A group management client supporting a user involved in multiple groups can have relationships with multiple group management servers.

The group management server manages media policy information for use by the UE for media processing.

The group management server manages group call policy information for use by the UE for both on-network and off-network group call control.

7.4.2.2.5
Identity management client

This functional entity acts as the application user agent for MC ID transactions. It interacts with the identity management server.

7.4.2.2.6
Identity management server

The identity management server is a functional entity that is capable of authenticating the MC ID. It contains the knowledge and means to do authentication by verifying the credentials supplied by the user.

The identity management server functional entity may reside in the same domain as the user's MC system.

7.4.2.2.7
Key management client

This functional entity acts as the application user agent for key management functions. It interacts with the key management server.

The functionality of the key management client is specified in 3GPP TS 33.179 [17].

7.4.2.2.8
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and MC service server(s) to achieve the security goals of confidentiality and integrity of media and signalling.

The functionality of the key management server is specified in 3GPP TS 33.179 [17].

7.4.2.2.9
Service registry server

The service registry server is a functional entity that stores the service information of the services in a MC system which are provided to external applications. It supports query for service information based on criteria via CSC-14. It also supports the service authorization for external application via CSC-14

The service registry server stores the authorization information (application profile) for external application for accessing one or more services in a MC system. It configures the authorized external application with application profile via CSC-14. In order to enforce the external application authorization to access MC services, the service registry server provides the application profile to the relevant application server(s) in a MC system.
7.4.2.3
MC service

7.4.2.3.1
MC service client

The MC service client functional entity acts as the user agent for all MC service transactions. For a specific MC service, the detailed description of functions of the MC service client is contained in the corresponding MC service TS.
7.4.2.3.2
MC service server

The MC service server functional entity provides centralised support for MC services.

The MC service server functional entity represents a specific instantiation of the GCS AS described in 3GPP TS 23.468 [15] to control multicast and unicast operations for group communications. For a specific MC service, the detailed description of the GCS AS role assumed by the MC service server is contained in the corresponding MC service TS.
The MC service server functional entity is supported by the SIP AS, HTTP client and HTTP server functional entities of the signalling control plane.

7.4.2.4
External application

The external application functional entity acts as the user agent for MC service transactions. The detailed functions of this functional entity are out of scope of this specification.
* * * Next Change * * * *

7.5.2
Application plane

7.5.2.1
General

The reference points for the application plane of an MC service are described in the following subclauses.

7.5.2.2
Reference point CSC-1 (between the identity management client and the identity management server)

The CSC-1 reference point, which exists between the identity management client and the identity management server, provides for the authentication of the common services core to the MC service client and subsequent authentication of the user to the common services core on behalf of applications within the application plane.

CSC-1 is specified in 3GPP TS 33.179 [17].

7.5.2.3
Reference point CSC-2 (between the group management client and the group management server for configuration while UE is on-network)

The CSC-2 reference point, which exists between the group management client and the group management server, is used for MC service signalling for MC service data management of the MC service.

The CSC-2 reference point supports:

-
Configuration of group related data at the group management client by the group management server; and

-
Configuration of group related data at the group management server by the group management client.

The CSC-2 reference point shall use the HTTP-1 and HTTP-2 reference points for transport and routing of non-subscription/notification related signalling. The CSC-2 reference point shall use SIP-1 and SIP-2 reference points for transport and routing of subscription/notification related signalling.

7.5.2.4
Reference point CSC-3 (between the MC service server and the group management server)

The CSC-3 reference point, which exists between the MC service server and the group management server, provides for the MC service server to obtain group information corresponding to the MC service. The CSC-3 reference point shall use HTTP-1 and HTTP-2 reference points for transport and routing of non-subscription/notification related signalling. The CSC-3 reference point shall use SIP-2 reference point for transport and routing of subscription/notification related signalling.

7.5.2.5
Reference point CSC-4 (between the configuration management client and the configuration management server for configuration while UE is on-network)

The CSC-4 reference point, which exists between the configuration management client and the configuration management server, provides the configuration information required for MC services while the MC service client is on-network.

The CSC-4 reference point supports: 

· configuration of the MC service UE by the MC service; and 

· configuration of the MC service application with the MC service related information that is not part of group management (e.g. policy information) by the MC service UE. 

The CSC-4 reference point shall use the HTTP-1 and HTTP-2 reference points for transport and routing of non-subscription/notification related signalling. The CSC-4 reference point shall use SIP-1 and SIP-2 reference points for transport and routing of subscription/notification related signalling.

7.5.2.6
Reference point CSC-5 (between the MC service server and the configuration management server)

The CSC-5 reference point, which exists between the MC service server and the configuration management server, provides for the MC service server to obtain non-group MC service related information (e.g. policy information). The CSC-5 reference point shall use HTTP-1 reference point and HTTP-2 reference point for transport and routing of non-subscription/notification related signalling. The CSC-5 reference point shall use SIP-2 reference point for transport and routing of subscription/notification related signalling.

7.5.2.7
Reference point CSC-7 (between the group management servers)

The CSC-7 reference point, which exists between group management servers, allows group management servers to handle group management related signalling in multiple MC service systems environment. The CSC-7 reference point shall use the HTTP-1, HTTP-2 and HTTP-3 reference points for transport and routing of non-subscription/notification related signalling. The CSC-7 reference point shall use SIP-2 and SIP-3 reference points for transport and routing of subscription/notification related signalling.

7.5.2.8
Reference point CSC-8 (between the key management server and the key management client)

The CSC-8 reference point, which exists between the key management server and the key management client, provides a means for the key management server to provide security related information (e.g. encryption keys) to the key management client.

The CSC-8 reference point shall use the HTTP-1 and HTTP-2 reference points for transport and routing of security related information to the key management client.

CSC-8 is specified in 3GPP TS 33.179 [17].

7.5.2.9
Reference point CSC-9 (between the key management server and the MC service server)

The CSC-9 reference point, which exists between the key management server and the MC service server, provides a means for the key management server to provide security related information (e.g. encryption keys) to the MC service server.

The CSC-9 reference point shall use the HTTP-1 and HTTP-2 reference points for transport and routing of security related information to the MC service server.

CSC-9 is specified in 3GPP TS 33.179 [17].

7.5.2.10
Reference point CSC-10 (between the key management server and the group management server)

The CSC-10 reference point, which exists between the key management server and the group management server, provides a means for the key management server to provide security related information (e.g. encryption keys) to the group management server.

The CSC-10 reference point shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server.

CSC-10 is specified in 3GPP TS 33.179 [17].

7.5.2.11
Reference point CSC-11 (between the configuration management client and the configuration management server for configuration while UE is off-network)

The CSC-11 reference point, which exists between the configuration management client and the configuration management server, provides the configuration information required for MC services while the MC service client is off-network.

The CSC-11 reference point is the same as CSC-4 reference point except that CSC-11 does not support subscription/notification and therefore does not require the use of SIP-1 and SIP-2 reference points.

7.5.2.12
Reference point CSC-12 (between the group management client and the group management server for configuration while UE is off-network)

The CSC-12 reference point, which exists between the group management client and the group management server, is used for MC service application signalling for data management of the MC service.

The CSC-12 reference point is the same as CSC-2 reference point except that CSC-12 does not support subscription/notification and therefore does not require the use of SIP-1 and SIP-2 reference points.

7.5.2.13
Reference point CSC-13 (between the configuration management server and the MC service user database)

The CSC-13 reference point, which exists between the MC service user database and the configuration management server, is used for:

-
the configuration management server to store the user profile data in the specific MC service user database; and

-
the configuration management server to obtain the user profile from the specific MC service user database for further configuration in the MC service UE.
Editor’s note:
The usage of CSC-13 between configuration management server and several MC service user databases are FFS.
7.5.2.14
Reference point CSC-14 (between the external application and the service registry server)

The CSC-14 reference point, which exists between the external application and the service registry server, is used for:

-
the service registry server to store the service capabilities information and the application profile data; and

-
the external application to obtain the service capabilities information and the application profile for configuration of the external application.
* * * Next Change * * * *

10
Procedures and information flows

10.X
External applications access to a MC system
10.X.1
General
The application profile has to be known by the external application before it can use the services in a MC system.
Figure 10.X.1-1 illustrates the relationship of an external application with application profiles. An application profile is a specific service that the external application will receive from a MC system. The application profile is provided by the service registry server during the service authorization by external application.
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Figure 10.X.1-1: Relationship of external application and the application profiles
Table 10.X.1-1 shows the general structure of the application profile.

Table 10.X.1-1: Structure of the application profile
	Parameter name
	Parameter description

	Application profile ID
	Identity for an authorized external application corresponding to a specific application profile in a MC system.

	Authorized service
	Service authorized for the external application (e.g. MCPTT, MCVideo, MCData-cap1..n, GM, CM, IDM, KM)

	Application profile index
	Index to an application profile

	Service location information
	IP address and port information where the service as pointed by the application profile index is accessible to the external application. Usually it is the address of the corresponding application server where the service is accessible.

	Service interface description data
	Information of service interface description (service capabilities, protocol, messages, information elements, etc) that the external application is authorized to access.


10.X.2
Information flows

10.X.2.1
Get service information request
Table 10.X.2.1-1 describes the information flow get service information request from the external application to the service registry server.

Table 10.X.2.1-1: Get service information request

	Information element
	Status
	Description

	MC service ID
	M
	Identity of the MC service user accessing the external application

	Query parameters list
	O
	List of the query parameters used to search/discover the service information. (e.g. service, location, capabilities)


10.X.2.2
Get service information response
Table 10.X.2.2-1 describes the information flow get service information response from the service registry server to the external application.

Table 10.X.2.2-1: Get service information response
	Information element
	Status
	Description

	Result
	M
	Indicates success or failure

	Service capabilities description
	O
	Service capabilities description information


10.X.2.3
External application authorization request
Table 10.X.2.3-1 describes the information flow update external application authorization request from the external application to the service registry server.
Table 10.X.2.3-1: External application authorization request

	Information element
	Status
	Description

	MC service ID
	M
	Identity of the MC service user accessing the external application

	Request type
	M
	Indicates whether the request is for authorization or for removal of authorization

	Services capabilities information
	M
	The service capabilities information for which authorization (or removal of authorization) is requested by the external application 

	Application profile information
	O
	The application profile information to which update is requested.


10.X.2.4
External application authorization response
Table 10.X.2.4-1 describes the information flow external application authorization response from the service registry server to the external application.
Table 10.X.2.4-1: External application authorization response
	Information element
	Status
	Description

	Result
	M
	Indicates success or failure

	Application profile information
	O
	The application profile information to which update is requested.


10.X.2.5
Notify application profile request
Table 10.X.2.5-1 describes the information flow notify application profile request from the service registry server to the external application.
Table 10.X.2.5-1: Notify application profile request

	Information element
	Status
	Description

	Pointer to the application profile information
	M
	Pointer to the modified application profile information corresponding to the external application


10.X.2.6
Notify application profile response
Table 10.X.2.6-1 describes the information flow notify application profile response from the external application to the service registry server.
Table 10.X.2.6-1: Notify application profile response
	Information element
	Status
	Description

	Result
	M
	Indicates success or failure


10.X.2.7
Get application profile request
Table 10.X.2.7-1 describes the information flow get application profile request from the external application to the service registry server.
Table 10.X.2.7-1: Get application profile request

	Information element
	Status
	Description

	Application profile ID
	M
	Identity of the application profile corresponding to the external application

	Reference to the application profile information
	O
	The reference to the application profile information.


10.X.2.8
Get application profile response
Table 10.X.2.8-1 describes the information flow get application profile response from the service registry server to the external application.
Table 10.X.2.8-1: Get application profile response
	Information element
	Status
	Description

	Result
	M
	Indicates success or failure

	Application profile information
	M
	The application profile information corresponding to the external application


10.X.3
Configuration of the external application
Figure 10.X.3-1 describes the procedure for configuring the external application. The external application queries for the service capabilities published by the MC service provider from the service registry server. Further, the external application requests for authorization for one or more service capabilities from the service registry service. The service registry server provides an application profile to the external application which provides the configuration information required to access the services in a MC system.
Pre-conditions:

1. The service capabilities information is available at the service registry server; and
2. The service registry server location is a well known address and is available to external applications.
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Figure 10.X.3-1: Configuration of the external application
1.
The external application sends a get service information request to the service registry server in order to discover the services available for access in a MC system. The get service information request includes some criteria for narrowing the query result from the service registry server.
2.
Upon recieving the get service information request from the external application, the service registry provides the service information list to the external application by sending the get service information response to the external application.
3.
The external application requests for authorization to access services of the interest based on the service information list obtained from the service registry server by sending an external application authorization request to the service registry server. 
4.
Upon receiving the authorization request, the service registry server determines to grant/deny the external application the access to requested services. If granted, the service registry server updates or stores the application authorization information as a application profile. Further, the service registry server determines to  subscribe or un-subscribe the external application for the updates to its application profile information based on the status of the authorization
5.
The service registry server provides the application profile to the external application by sending a external application authorization response to the external application. The application profile includes the information of the location of application server where the requested services of a MC system can be accessed and also related security information for secure access.
6.
The service registry server updates the application profile to the relevant application server(s) in a MC system to share the application profile of the external application which has been granted authorization to access the services of the MC system.
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