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1. Introduction
This contribution proposes a solution to key issues 2.3 and 2.4 (of which are proposed to be merged in S6-160992), which relate to the scenario described in subclause 4.1.1 ("Scenario 1: UE in visited network using partner MCPTT system with connection to primary MCPTT system (migration)") of TR 23.781.

2. Reason for Change
Unlike IMS roaming where the UE uses only a proxy in the VPLMN's IMS and utilises all other functionality and services in the HPLMN's IMS, MC service migration as per scenario 1 (see section 4.1.1) differs in that the MC service UE needs to access the partner MC system's SIP core (which in turn may require the MC service UE to access one or more PDNs in the HPLMN of the partner MC system). Accessing the partner MC system's SIP core is needed in order for the MC service UE to receive partner MC service, however, this is not possible without the right credentials and authentication.
3. Conclusion

Solutions are needed to enable the MC service UE to be able to access the PDN(s) of the HPLMN (and possibly also VPLMN's) of the partner MC system as well as the SIP core of the partner MC system. Otherwise, scenario 1 described in subclause 4.1.1 is not possible.

4. Proposal

The following concepts are proposed, in accordance with key issues 2.3 and 2.4:

· Determining of the partner MC system manually (i.e. MC service user requests an explicit partner MC system) or automatically (i.e. primary MC system determines the partner MC system on behalf of the MC service user).

· In order for the MC service UE to be able to access the PDN(s) of the HPLMN of the partner MC system, it is proposed that the MC service UE obtains the initial UE configuration of the partner MC system to which is to connect. A dynamic method is proposed, but static configuration in the configuration management server of the primary MC system may also be possible in some cases.
· In order for the MC service UE to be able to access the SIP core of the partner MC system, it is proposed that:

· the MC service UE obtains SIP registration credentials (i.e. SIP private user identity, SIP public user identity) from the SIP core of the partner MC system; and
· the MC service UE reuses its existing SIP security credentials (i.e. IMS-AKA) for authentication.

It is proposed to agree the following enhancements to 3GPP TR 23.781 v0.2.0.
 * * Next Change * * * *

6.Y
Solution X: Connectivity to partner MC system for migration
6.Y.1
Description
Preconditions:

-
The MC service UE has successfully set-up bearers to the primary MC system's PDN(s).

-
The MC service UE has successfully performed an MC service user authentication with the primary MC system.
-
The configuration management client has secure access to the configuration management server in the primary MC service system.
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Figure 6.Y-1: MCPTT user authentication and registration, multiple domain(s)
1.
The configuration management client sends get partner MC system connection details request message to the configuration management server of the MC services user's primary MC system, which includes the MC services ID, the MC service UE's location information. The message may also include an identifier of a particular partner MC system e.g. that provides service at the current location of the UE.
Editor's note: triggers causing the configuration management client to send the above message are FFS but could be e.g. by prior arrangement by the administrator, by received UE location.
2.
The configuration management server checks to see if the requesting MC services user is authorised for migration.
3.
If an identifier of a particular partner MC system was not received in step 1 then a suitable partner system is automatically determined to be used for migration for the MC service user based on the received MC service UE's location information. If an identifier of a particular partner MC system was received in step 1 and if the primary MC system has a migration agreement with that partner MC system for the MC service user then the configuration management server determines the requested partner MC system is to be used, otherwise the configuration management server automatically determines a partner MC system to be used for the MC service user based on the received MC service UE's location information.
4.
Depending on policy information for the MC services user (e.g. per MC services user profile configuration, per service configuration), the configuration management server may send get outbound migration SIP identities request to the SIP database in the primary MC system, which includes the SIP private user identity and SIP public user identity for the MC services user.
5.
The SIP database in the primary MC system allocates (e.g. from a pool, using a random SIP identity generation function) an outbound migration SIP private user identity and an outbound migration SIP public user identity, and then creates a binding of these to the received SIP private user identity and SIP public user identity.
6.
The SIP database in the primary MC system sends get outbound migration SIP identities response containing the outbound migration SIP private user identity and outbound migration SIP public user identity, as assigned in step 5, to the configuration management server in the primary MC system.
7.
The configuration management server sends partner MC system access request to the configuration management server of the partner MC system (as determined in step 2), which includes the MC services user ID, an identifier of the MC service user's SIP database in the primary MC system, a SIP private user identity and a SIP public user identity of the MC service user (which may be the outbound migration SIP private user identity and outbound migration SIP public user identity, depending on step 4).
NOTE 1:
The identifier of the MC service user's SIP database in the primary MC system may actually be an identifier of a Subscription Locator Function (SLF) e.g.  in systems that utilise multiple SIP databases.
8.
The configuration management server in the partner MC system checks to see if the requesting primary MC system and the MC services user of the primary MC system are authorised for migration to its MC system.
9.
The configuration management server in the partner MC system sends get inbound migration SIP identities request to the SIP database of the partner MC system, which includes the identifier of the MC service user's SIP database in the primary MC system, the primary MC system's SIP private user identity and primary MC system's SIP public user identity (as received in step 7).
10.
The SIP database in the partner MC system allocates (e.g. from a pool, using a random SIP identity generation function) an inbound migration SIP private user identity and an inbound migration SIP public user identity, and then creates a binding of these to the received identifier of the MC service user's SIP database in the primary MC system, primary MC system's SIP private user identity and primary MC system's SIP public user identity.
11.
The SIP database in the partner MC system sends get inbound migration SIP identities response containing the inbound migration SIP private user identity and inbound migration SIP public user identity, as assigned in step 10, to the configuration management server in the partner MC system.
12.
The configuration management server in the partner MC system sends partner MC system access response, which includes the inbound migration SIP private user identity, the inbound migration SIP public user identity, and initial UE configuration data for the partner MC system.
NOTE 2:
If the information in the initial UE configuration data is not subject to change very frequently (e.g. PAP or CHAP credentials for access to PDNs are either not needed or are not allocated on a per user basis) then this information could be exchanged between the partner MC system and primary MC system off-line (e.g. as part of contractual communications between the two entities) and statically configured in the configuration management server.
13. The configuration management server in the primary MC system sends get partner MC system connection details response to the configuration management client, which includes the inbound migration SIP private user identity, the inbound migration SIP public user identity, initial UE configuration data for the partner MC system.
NOTE 3:
The MC service UE, when storing the configuration information for the partner MC system, needs to ensure that the configuration information for the primary MC system is not overwritten or discarded, in order to ensure that the MC service UE can connect back to the MC service UE's primary MC system later.
NOTE 4:
There could be a long time in between the steps 1 to 13 (inclusive) taking place and the following steps taking place.
14.
The MC service UE sets-up the necessary bearers/PDN connections using the bearer information in the received initial UE configuration data for the partner MC system, and then performs MC service user authentication.
15.
The signalling user agent sends a SIP registration request to the SIP core of the partner MC system, which includes the inbound migration SIP private user identity and the inbound migration SIP public user identity.
16.
The SIP core in the partner MC system sends get SIP authentication information request to the SIP database also in the partner MC system, which includes the inbound migration SIP private user identity and the inbound migration SIP public user identity.
17.
The SIP database in the partner MC system, due to the binding created in step 10, recognises the inbound migration SIP private user identity and determines the identifier of the MC service user's SIP database in the primary MC system, the primary MC system's SIP private user identity and the primary MC system's SIP public user identity.
NOTE 5:
The primary MC system's SIP private user identity is used to determine the primary MC system's SIP database.
18.
The SIP database in the partner MC system sends get SIP authentication information request to the SIP database in the primary MC system, which includes the primary MC system's SIP private user identity and the primary MC system's SIP public user identity (as determined in step 17).
19.
The SIP database in the primary MC system recognises the primary MC system's SIP private user identity and MC system's SIP public user identity and sends get SIP authentication information response to the SIP database in the partner MC system, which includes the primary MC system's SIP private user identity, the primary MC system's SIP public user identity, and authentication information (e.g. authentication vectors).
20.
The SIP database in the partner MC system, due to the binding created in step 10, recognises the primary MC system's SIP private user identity and the primary MC system's SIP public user identity, and determines the inbound migration SIP private user identity and inbound SIP public user identity.
21. The SIP database in the partner MC system sends get SIP authentication information response to the SIP core also in the partner MC system, which includes the inbound migration SIP private user identity, the inbound migration SIP private user identity, and the authentication information (as received in step 19).
22.
The SIP core in the partner MC system sends SIP authentication challenge request to the signalling user agent in the MC service UE, which includes the inbound migration SIP private user identity, the inbound SIP public user identity, and the authentication challenge information (derived from the authentication information received in step 21).
23.
The signalling user agent in the MC service UE determines the challenge response information (i.e. by utilising the IMS-AKA data in the ISIM) to the SIP core in the partner MC system, and sends SIP authentication challenge response, which includes the challenge response information.
24.
The SIP core in the partner MC system sends SIP registration response to the signalling user agent in the MC service UE, which includes an indication that the authentication is successful.
25.
The MC service UE is now SIP registered in the SIP core of the partner MC system and subsequently can perform MC service authorization and start receiving one or more MC services.
6.Y.2
Impacts on existing nodes and functionality

The following functional entities are impacted:

-
Configuration management client
-
Configuration management server (for inbound and outbound migration)
-
SIP database (for inbound migration and optionally outbound migration)
NOTE:
The signally user agent and the SIP core of the partner MC system are unaffected, since they are provided with the necessary information that they expect and can use e.g. SIP private user identity and SIP public user identity.
Table 6.Y.2-1 provides a high-level overview of the impacts on reference points and associated messaging between existing nodes.
	Message in figure 6.Y-1
	Reference point
	Existing message
	Comments

	Get partner MC system connection details request/response (steps 1 & 13)
	CSC-4
	Get updated MCPTT user profile request
	If this configuration data is provided on an as needed basis, then stage 2 may benefit by defining a new message flow here.

	Get outbound migration SIP identities request/response (steps 4 & 6)
	AAA-1 / Sh
	Data Pull Request/Answer (DPR/DPA)
	Left to stage 3 to decide if DPR/DPA could be reused or new messaging is needed for this function. 

	Partner MC system access request/response (7 & 12)
	New (CMS-CMS)
	N/A
	New reference point needed between CMS in primary MC system and CMS in partner MC system. HTTP or Diameter recommended.

	Get inbound migration SIP identities request/response (steps 9 and 11)
	AAA-1 / Sh
	Data Pull Request/Answer (DPR/DPA)
	Could reuse same messaging as for "get outbound migration SIP identities request/response" (steps 4 & 6).

	SIP registration request/response (15 & 24)
	Gm, Mw
	SIP INVITE
	No changes needed.

	Get SIP authentication information request/response (steps 16, 18, 19 & 21)
	Cx
	Diameter Cx-AV-REQ (Multimedia‑Auth‑Request) and Cx-AV-REQresp (Multimedia‑Auth‑Response)
	No changes needed, other than proxying (a feature that of which Diameter is already very capable).

	SIP authentication challenge request/response
	Gm
	SIP error cause 4xx (e.g. 401) and SIP INVITE, respectively
	No changes needed.


Table 6.Y.2-1: Overview of impacts on reference points and associated messaging
6.Y.3
Solution Evaluation
This solution allows an MC service UE to be configured with all of the required information needed to access a partner MC system, the partner MC system's PDN(s), and the partner MC system's SIP core (as described in Scenario 1, specified in subclause 4.1.1). Existing messaging is largely reused, with only new parameters needed in most cases, however, one new reference point is needed between the configuration management servers in the primary MC system and partner MC system. No new nodes are required.
This solution has the advantage of being able to reuse the existing MC service SIP security parameters (i.e. the existing IMS-AKA security mechanism data already stored in the ISIM on the UICC) available to the MC service UE. Such reuse negates the need to provide, specifically for migration, additional SIP security mechanism data (therefore eliminating the need for confidential information to be sent OTA) or even a whole new SIP security mechanism in addition to IMS‑AKA (which is currently the only SIP security mechanism specified by SA3 for use in MCPTT). However, this solution has the disadvantage in that there needs to be connectivity between the partner MC system and primary MC system.
Where needed, the primary MC system can provide specific SIP public user identity and SIP private user identity for migration (see steps 4-6 in figure 6.Y.2-1) allowing obfuscation of the SIP public user identity and SIP private user identity used by the primary MC system, as well as the ability to immediately terminate, and prevent any further, SIP logins from the SIP core of the partner MC system. Depending on implementation and O&M, this could be done for all partner MC systems or on a per partner MC system basis.
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